MICROCHIP SAM9IX60

Ultra-Low Power Arm® ARM926EJ-S™ Processor-Based
MPU, 600 MHz, Camera, LCD, 2D Graphics, Dual 10/100
Ethernet, CAN, USB, QSPI, FLEXCOMs, AES, SHA

Introduction

The SAM9XG60 is a high-performance, ultra-low power ARM926EJ-S CPU-based embedded microprocessor (MPU)
running up to 600 MHz, with support for multiple memories such as SDRAM, LP-SDRAM, LPDDR, DDR2, and QSPI
and e.MMC Flash. The device integrates powerful peripherals for connectivity and user interface applications, and
offers security functions (tamper detection, secure boot program, secure key storage, etc.), TRNG, as well as high-
performance crypto accelerators for AES and SHA.

Features

* CPU running up to 600 MHz

— ARM926EJ-S Arm Thumb® processor

— 32-Kbyte data cache, 32-Kbyte instruction cache, Memory Management Unit (MMU)
* Memories

— One 160-Kbyte internal ROM

» 64-Kbyte internal ROM embedding a secure bootloader program supporting boot on Nand Flash,
SDCard, SPI or QSPI Flash. Bootloader features selectable by OTP bits

*  96-Kbyte ROM for NAND Flash BCH ECC table
— One 64-Kbyte internal SRAM (SRAMO), single-cycle access at system speed
— High-bandwidth Multi-port DDR2/LPDDR Controller

— 32/16-bit External Bus Interface (EBI) supporting 8/4-bank DDR2/LPDDR, 4/2-bank SDR/LPSDR, static
memories, with scrambling

— NAND Flash Controller, with up to 24-bit Programmable Multi-bit Error Correcting Code

— One 11-Kbyte OTP memory for secure key storage with emulation mode (OTP bits are emulated by a 4-
Kbyte SRAM (SRAM1))

» System Running up to 200 MHz

— Power-on reset cells, Reset Controller, Shutdown Controller, Periodic Interval Timer, Watchdog Timer
running on internal slow RC oscillator (32 kHz typical) and Real Time Clock running on slow crystal
oscillator (32.768 kHz)

Two internal trimmed RC oscillators with typical values: 32 kHz (slow) and 12 MHz (fast)
Two crystal oscillators: 32.768 kHz (slow) and 12 to 48 MHz (fast)

One PLL for the system and one PLL optimized for USB high-speed operation (480 MHz)
One dual-port 16-channel DMA Controller

Advanced Interrupt Controller and Debug Unit

JTAG port with disable bit in OTP memory

Two programmable external clock signals

* Low-power Modes

— Backup mode with RTC, eight 32-bit general purpose backup registers, and Shutdown Controller to control
the external power supply

— Clock Generator and Power Management Controller
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SAM9X60

— Software-programmable ultra-low power modes: Very Slow Clock operating mode (ULPO), and No-clock
operating Mode (ULP1) with fast wake-up capabilities

— Software programmable power optimization capabilities
» Peripherals
— LCD Controller with overlay, alpha-blending, rotation, scaling and color conversion. Up to 1024 x 768
resolution

— 2D Graphics Controller supporting fill BLT, copy BLT, transparent BLT, blend/alpha BLT, ROP4 BLT (Raster
Operations) and command ring buffer

— ITU-R BT. 601/656, up to 12-bit Image Sensor Interface

— One USB Device High Speed, three USB Host High Speed with dedicated On-Chip Transceivers

— Two 10/100 Mbps Ethernet Mac Controller

— Two 4-bit Secure Digital MultiMedia Card Controller

— Two CAN Controllers

— One Quad I/0 SPI Controller

— Two three-channel 32-bit Timers/Counters

— One high resolution (64-bit) Periodic Interval Timer

— One Synchronous Serial Controller

— One Inter-IC Sound Multi-Channel Controller with TDM support

— One Audio Class D Controller with single-ended or bridge-tied load connection to power stage

— One four-channel 16-bit PWM Controller

— Thirteen FLEXCOMs (USART, SPI and TWI)

— One 12-channel 12-bit Analog-to-Digital Converter with 4/5 wires resistive touchscreen support
» Hardware Cryptography

— SHA (SHA1, SHA224, SHA256, SHA384, SHA512) and HMAC: compliant with FIPS PUB 180-2

— AES: 256-, 192-, 128-bit key algorithms, compliant with FIPS PUB 197

— TDES: two-key or three-key algorithms, compliant with FIPS PUB 46-3

— True Random Number Generator, compliant with NIST Special Publication 800-22 Test Suite and FIPS
PUBs 140-2 and 140-3

* 1/O Ports

— Four 32-bit Parallel Input/Output Controllers

— Up to 112 programmable I/O lines multiplexed with up to three peripheral 1/0s

— Input change interrupt capability on each 1/O line, optional Schmitt trigger input

— Individually programmable open-drain, pull-up and pull-down resistor, synchronous output

— General-purpose analog and digital inputs tolerant to positive and negative current injection
» Package

— 228-ball TFBGA 11x11 mm?, 0.65 mm pitch, optimized for standard class PCB layout (down to four layers)
» Design for low ElectroMagnetic Interference (EMI)

— Slewrate-controlled I/Os

— DDR/SDR Phy with impedance-calibrated drivers

— Spread spectrum PLLs

— Careful BGA power/ground ball assignment to provide optimum decoupling capacitors placement
» Operating Conditions

— Ambient temperature range (Tp): -40°C to +105°C

— Junction temperature range (T,): -40°C to +125°C
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SAM9X60

Configuration Summary

1. Configuration Summary

Table 1-1. Configuration Summary

Package

Core

SRAMO + SRAM1
L1 Cache (I + D)
SDRAM Support
External Bus I/F
Camera I/F (ISI)
EMAC 10/100

USB
CAN
LCD / GFX2D

SDIO / SDCard / eMMC
ADC

Serial I/F

DDR QSPI

Audio Peripherals
SSC /12S / CLASSD

Security

BGA228, 11 x 11 mm?, 0.65-mm pitch
ARM926 @ 600MHz
64 Kbytes + 4 Kbytes
32 Kbytes + 32 Kbytes

(LPSDR / SDR) 16/32-bit, (LPDDR / DDR2) 16-bit

Parallel Bus, NAND Flash
1x 12-bit
1x MIl / RMII + 1x RMII

3x HS Tranceivers
2x Host + 1x (H or D)

2X

24-bit RGB
Up to 1024 x 768 @ 60 fps

2x (4-bit / up to 52 MHz)
1x 12-bit ADC
13x FLEXCOMs

1x
1/1/1

TDES / AES / SHA + Secure Bootloader
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Block Diagram

Block Diagram

Figure 2-1. SAM9X60 Block Diagram
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Signal Description

Signal Description

The following table gives details on signal names classified by peripheral.

Table 3-1. Signal Description List

XIN
XOuT
XIN32
XOuUT32
RTUNE
PCKO..1

SHDN
WKUPO0..13

TCK

TDI

TDO
TMS
JTAGSEL
RTCK

NRST
NRST_OUT
NTRST

DRXD
DTXD

EXT_IRQ
EXT_FIQ

PAO0..31
PBO0..25
PCO0..31
PDO0..21

Clocks, Oscillators and PLLs

Main Crystal Oscillator Input

Main Crystal Oscillator Output
32.768 kHz Crystal Oscillator Input
32.768 kHz Crystal Oscillator Output

USB External Resistor

Programmable Clock Output

Shutdown Control

Wake-Up Inputs

Test Clock
Test Data In
Test Data Out

Test Mode Select
JTAG Selection
Return Test Clock

External nReset Input
Reset Controller Output
Test Reset Signal

Debug Receive Data

Debug Transmit Data

Shutdown, Wakeup Logic

ICE and JTAG

Reset/Test

Debug Unit - DBGU

Input
Output
Input
Output
Analog
Output

Output
Input

Input
Input
Output
Input
Input
Output

Input
Output
Input

Input
Output

Advanced Interrupt Controller - AIC

External Interrupt Input

Fast Interrupt Input

Input
Input

PIO Controller - PIOA - PIOB - PIOC - PIOD

Parallel 10 Controller A
Parallel 10 Controller B
Parallel 10 Controller C
Parallel 10 Controller D

I/0
I/0
I/0
I/0

Low

Low
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Signal Description

........... continued

External Bus Interface - EBI

D[15:0] Data Bus 1/O - =
D[31:16] Data Bus /o - -
A[25:0] Address Bus Output - -
NWAIT External Wait Signal Input | — Low

Static Memory Controller - SMC

NCSO0..5 Chip Select Lines Output | — Low
NWRO..3 Write Signal Output - Low
NRD Read Signal Output | — Low
NWE Write Enable Output  — Low
NBSO0..3 Byte Mask Signal Output | — Low
NAND Flash Controller
NANDCS NAND Flash Chip Select Output | — Low
NANDOE NAND Flash Output Enable Output - Low
NANDWE NAND Flash Write Enable Output | — Low
NANDALE NAND Flash Address Latch Enable Output - -
NANDCLE NAND Flash Command Latch Enable Output | — -
DDR2 / SDRAM / LPDDR / LPSDR Controller

SDCK DRAM Clock Output | — -
SDCKN DRAM Clock bar (DDR2 / LPDDR only) -

SDCKE DRAM Clock Enable Output | — High
SDCS DRAM Chip Select Output  — Low
BAO..2 Bank Select Output | — Low
SDWE DRAM Write Enable Output - Low
DDR_VREF DDR2 I/O Reference Voltage Input | — -
DDR_CAL LPDDR / DDR2 Calibration Input Input - -
RAS - CAS Row and Column Signal Output | — Low
SDA10 SDRAM Address 10 Line Output - -
DQSO0..1 Positive Data Strobe I/0 - -
NDSQO..1 Negative Data Strobe I/0 - -
DQMO0..3 Write Data Mask Output | — -

Secure Data Memory Card - SDMMCx [0..1]

SDMMCx_CMD SDCard / eMMC Command line 1/0 - -
SDMMCx_CK SDCard / eMMC Clock Signal Output — -
SDMMCx_DATI[3:0] SDCard / eMMC Data Lines I/0 - =
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Signal Description

........... continued

FLEXCOMx_IO0
FLEXCOMXx_IO1
FLEXCOMx_102
FLEXCOMx_IO3
FLEXCOMx_lO4
FLEXCOMx_IO5
FLEXCOMx_IO6
FLEXCOMx_IO7

D
RD
TK
RK
TF
RF

ISI_D[11:0]
ISI_MCK
ISI_HSYNC
ISI_VSYNC
ISI_PCK

TCLKXx
TIOAx
TIOBx

PWMO..3

HHSDMA
HHSDPA
HHSDMB
HHSDPB
HHSDMC
HHSDPC

Flexible Serial Communication Controller - FLEXCOMx [0..12]

TXD / MOSI/ TWD I/0
RXD / MISO / TWCK I/0
SCK/SPCK /- I/0
CTS /NPCS0 or NSS / - I/0
RTS /NPCS1 /- Output
—/NPCS2 /- Output
—/ NPCS3 /- Output
LONCOL /—-/- Input
Synchronous Serial Controller - SSC

SSC Transmit Data Output
SSC Receive Data Input
SSC Transmit Clock I/0
SSC Receive Clock I/0
SSC Transmit Frame Sync 1/0
SSC Receive Frame Sync /0

Image Sensor Interface - ISI

Image Sensor Data Input
Image sensor Reference Clock output
Image Sensor Horizontal Synchro input
Image Sensor Vertical Synchro input
Image Sensor Data Clock input

Timer / Counter - TCx [0..5]

TC Channel x External Clock Input Input
TC Channel x I/0O Line A I/0
TC Channel x I/O Line B /0

Pulse Width Modulation Controller- PWMC

Pulse Width Modulation Output Output
USB Host High Speed Port - UHPHS
USB Host Port A High Speed Data - Analog
USB Host Port A High Speed Data + Analog
USB Host Port B High Speed Data - Analog
USB Host Port B High Speed Data + Analog
USB Host Port C High Speed Data - Analog
USB Host Port C High Speed Data + Analog
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Signal Description

........... continued

USB Device High Speed Port - UDPHS

DHSDM USB Device High Speed Data -

DHSDP USB Device High Speed Data +
Ethernet 10/100 - EMACO

EO0_TXCK Transmit Clock or Reference Clock

EO0_RXCK Receive Clock

EO_TXEN Transmit Enable

EO_TX[3:0] Transmit Data

EO_TXER Transmit Coding Error

EO0_RXDV Receive Data Valid

EO_RX][3:0] Receive Data

EO_RXER Receive Error

EO_CRS Carrier Sense and Data Valid

EO_COL Collision Detect

EO_MDC Management Data Clock

EO_MDIO Management Data Input/Output

RMII Ethernet 10/100 - EMAC1

E1_REFCK Transmit Clock or Reference Clock
E1_TXEN Transmit Enable

E1_TX[1:0] Transmit Data

E1_CRSDV Receive Data Valid

E1_RX[1:0] Receive Data

E1_RXER Receive Error

E1_MDC Management Data Clock
E1_MDIO Management Data Input/Output

LCD Controller - LCDC

LCDDATI[23:0] LCD Data Bus

LCDVSYNC LCD Vertical Synchronization
LCDHSYNC LCD Horizontal Synchronization
LCDPCLK LCD Pixel Clock

LCDDEN LCD Data Enable

LCDPWM LCD Contrast Control
LCDDISP LCD Display Enable

12-bit Analog-to-Digital Converter with Resistive Touch - ADC

ADOxp uL Top/Upper Left Channel

Analog
Analog

Input
Input
Output
Output
Output
Input
Input
Input
Input
Input
Output
I/0

Input
Output
Output

Input

Input

Input
Output

I/0

Output
Output
Output
Output
Output
Output
Output

Analog
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Signal Description

........... continued

AD1xm_urR
AD2yp ||
AD3yM_SENSE
AD4 g
AD5..11
ADTRG
ADVREFN
ADVREFP

CANRXx
CANTXx

CLASSD_LO
CLASSD_L1
CLASSD_L2
CLASSD_L3

QSCK
QCSs
QI03..0

I2SMCC_MCK
I2SMCC_CK
I2SMCC_WS
12SMCC_DIN
I2SMCC_DOUT

Bottom/Upper Right Channel Analog

Right/Lower Left Channel Analog -
Left/Sense Channel Analog -
Lower Right Channel Analog -
7 Analog Inputs Analog -
ADC Trigger Input | —
ADC Negative Input Reference Voltage Analog -
ADC Positive Input Reference Voltage Analog | —

CAN Controller - CANx [0..1]

CAN Receive Input | —

CAN Transmit Output —
Class D Controller - CLASSD

Class D Controller Left Output 0 Output

Class D Controller Left Output 1 Output

Class D Controller Left Output 2 Output

Class D Controller Left Output 3 Output

Quad /O SPI - QSPI

Quad IO SPI Serial Clock Output

Quad IO SPI Chip Select Output

Quad IO SPI /O 0to 3 I/0

Inter IC Sound Multi Channel Controller - 12SMCC

Master Clock Output

Serial Clock I/0

I12S Word Select I/0

Serial Data Input Input

Serial Data Output Output
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411

4.2

4.3

SAM9X60

Safety and Security Features

Safety and Security Features

Design for Safety and IEC60730 Class B Certification

Background Information
The IEC 60730 standard encompasses all aspects of appliance design. Annex H of the standard covers the aspects
most relevant to microcontrollers. It details the tests and diagnostics which are intended to ensure safe operation of
embedded control hardware and software. IEC 60730 defines three classifications for electronic control functions:

» Class A - Control functions which are not intended to be relied upon for safety of the equipment

» Class B - Control functions intended to prevent unsafe operation of the controlled equipment

» Class C - Control functions intended to prevent special hazards such as explosions
Specific design techniques have been used in the SAM9X60 to ease compliance with the IEC 60730 Class B
Certification and to resolve general-purpose safety concerns. This allows reduced software development and code
size as well as savings on external hardware circuitry, since built-in self-tests are already embedded in the MPU.

Table 4-1 gives the list of peripherals which incorporate these techniques, and details whether these features are
applicable for the IEC 60730 Class B Certification or for general-purpose safety considerations.

Design for Security

The SAM9X60 embeds peripherals with security features to prevent counterfeiting, to secure external
communication, and to authenticate the system.

Table 4-2 provides the list of peripherals and an overview of their security function. For more information, see the
sections on each peripheral.

Safety and IEC 60730 Features
Table 4-1. Safety and IEC 60730 Features

Requirements
for Class B General

Peripheral Component Fault/Error/Feature Safety
IEC 60730("

MCK frequency monitor
- MCK out-of-range operation

32.768 kHz crystal oscillator
frequency monitor X X

PMC Clock - Abnormal frequency deviation

Main crystal oscillator failure
detector X X
- Crystal failure detection

Safety critical peripherals and/or
counters are fed by the always-
System Controller All on slow RC oscillator - X
- WDT, RSTC, startup counters,
timeout counters, etc.
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Safety and Security Features

........... continued
Requirements s |
enera
Peripheral Component Fault/Error/Feature forClass B Safety
IEC 60730("
Digital I/O
PIOC - Plausibility check X -
I/O lines
Analog I/0 and ADC converter
ADCC - Plausibility check X -
NAND Flash Non-volatile memory
Controller ECC LA ETeIR - Multiple error detection (2 to 24) - X
Watchdog is driven by an internal
always on clock X X
- Program counter stuck at faults
Watchdog configuration can be
WDT, Watchdo locked until the next reset
RSTC 9 - Errant writes (programming — X

errors, errors introduced by
system or hardware failures)

Watchdog overflow generates a

X X
system reset
ARMO926EJ-S MMU Memory Ma_nagement ARM926EJ-S Mgmory _ X
Unit Management Unit
MATRIX, AIC, RTC : q
: ; 0 Configuration, Interrupt Enable/
gTT’ RSIC, gHD\gg’ Disable, Control registers can be
DJPABADQ'(\:A SICI)'C ’ s independently write-protected X
CLASSD. SSC. - Errant writes (programming

FLEXCOM, QSPI. errors, errors introduced by

TC, 12SMCC, ADC

AES, TDES, SHA,
PIT64B, TC,
SDRAMC, MPDDRC

system or hardware failures)

Embedded integrity checker with
reports in status registers

Note:
1. Class B IEC 60730 Requirements. Annex H - Table H.1 (H.11.12.7 in Edition 3).

4.4 Security Features
Table 4-2. Security Features

ARMO26EJ-S MMU Memory Management

Unit Memory Management Unit -

When a peripheral is not
I/O Control/ Peripheral ' selected (P1O-controlled),
Access I/O lines have no access to the
peripheral.

PIO
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Safety and Security Features

........... continued

AES

SHA

TDES

TRNG

AES, TDES

AES, TDES, SHA

OTPC, AES, TDES, TRNG

Secure Boot

Memories

Cryptography
Standards

Cryptography Tamper

Cryptography Integrity
Checks

Cryptography Private
Key Bus

Secure Boot

Scrambling

Hardware-accelerated AES up
to 256 bits

SHA up to 512 and HMAC-

SHA
FIPS-compliant
Hardware-accelerated Triple

DES

True Random Number
Generator

Immediate clear of keys in
case of external tamper event
detection (if enabled)

AES/TDES/SHA embed
integrity checks on
configuration registers and
algorithm circuitries and a
specific flag in status register. If
this specific flag is set, an -
integrity error has been
detected. This can occur only
on abnormal operating
conditions (electromagnetic
attacks, VDD glitches, etc.)

Capability to transfer a key to
AES/TDES in a totally invisible | —
manner from software

Hardware SHA (HMAC) +
Software RSA or AES
Hardware (CMAC)

Code encrypted/decrypted,
Trusted Code Authentication

All external memories such
as QSPI, DDR, and all
memories on SMC

On-the-fly scrambling/
unscrambling for memories
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Safety and Security Features

........... continued

IO Tamper Pin

RTC
Timestamping
Configuration
Glitch Robustness
Integrity Check
Secure OTP JTAG Access Control
PIT64B, TC Integrity Checks
Access Protection
GPBR

Tamper

Eight tamper detection pins

Timestamping of tamper
events

Protection against bad
configuration (invalid entry for
date and time are impossible)

Glitch on 32 KHz does not
corrupt the downstream
counters

If RTC Status flag TDERR is
set, counters integrity have
been corrupted

Disable JTAG access by OTP
bit

PIT64B/TC embed integrity
checks on configuration
registers and algorithm
circuitries and a specific flag in
status register. If this specific
flag is set, an integrity error has
been detected. This can occur
only on abnormal operating
conditions (electromagnetic
attacks, VDD glitches, etc.)

GPBR can be write-protected
and/or read-protected

GBPR can be immediately
cleared on tamper detection (if
enabled)

VDDCORE WKUP1 to
WKUPS8 pins can be
selected as a source of
tamper, performing an
immediate clear of AES/
TDES keys (if enabled),
immediate clear of
scrambling keys in
SDR/DDR/QSPI/SMC, and
immediate clear of General
Purposes Backup
Registers (if enabled)

All events are logged in the
RTC. Timestamping gives
the source of the reset/
erase memory/interruption

Glitch on 32 KHz can only
create a phase shift of the
downstream counters
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5.2

SAM9X60

Package and Pinout

Package and Pinout

Packages

The SAM9X60 is available in the package indicated in the following table.
Table 5-1. SAM9X60 Package

TFBGA228L

Pinout

Figure 5-1. SAM9X60 BGA228 Pinout
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228 0.65 mm
For further details, refer to 58. Mechanical Characteristics.
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Table 5-2. Pin Description

228-pin Power
-

GPIO

P2

M3

P1

L3

N1

L4

M2

K6

M1

G8

L2

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

PAO

PA1

PA2

PA3

PA4

PA5

PAG

PA7

PA8

PA9

PA10

Prim ry

1/10

l{e}

1/10

1/10

110

110

/10

/10

1/10

/10

/10

Alternate

WKUP1

WKUP2

WKUP3

@ >» ® > O ® > 0 >» ©>» 0> O 0> 00> 0 0> >0 >

PIO Perlpheral

FLEXCOMO_IO0
FLEXCOMS5_l04
FLEXCOM4_104
FLEXCOMO_I01
FLEXCOM4_l05
FLEXCOMO_lO4
SDMMC1_DAT1
EO0_TX0
FLEXCOMO_lO3
SDMMC1_DAT2
EO_TX1
FLEXCOMO_102
SDMMC1_DAT3
EO0_TXER
FLEXCOM1_l00
CANTX1
FLEXCOM1_lO1
CANRX1
FLEXCOM2_l00
FLEXCOM4_104
FLEXCOMS5_l04
FLEXCOM2_l01
FLEXCOMS5_103
FLEXCOM4_105
DRXD
CANRX0
DTXD
CANTX0

110

I/10

110
110

Reset State

Signal, Dir,
PU, PD,
Hiz, ST,

SEC,
FILTER

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

jnouid pue abeyoed
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........... continued

228-pin Power
-~

GPIO

L1

J6

K1
H6
K2
J3
J1
J5
J2

G6

G1

J4

F8

H1

F7

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO
VDDIOPO
VDDIOPO
VDDIOPO
VDDIOPO
VDDIOPO
VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

GPIO

GPIO

GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

PA11

PA12

PA13

PA14
PA15
PA16
PA17
PA18
PA19
PA20

PA21

PA22

PA23

PA24

PA25

PA26

Prlmary

110

110

110
1/10
1/10
/10
110
1/10
1/10

l{e}

1/10

l{e}

/10

1/10

110

AIternate

O wW>» O W >» 0w >» W >» ®>» > > > > > > > > 0> 0> 0 >

PIO Perlpheral

FLEXCOM4_101
SDMMC1_DATO
FLEXCOM4_100
SDMMC1_CMD
FLEXCOM4_102
SDMMC1_CK
FLEXCOM4_103
SDMMCO_DATO
SDMMCO_CMD
SDMMCO_CK
SDMMCO_DAT1
SDMMCO_DAT2
SDMMCO_DAT3
TIOAO
FLEXCOMS5_|O1
TIOA1
FLEXCOMS5_I00
TIOA2
FLEXCOMS5_102
TCLKO
TK
CLASSD_LO
TCLK1
TF
CLASSD_L1
TCLK2
™
CLASSD_L2

I/0
110
110
110
I/0
110
110
110
I/0
110
110
I/10
I/0
110
110
I/10
I/10
110
|
110

Reset State

Signal, Dir,
PU, PD,
Hiz, ST,

SEC,
FILTER

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST
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........... continued

228-pin Power
-~

H2

F1

H3

G2

H4

F4

C1

D3

D1

E3

E1

D2

A5

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

VDDIOPO

VDDANA

VDDANA

VDDANA

VDDANA

VDDANA

VDDANA

VDDANA

VDDANA

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

PA27

PA28

PA29

PA30

PA31

PBO

PB1

PB2

PB3

PB4

PB5

PB6

PB7

Prlmary

110

1/10

110

/10

1/10

110

110

/10

110

/10

/10

110

/10

AIternate

WKUP4

WKUP5

WKUP6

AD7

AD8

> ®w >» © >» © > © > © > 0> 0> 0 0>00>0®®> >0 0>

PIO Perlpheral

TIOBO
RD
CLASSD_L3
TIOB1
RK
TIOB2
RF
FLEXCOM2_107
FLEXCOM6_I00
FLEXCOMS5_106
EO0_MDC
FLEXCOM6_IO1
FLEXCOMS5_l05
EO_TXEN
E0_RX0
FLEXCOM2_104
E0_RX1
FLEXCOM2_103
E0_RXER
FLEXCOM2_102
E0_RXDV
FLEXCOM4 106
E0_TXCK
FLEXCOMS_I00
E0_MDIO
FLEXCOMS_101
EO0_MDC
FLEXCOMO_IO7
EO_TXEN

110
I/10
I/0
110

I/10

110

110
110
110
I/0

Reset State
Signal, Dir,
PU, PD,
Hiz, ST,
SEC,
FILTER
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST

jnouid pue abeyoed
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........... continued

228-pin Power
-~

A2

A3

D6

C2

A4

F2

B5
B3
B1
E4

C6

AB

A7

VDDANA

VDDANA

VDDANA

VDDANA

VDDANA

VDDANA

VDDANA

VDDANA
VDDANA
VDDANA
VDDANA

VDDQSPI

VDDQSPI

VDDQSPI

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO
GPIO
GPIO
GPIO

GPIO

GPIO

GPIO

PB9

PB10

PB11

PB12

PB13

PB14

PB15
PB16
PB17
PB18

PB19

PB20

PB21

Prunary

l{e}

1/10

l{e}

1/10

l{e}

1/10

/10
110
1/10
110

1/10

/10

/10

AIternate

AD10

AD1

ADO

AD1

AD2

AD3

AD4
AD5
ADG6

WKUP7

O ®m>» O ©>» O W >» W >» >» >» >» ®>» ©® >» @ > ®>» © > 0O > >

PIO Perlpheral

E0_TXER
E0_TXO0
PCK1
E0_TX1
PCKO
E0_TX2
PWMO
E0_TX3
PWM1
E0_RX2
PWM2
E0_RX3
PWM3
E0_RXCK
EO_CRS
E0_COL
IRQ
ADTRG
QSCK
[2SMCC_CK
FLEXCOM11_IO0
Qcs
12SMCC_WS
FLEXCOM11_IO1
QIO0
[2SMCC_DINO
FLEXCOM12_IO0

O 0O 0O 0 O 0 O o0 o

o -

110
1/10

110

110

1/10

110

Reset State

Signal, Dir,
PU, PD,
Hiz, ST,

SEC,
FILTER

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST
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........... continued

228-pin Power
-~

VDDQSPI

B7

B6

A8

E2

M4

P4

N5

P5

L5

R4

M6

VDDQSPI

VDDQSPI

VDDIOPO

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

PB22

PB23

PB24

PB25

PCO

PC1

PC2

PC3

PC4

PC5

PC6

Prlmary

110

1/10
/10

110

/10

1/10

1/10

110

/10

1/10

1/10

AIternate

WKUP8

O m>» O W >» O mm>» 0w >» 0 >» O >» O >» ® > >» 0> O 0 >

PIO Perlpheral

QIo1
[2SMCC_DOUTO
FLEXCOM12_IO1
Q02
[2SMCC_MCK
QIo3
NRST_OUT
NTRST
LCDDATO
ISI_DO
FLEXCOM?7_100
LCDDAT1
ISI_D1
FLEXCOM?7_101
LCDDAT2
ISI_D2
TIOA3
LCDDAT3
ISI_D3
TIOB3
LCDDAT4
ISI_D4
TCLK3
LCDDAT5
ISI_D5
TIOA4
LCDDAT6
ISI_D6
TIOB4

O
110
110

I/10

Reset State

Signal, Dir,
PU, PD,
Hiz, ST,

SEC,
FILTER

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

NRST_OUT, O,

PD

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST
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........... continued

228-pin Power
-~

GPIO

T3

N8

T4

P6

N6

R5

L7

15

J7

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

PC7

PC8

PC9

PC10

PC11

PC12

PC13

PC14

PC15

Prlmary

/10

1/10

1/10

110

/10

1/10

1/10

/10

/10

O mW>» O W >» O® >» OB >» O >» O > O0 > OO0 >0 W >

PIO Perlpheral

LCDDAT?
ISI_D7
TCLK4

LCDDATS
ISI_D8

FLEXCOM9_100

LCDDAT9

ISI_D9
FLEXCOM9_|O1
LCDDAT10
ISI_D10
PWMO
LCDDAT11
ISI_D11
PWM1
LCDDAT12
ISI_PCK
TIOA5
LCDDAT13
ISI_VSYNC
TIOB5
LCDDAT14
ISI_HSYNC
TCLK5
LCDDAT15
ISI_MCK
PCKO

O O O

Reset State

Signal, Dir,
PU, PD,
Hiz, ST,

SEC,
FILTER

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST
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........... continued

228-pin Power
-~

VDDIOP1

R6

K8

T6

L8

P8

M8

R7

K9

R8

L9

T8

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

PC16

PC17

PC18

PC19

PC20

PC21

PC22

PC23

PC24

PC25

PC26

Prlmary

/10

1/10

1/10

110

/10

1/10

/10

110

/10

110

/10

AIternate

WKUP9

WKUP10

W > W >» @ 2> ® > ®>O00>00>00>00>0 >0 0>

PIO Perlpheral

LCDDAT16
E1_RXER
FLEXCOM10_IO0
LCDDAT17
FLEXCOM1_I07
FLEXCOM10_IO1
LCDDAT18
E1_TX0
PWMO
LCDDAT19
E1_TX1
PWM1
LCDDAT20
E1_RX0
PWM2
LCDDAT21
E1_RX1
PWM3
LCDDAT22
FLEXCOM3_I00
LCDDAT23
FLEXCOM3_101
LCDDISP
FLEXCOM3_l04
FLEXCOM3_103
LCDPWM
FLEXCOM3_02

o

110

I/10

I/10

110

Reset State

Signal, Dir,
PU, PD,
Hiz, ST,

SEC,
FILTER

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST
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........... continued

228-pin Power
-~

M9

N9

L10

T7

M13

R14
T15
P15
N14
R16
N11
K16
J12
K15
J10
L16
K11
L15
J15

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDIOP1

VDDNF
VDDNF
VDDNF
VDDNF
VDDNF
VDDNF
VDDNF
VDDNF
VDDNF
VDDNF
VDDNF
VDDNF
VDDNF
VDDNF

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO
GPIO

PC27

PC28

PC29

PC30

PC31

PDO
PD1
PD2
PD3
PD4
PD5
PD6
PD7
PD8
PD9
PD10
PD11
PD12
PD13

Prlmary

110

1/10

1/10

110

/10

1/10
1/10
/10
110
1/10
1/10
/10
110
1/10
/10
/10
110
1/10
/10

AIternate

WKUP11

> > > > >» > > > > > > >» > >0 wWw>0;w>0w>0w> 0w >

PIO Perlpheral

LCDVSYNC
E1_TXEN
FLEXCOM1_|04
LCDHSYNC
E1_CRSDV
FLEXCOM1_103
LCDDEN
E1_TXCK
FLEXCOM1_102
LCDPCK
E1_MDC
FLEXCOM3_lO7
FlQ
E1_MDIO
PCK1
NANDOE
NANDWE
A21/NANDALE
A22/NANDCLE
NCS3/NANDCS
NWAIT
D16
D17
D18
D19
D20
D21
D22
D23

I/0
110
110
I/10

Reset State

Signal, Dir,
PU, PD,
Hiz, ST,

SEC,
FILTER

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST
PIO, I, PU, ST
A21,0, PD, ST
A22,0, PD
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
PIO, I, PU, ST
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........... continued

228-pin
=]c7.

L12

M16

M14

N16

L13

P16

M11

M15

H16
H10
H15
H11
J14
J1
J16
J13
G9
D8
F9
A9
F10
B9

VDDNF

VDDNF

VDDNF

VDDNF

VDDNF

VDDNF

VDDNF

VDDNF

VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM

1/0 Type

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

GPIO

DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO

PD14

PD15

PD16

PD17

PD18

PD19

PD20

PD21

DO
D1
D2
D3
D4
D5
D6
D7
D8
D9
D10
D11
D12
D13

Prlmary

l{e}

1/10

l{e}

1/10

l{e}

1/10

l{e}

AIternate

WKUP12

WKUP13

W > W >» > © > © > © > © > >

PIO Perlpheral

D25
A20
D26
A23
D27
A24
D28
A25
D29
NCS2
D30
NCS4
D31
NCS5

I/0
(0]
110
(0]
I/0
(0]
110
(0]
I/0
(0]
110
(0]
I/10
(0]

Reset State

Signal, Dir,
PU, PD,
Hiz, ST,

SEC,
FILTER

PIO, I, PU, ST

A20, O, PD

A23, O, PD

A24, 0, PD

A25, O, PD

PIO, I, PU, ST

PIO, I, PU, ST

PIO, I, PU, ST

O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
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228-pin Power
/0 T

c9
B10
G16
A13
D15
B12
E11
A12
B16
F16
D14
c11
E13
A11
B11
c15
G15
E14
F14
c16
H14
F15
E16
F12

E8
A10
L14
A15

VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM

DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
GPIO
DDRIO

A10
A11
A12
A13
A14
A15
A16
A17
A18
A19
NCSO0
NCS1
NRD
NWRO
NWR1
NWR3
SDCK

NBSO

Alternate

NBS2/DQM2/NWR2

BAO
BA1
BA2

SDCS
NWE
NBS1

NBS3/DQM3

PIO Peripheral

Reset State

Signal, Dir,
PU, PD,
Hiz, ST,

SEC,
FILTER

O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
O, PU
O, PU
O, PU
O, PU
O, PU
O, PU
O, PD
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........... continued

228-pin Power
-

F13
E15
c12
D16
D12
G
c8
H12
H13
D9
E9
B8
Al4
D5
c5
P11
T12
R12
T13
T14
P12
N12
T
R11
P9
R3
F3
H5

VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDIOM
VDDANA
VDDANA
VDDIN33
VDDIN33
VDDIN33
VDDIN33
VDDIN33
VDDIN33
VDDIN33
VDDBU
VDDBU
VDDBU
VDDIOPO
VDDIOPO
VDDIOPO

DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO
DDRIO

SDA10
DQMO
DQM!1
DQS0

NDQS0
DQS1

NDQS1

DDR_CAL
DDR_VREF
ADVREFP
ADVREFN
RTUNE
HHSDPA
HHSDMA
HHSDPB
HHSDMB
HHSDPC
HHSDMC
WKUPO
SHDN
JTAGSEL
TCK
™D
TDO

1/10
/10

1/10
/10
110
1/10
1/10
/10
110

Alternate

DHSDP
DHSDM

PIO Peripheral

Reset State

Signal, Dir,
PU, PD,
Hiz, ST,

SEC,
FILTER

O, PU
O, PU
O, PU
O, PU
O, PU
O, PU
O, PU
O, PU
O, PD
O, PU
O, PD
O, PU

O, PD
O, PD
O, PD
O, PD
O, PD
O, PD
I, ST
O, PD
I, PD
I, ST
I, ST
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........... continued

228-pin Power
=]c7. Rail

T2

R1

T9

R9

R10

T10
C10, C13, G14

A1, A16, B13,
E7, E10, G5,
G12, H8, H9,
Jg, J9, K5,
K12, M7, N2,
N15, T1, T16

K14
G3, K3
N3
P7
C4
B4
P10
L11, P13
M10, R13
F6, F11, L6
Cc7

VDDIOPO
VDDIOPO
VDDIOPO
VDDBU
VDDBU
VDDIN33
VDDIN33
VDDIOM

GND

VDDNF
VDDIOPO
VDDIOP1

VDDBU
VDDANA
GNDANA

VDDOUT25
VDDIN33
GNDIN33

VDDCORE
VDDQSPI

1/0 Type

power
ground

power
power
power
power
power
ground
output
power
ground
power

power

RTCK
NRST
XIN32

Prlmary

XOUT32

XIN
XOuT

O
|
|
1/10

110

AIternate

PIO Perlpheral

Reset State

Signal, Dir,
PU, PD,
Hiz, ST,

SEC,
FILTER
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6.

SAM9X60

Memories

Memories

Figure 6-1. Memory Mapping

ddress memory space
0500000000 pasare yse R 0xXFFFFC000
X
Boot Memory | reserved
Internal memories 0x00100000 OXFFFFDEOG
ECC ROM ! MATRIX .
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1
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Undefined (Abort) | # 0xF003C000 40 L oxFE04c000 E1 B ,
1
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reserved 1 SFR ] "
1 1
Internal peripherals 0xF8000000 . 0xF8054000 M "
4
CANO 29 : reserved ' , 4
0xXFFFFFFFF .. 0xF8004000 ' OXFFFFC000 .
i 1 4
Sl .. CAN1 20 ' System controller L
: O0xFFFFFFFF
1
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- -
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(

Internal memories

System controller

() Refer to the table System Controller Peripheral Mapping in section 12. System Controller Write Protection
(SYSCWP) for RTC detailed mapping.
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6.2.1

6.2.2

6.2.3
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Embedded Memories

Internal SRAM

The SAM9X60 embeds 68 Kbytes of high-speed SRAM, SRAMO0. SRAMO is always accessible at address
0x0030 0000. After remap, SRAMO is also available at address 0x0000 0000. A 4-Kbyte SRAM memory, SRAM1, is
used for OTP emulation and is always accessible at address 0x0040 0000.

Internal ROM

The ROM contains a bootloader program mapped at address 0 after reset and the BCH (Bose, Chaudhuri and
Hocquenghem) code table mapped at address 0x0010_0000 for NAND Flash ECC correction.

Boot Strategies
For standard boot strategies, refer to 11. Boot Strategies.

For secure boot strategies, refer to the document “SAM9X60 Secure Boot Strategy”, document no. DS00003195
(Non-Disclosure Agreement required).

External Memory
The SAM9X60 offers connections to a wide range of external memories or to parallel peripherals.

External Bus Interface
The External Bus Interface (EBI) is an interface that features:

» Four external memory controllers:
— a Static Memory Controller (SMC),
— a NAND Flash Controller (NFC)
— a Multi-Port DDR-SDRAM Controller (MPDDRC) to drive DDR2 and LPDDR
— SDRAM controller to drive SDRAM and LPSDR devices

¢ 8-, 16-, or 32-bit data bus

» Up to 26-bit address bus

* Up to six chip selects with configurable assignment:
— Static Memory Controller on NCS0, NCS1, NCS2, NCS3, NCS4, NCS5
— MPDDRC/SDRAMC (SDCS) or Static Memory Controller on NCS1
— Optional NAND Flash support on NCS3

The drive levels are configured in the EBI I/O Drive Configuration register (SFR_CCFG_EBICSA.EBI_DRIVE) in

section 23. Special Function Registers (SFR). At reset, the selected drive is low. The user must make sure to
program the correct drive. Refer to 57. Electrical Characteristics.

Supported Memories on MPDDRC/SDRAMC Interface
The MPDDRC and SDRAMC support the following memories:

* 4/2-bank SDR-SDRAM and LPSDR-SDRAM with 16 or 32-bit data path
* 8/4-bank DDR2-SDRAM and 4/2-bank LPDDR1-SDRAM with 16-bit data path
2K, 4K, 8K, 16K row address memory parts

Supported Memories on Static Memories and NAND Flash Interfaces
The SMC supports:

» Asynchronous SRAM-like memories and parallel peripherals
* 8-, 16- or 32-bit data bus

The NFC supports:
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+ 8-bit NAND Flash (SLC)
* Programmable Multi-bit Error Correcting Code (PMECC) based on BCH codes

6.2.4 DDR/SDR 1/O Calibration and DDR Voltage Reference

6.2.4.1 DDR/SDR I/O Calibration
The DDR/SDR 1/0Os embed an automatic impedance matching control to avoid overshoots and reach the best
performance levels depending on the bus load and external memories. A serial termination connection scheme,
where the driver has an output impedance matched to the characteristic impedance of the line, is used to improve
signal quality and reduce EMI.

One specific analog input, DDR_CAL, is used to calibrate all DDR/SDR I/Os.

The MPDDRC and SDRAMC support the ZQ calibration procedure used to calibrate the SAM9X60 DDR/SDR 1/0
drive strength and the commands to set up the external memory device drive strength (refer to 31. AHB Multiport
DDR-SDRAM Controller (MPDDRC)). The calibration cell supports all the supported memory types. Calibration is
performed in the initialization phase only.

Figure 6-2. DDR Calibration Cell

CAL_CTRL

> DDR! CAL %

CALCODEN/CALCODEP Calibration Cell RzQ =

MPDDRC | : —_|_
: czQ

cal_nmos _|

cal_pmos H
DDR I/O —() PCB Trace )—

drive

v

DDR
Memory

‘—> DDR 1/0 : 4) PCB'I:'race F

The calibration cell provides an input pin, DDR_CAL, loaded with one of the following resistor RZQ values:

+ 20 KQ for LPDDR

+ 20 KQ for DDR2

+ 16.9 KQ for SDRAM
+ 20 KQ for LPSDRAM

The typical value for CZQ is 22 pF.
6.2.4.2 DDR_VREF Recommended Circuits
The DDR_VREF pin serves as a voltage reference input for the DDR 1/0Os when DDR2 or LPDDR external SDRAM

memories are used. This pin is not used with SDR or LPSDR SDRAM memories, and must therefore be connected to
ground.

The following figures give the recommended schematics for each case: DDR2, LPDDR and SDR/LPSDR.
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Figure 6-3. DDR_VREF Recommended Schematic with DDR2-SDRAM
: VDD (1.8V)
VDDIOM
5 4.7k —_l_
DDR’VREF 1% -l— 100n
' 4.7k J‘ 100n
: 1%
. : VREF VDDx
| oorio [
E 5 P E DDR2-
MPDDRC| ; | : : SDRAM
Figure 6-4. DDR_VREF Recommended Schematic with LPDDR-SDRAM
: VDD (1.8V)
VDDIOM
5 10k —_l_
DDR’VREF 1% -l— 100n
: 10k L 100n
: 1%
. : VDDx
| oorio [
E : P : LPDDR-
MPDDRC| ; | : : SDRAM
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Figure 6-5. DDR_VREF Recommended Schematic with (LP)SDR-SDRAM
: VDD (1.8V or 3.3V)
VDDIOM I
DDR'VREF
. : VDDx
| oo |-
: : P i (SDR-/
SDRAMC : E P : LPSDR- )

: ; | ; , SDRAM
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System Controller

The System Controller is a set of peripherals that allows handling of key elements of the system, such as power,
resets, clocks, time, interrupts, watchdog, etc.

The System Controller’s peripherals are all mapped within the highest 16 Kbytes of address space, between
addresses OxFFFF_CO000 and OxFFFF_FFFF.

The following figure shows the System Controller block diagram.
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Figure 7-1. System Controller Block Diagram
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71 Power-On Reset

The SAM9X60 embeds three Power-On Resets (PORs) cells on VDDBU, VDDCORE and VDDIN33. Refer to 57.
Electrical Characteristics for associated thresholds and timing information.
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8. Peripherals

8.1 Peripheral Mapping

As shown in Figure 6-1, the peripherals are mapped in the upper 256 Mbytes of the address space, between
addresses 0xF000 0000 and OxFFFC 0000.

8.2 Peripheral Identifiers
Table 8-1. Peripheral Identifiers

Instance Internal External Hule Generic f Instance
Clock GCLK | p| | ACLK | UPLLCLK o
Name Interrupt | Interrupt Control Clock (Max) Description

Advanced Interrupt

0 AlIC - EXT_FIQ - Controller
Logical-OR interrupt
of SYSC, PMC,

1 SYSC X - - - - - - WDT, PIT, RSTC,
RTT, RTC
Parallel 110

2 e 2 h % a a - a Controller A
Parallel 110

8 FIOE . - X B - B B Controller B
Parallel 110

“ FIOe X - 2 a a - a Controller C

5 FLEXCOMO X - X X fmek/ 3 X X FLEXCOM 0

6 FLEXCOM1 X - X X fmek/ 3 X X FLEXCOM 1

7 FLEXCOM2 X - X X fmek/ 3 X X FLEXCOM 2

8 FLEXCOM3 X - X X fmek/ 3 X X FLEXCOM 3

9 FLEXCOM®6 X - X X fmek/ 3 X X FLEXCOM 6

10 FLEXCOM7 X - X X fmek/ 3 X X FLEXCOM 7

11 FLEXCOMS8 X - X X fmek/ 3 X X FLEXCOM 8
Secure Data

12 SDMMCO X - X X 105 MHz X X Memory Card
Controller 0

13 FLEXCOM4 X - X X fmek/ 3 X X FLEXCOM 4

14 FLEXCOM5 X - X X fmek/ 3 X X FLEXCOM 5

15 FLEXCOM9 X - X X fmek/ 3 X X FLEXCOM 9

16 FLEXCOM10 X - X X fmek/ 3 X X FLEXCOM 10

17 TCO X - X X fuedl3 X x  JmerCounters
Pulse Width

18 PWM X - X - - - - Modulation
Controller

19 ADC X - X X fmek/ 3 X X ADC Controller

20 XDMAC X B X B _ B B Extended DMA
Controller

21 MATRIX X - - - - - - Matrix
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........... continued
Instance Internal | External AIe Generic f Instance
Clock GCLK | p| LACLK | UPLLCLK v
Name Interrupt | Interrupt Control Clock (Max) Description

22 UHPHS X - X _ USB Host High

Speed

23 UDPHS X _ X _ _ _ _ USB Device High
Speed

24 EMACO X - X - - - - Ethernet MAC 0

25 LCDC X - X X 140 MHz X X LCD Controller
Secure Data

26 SDMMCA1 X - X X 105 MHz X X Memory Card
Controller 1

27 EMAC1 X - X - - - - Ethernet MAC 1

8 ssC X _ X _ _ _ _ Synchronous Serial
Controller

29 CANO X — X - - - - CAN Controller 0

30 CAN1 X - X - - - - CAN Controller 1

- Al - EXT IRQ N . . _ Advanced Interrupt
Controller

32 FLEXCOM11 X - X X fmek/ 3 X X FLEXCOM 11

33 FLEXCOM12 X - X X fmek/ 3 X X FLEXCOM 12

34 12SMCC X - X X  105MHz X x o |BS L]
Controller
Quad /0 SPI

35 5] X B X a B - a Controller

36 GEX2D X B X B B B B 2D Graphics
Controller

37 PIT64B X - X X fmek/ 3 X X 64-bit Timer
True Random

= URGIE X B i - - - - Number Generator
Advanced

e aas X B X - B - - Encryption Standard
Triple Data

L L2 X - X - B - - Encryption Standard
Secure Hash

41 Sl A B 8 - B - - Algorithm

42 CLASSD X - X X 100 MHz X X CLASS D Controller

43 S| X _ X _ _ _ _ Image Sensor
Interface
Parallel 110

a4 PIOD X a X - B a - Controller D

45 TC1 X _ X X fuck! 3 X X ;'lmer Counter 3, 4,

46 OTPC X - - - - - - OTP Controller

47 DBGU X - X X fmek/ 3 X X Debug Unit
logical-OR interrupt

48 PMECC X - - - - - - of PMECC and
PMERRLOC
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........... continued

Instance Internal | External Generic fecLk PLLACLK | UPLLCLK Instance

Name Interrupt | Interrupt Clock (Max) Description

logical-OR interrupt

49 SDRAMC/ X _ X . _ . . of SDRAMC,
MPDDRC MPDDRC and
HSMC
50 UuTtmi - - - - - - - UTMI Controller

8.3 FLEXCOM Features
Table 8-2. FLEXCOM Features

O B 30 0 N N O T O

TWI Function X X [X X X X X X X X X X X
Normal/fast (400 kbit/s) / FM+ (1 Mbit/s) X X X X X X X X X X
Alternate command X X [ X X X X [ X X X X X X X
Three-slave ADDR X X X X X X X X X X X X X
High speed (3.4 Mbit/s) X X |[X X X X X X X X X X X
Sniffer X X X X X X X X X X X X X
TWI FIFO size 16 bytes

UART / USART Function X X X X X X X X X X

Two-wire UART X X [ X X X X X X X X X
Five-wire USART X X X X X X - - - - - - -
Hardware handshaking/RS485 X X [ X X X X = |- = |- = = =
1ISO7816 X X X X X X - - - - - - -
IrDA X X X X X X - = = |- - = =
LIN X X X X X X - - - = - — —
LON X |[X [ X |[X |- [- |- [- |- [- |- - -
Manchester X [ X [X [X [ X [ X [= [= |- |= |- — _
USART FIFO Size 16 bytes

SPI Function X X X X X X - = - = = — —
1CS X X X X X X - = = |- - - -
4CS - - - = X X = = = = = - -
SPI FIFO size 16 bytes - = |= |= |= - _

8.4 Peripheral Signal Multiplexing on I/O Lines
The SAM9X60 features several PIO controllers that multiplex the 1/0 lines of the peripheral set.

Table 5-2 defines how the I/O lines are multiplexed on the different PIO Controllers.
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The column “Reset State” shows whether the PIO line resets in I/O mode or in Peripheral mode. If I/O is shown, the
PIO line resets in input with the pull-up enabled, so that the device is maintained in a static state as soon as the reset

is released. As a result, the bit corresponding to the PIO line in register PIO_CFGR (PIO Configuration Register)
resets low.

If a signal name is shown in the “Reset State” column, the PIO line is assigned to this function and the corresponding
bit in PIO_CFGR resets high. That is the case for pins controlling memories, in particular address lines, which require
the pin to be driven as soon as the reset is released.
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ARM926EJ-S Processor

The ARM926EJ-S processor is a member of the ARM9™ family of general-purpose microprocessors. The
ARMO926EJ-S implements ARM architecture version 5TEJ and is targeted at multi-tasking applications where full
memory management, high performance, low die size and low power are important features.

The ARM926EJ-S processor supports the 32-bit ARM and 16-bit THUMB instruction sets, enabling the user to trade
off between high performance and high code density. It also supports the 8-bit Java instruction set and includes
features for efficient execution of Java bytecode, providing a Java performance similar to JITs (Just-In-Time
compilers), for the next generation of Java-powered wireless and embedded devices. It includes an enhanced
multiplier design for improved DSP performance.

The ARM926EJ-S processor supports the ARM debug architecture and includes logic to assist in both hardware and
software debug.
The ARM926EJ-S provides a complete high performance processor subsystem, including:

+ an ARM9EJ-S™ integer core,

* a Memory Management Unit (MMU),

» separate instruction and data AMBA AHB bus interfaces,

» a 32-Kbyte L1 instruction cache and a 32-Kbyte data cache.

For information on the ARM926EJ-S processor, refer to ARM926EJ-S™ Technical Reference Manual on
www.arm.com.
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10. Debug and Test

10.1 Description

The product features a number of complementary debug and test capabilities. A common JTAG/ICE (In-Circuit
Emulator) port is used for standard debugging functions, such as downloading code and single-stepping through
programs. The Debug Unit provides a two-pin UART that can be used to upload an application into internal SRAM. It
manages the interrupt handling of the internal COMMTX and COMMRX signals that trace the activity of the Debug
Communication Channel.

A set of dedicated debug and test input/output pins gives direct access to these capabilities from a PC-based test
environment.

10.2 Embedded Characteristics

*  ARM926 Real-time In-circuit Emulator
— Two real-time watchpoint units
— Two independent registers: Debug Control register and Debug Status register
— Test access port accessible through JTAG protocol
— Debug communications channel

« Debug Unit
— Two-pin UART
— Debug communication channel interrupt handling
— Chip ID register

- |EEE® 1149.1 JTAG Boundary-scan on All Digital Pins

© 2020 Microchip Technology Inc. Complete Datasheet DS60001579B-page 40



SAM9X60
Debug and Test

10.3 Block Diagram

Figure 10-1. Debug and Test Block Diagram
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10.4 Application Examples

10.41 Debug Environment

DTXD

DRXD

The following figure shows a complete debug environment example. The ICE/JTAG interface is used for standard
debugging functions, such as downloading code and single-stepping through the program. A software debugger
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running on a personal computer provides the user interface for configuring a Trace Port interface utilizing the ICE/

JTAG interface.

Figure 10-2. Application Debug and Trace Environment Example

/

/ Host Debugger

Terminal

ICEJTAG
Interface
ICEAJTAG
Connector
SAM9 _ | Rs232
Connector
SAM9-based Application Board

Test Environment

The following figure shows a test environment example. Test vectors are sent and interpreted by the tester. In this
example, the “board in test” is designed using a number of JTAG-compliant devices. These devices can be

connected to form a single scan chain.

Figure 10-3. Application Test Environment Example
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Debug and Test Pin Description
Table 10-1. Debug and Test Pin List

Reset/Test
NRST Microcontroller Reset Input Low
ICE and JTAG
NTRST Test Reset Signal Input Low
TCK Test Clock Input -
TDI Test Data In Input -
TDO Test Data Out Output -
TMS Test Mode Select Input -
RTCK Returned Test Clock Output -
JTAGSEL JTAG Selection Input -
Debug Unit
DRXD Debug Receive Data Input -
DTXD Debug Transmit Data Output -

Functional Description

EmbeddedICE™

The Arm 9EJ-S EmbeddedICE-RT™ is supported via the ICE/JTAG port. It is connected to a host computer via an
ICE interface. Debug support is implemented using an ARM9EJ-S core embedded within the ARM926EJ-S. The
internal state of the ARM926EJ-S is examined through an ICE/JTAG port which allows instructions to be serially
inserted into the pipeline of the core without using the external data bus. Therefore, when in debug state, a store-
multiple (STM) can be inserted into the instruction pipeline. This exports the contents of the ARM9EJ-S registers.
This data can be serially shifted out without affecting the rest of the system.

There are two scan chains inside the ARM9EJ-S processor which support testing, debugging, and programming of
the EmbeddedICE-RT. The scan chains are controlled by the ICE/JTAG port.

EmbeddedICE mode is selected when JTAGSEL is low. It is not possible to switch directly between ICE and JTAG
operations. A chip reset must be performed after JTAGSEL is changed.

For further details on the EmbeddedICE-RT, refer to the Arm document ARM9EJ-S Technical Reference Manual
(DDI 0222A).

JTAG Signal Description
TMS is the Test Mode Select input which controls the transitions of the test interface state machine.

TDI is the Test Data Input line which supplies the data to the JTAG registers (Boundary Scan Register, Instruction
Register, or other data registers).

TDO is the Test Data Output line which is used to serially output the data from the JTAG registers to the equipment
controlling the test. It carries the sampled values from the boundary scan chain (or other JTAG registers) and
propagates them to the next chip in the serial test circuit.

NTRST (optional in IEEE Standard 1149.1) is a Test-ReSeT input which is mandatory in Arm cores and used to reset
the debug logic. On Microchip ARM926EJ-S-based cores, NTRST is a Power On Reset output. It is asserted on
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power on. If necessary, the user can also reset the debug logic with the NTRST pin assertion during 2.5 MCK
periods.

TCK is the Test ClocK input which enables the test interface. TCK is pulsed by the equipment controlling the test and
not by the tested device. It can be pulsed at any frequency. Note the maximum JTAG clock rate on ARM926EJ-S
cores is 1/6th the clock of the CPU. This gives 5.45 kHz maximum initial JTAG clock rate for an ARM9E running from
the 32.768 kHz slow clock.

RTCK is the Return Test Clock. Not an IEEE Standard 1149.1 signal added for a better clock handling by emulators.
From some ICE Interface probes, this return signal can be used to synchronize the TCK clock and take not care
about the given ratio between the ICE Interface clock and system clock equal to 1/6th. This signal is only available in
JTAG ICE Mode and not in boundary scan mode.

Debug Unit

The Debug Unit manages the interrupt handling of the COMMTX and COMMRX signals that come from the ICE and
that trace the activity of the Debug Communication Channel. The Debug Unit allows blockage of access to the
system through the ICE interface.

For further details on the Debug Unit, refer to 21. Debug Unit (DBGU).

IEEE 1149.1 JTAG Boundary Scan
IEEE 1149.1 JTAG Boundary Scan allows pin-level access independent of the device packaging technology.

IEEE 1149.1 JTAG Boundary Scan is enabled when JTAGSEL is high. The SAMPLE, EXTEST and BYPASS
functions are implemented. In ICE debug mode, the Arm processor responds with a non-JTAG chip ID that identifies
the processor to the ICE system. This is not IEEE 1149.1 JTAG-compliant.

It is not possible to switch directly between JTAG and ICE operations. A chip reset must be performed after JTAGSEL
is changed.

A Boundary-scan Descriptor Language (BSDL) file is provided to set up test.
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10.6.5

Bit

Bit

Bit

Bit

SAM9X60
Debug and Test

JTAG ID Code Register
Access: Read-only

31 30 29
VERSION
23 22 21
15 14 13
PART NUMBER
7 6 5

MANUFACTURER IDENTITY

* VERSION[31:28]: Product Version Number
Set to 0xO0.

* PART NUMBER[27:12]: Product Part Number
Product part number is 0xX5B2F

* MANUFACTURER IDENTITY[11:1]

Set to 0x01F.

Bit[0] required by IEEE Std. 1149.1.

Set to Ox1.

JTAG ID Code value is 0x05B2_FO3F.

28

20

12

4

PART NUMBER

27

19

1

26

PART NUMBER

18

10

25

17

9

MANUFACTURER IDENTITY

2

1
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1.

1.1

1.2

SAM9X60

Boot Strategies

Boot Strategies

Description
The system always boots from the ROM memory at address 0x0.

The ROM code is a boot program contained in the embedded ROM. It is also called “Boot loader”.

By default, the chip starts in a Standard Boot mode. To know how the Secure Boot mode can be enabled, refer to the
document “SAM9X60 Secure Boot Strategy”, document no. DS00003195. To obtain this application note and
additional information about the secure boot and related tools, contact a Microchip sales representative.

Note: JTAG access is disabled during execution of the ROM code sequence. It is re-enabled when jumping into
SRAM when a valid code has been found on an external Non-Volatile Memory (NVM) at the same time the ROM
memory is hidden. If no valid boot has been found on an external NVM, the ROM code enables the USB connection
and one UART serial port, starts the standard SAM-BA® monitor, locks access to the ROM memory and re-enables
the JTAG connection.

Flow Diagram
The following figure shows the ROM code global flow.

Figure 11-1. ROM Code Flow Diagram

Chip Setup

OTPC UID invalid
or
corruption error found
in OTPC_SR

Yes
while(1)

Valid boot code
found in one
NVM

Copy boot code and
run it in internal SRAM

Monitor disabled while(1)

SAM-BA Monitor
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1.4

11.4.1

11.4.2

SAM9X60

Boot Strategies

Chip Setup

When the chip is powered on, the processor clock (CPU_CLK) and the master clock (MCK) source is the Main clock
(MAINCK).

The ROM code performs a low-level initialization that follows the steps described below:

1. PLLA initialized at a frequency of 396 MHz.

2. Master clock selection: when the PLLA is stabilized, the master clock source is switched from the main clock
to the PLLA clock. The PMC Status Register is polled to wait for MCK Ready. Now, the CPU_CLK frequency is
the same as the PLLA clock, whereas the MCK frequency is the quarter of the PLLA clock.

For clock frequencies, see Table 11-4.

Note: No external crystal or clock is needed during the external boot memories sequence. An external clock source
is checked before the launch of the SAM-BA monitor to get a more accurate clock signal for USB.

Boot Configuration

The boot sequence is controlled using Boot Configuration Packet, stored in the OTP area and configured through the
OTP Controller (OTPC).

Default Boot Sequence (Without Boot Configuration Packet)
When no Boot Configuration Packet is available in the OTP area, the ROM code uses an internal default Boot
Configuration Packet to configure the DBGU as a console and tries to boot from one of the following memories:
+ SDMMCO IOSETO
+ SDMMC1 IOSETO
* QSPIO IOSETO
+ SPI0 IOSETO
« NANDO IOSETO

Refer to Table 11-5 for further details.

If no bootable file is found in these memories, the ROM code goes to the monitor.

Using Boot Configuration Packet
The boot configuration data are stored in the Boot Configuration Packet in the OTP area. These data can be used for
various boot sequence customizations:

» Set the 10 pin configuration where the external memories used to boot are connected (see 11.4.8 Hardware

and Software Constraints for a description of the 10).

» Enable the boot from selected memories.

» Configure the UART port used as a console.

» Enable/disable JTAG used for debug.

See 11.4.4 Boot Configuration User Interface for a detailed description of all the fields in these data.

By default, the values of the Boot Configuration Packet are 0x0. During prototyping phases, those values can be
overridden by the content of the emulation memory through OTPC Emulation mode. To enable this feature, the bit
BSCR_CR.EMUL_EN must be set.

The current running mode of the User area can be observed by reading BSCR_CR.EMUL_EN. If this bit is set, the
Emulation mode is enabled, otherwise, the Emulation mode is disabled.

After a reset, the ROM code reads the Boot Configuration Packet from the SRAM dedicated to Emulation mode if the
bit BSCR_CR.EMUL_EN is set to 1. Otherwise the packet is read from the OTP matrix.

Using Emulated OTP enables the user to test several boot configuration options, including Secure Boot mode,
without programming the OTP.

Note: If Emulation mode is enabled, the emulation SRAM is not backed up. After a power off/on, the configuration
and content are lost.
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Figure 11-2. Boot Configuration Loading
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11.4.3 Boot Sequence Controller Configuration Register
Name: BSC_CR
Address: OxFFFFFE54
Bit 31 30 29 28 27 26 25 24
WPKEY[15:8]
Access
Reset
Bit 23 22 21 20 19 18 17 16
WPKEY[7:0]
Access
Reset
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
EMUL_EN
Access
Reset
Bits 31:16 —- WPKEY[15:0] Write Protect Key
Value Name Description
0x6683 PASSWD | Writing any other value in this field aborts the write operation of the BOOT field. Always
reads as 0.
Bit 0 - EMUL_EN Emulation Enable
Value Description
0 Emulation mode is disabled.
1 The OTP user area is emulated in internal SRAM1.
11.4.4 Boot Configuration User Interface

Table 11-1. Boot Configuration Packet Mapping

e

0x00 MON_DIS Disables monitor

0x04 ZERO Must be filled with zero

0x08 RESERVED Reserved

0x0C JTAG_DIS Disables JTAG

0x10 CONSOLE_PIN Console pin muxing
Two 32-bit words used to set memory configurations for
)I\(/I_Igli)l(iCFGx[O]: this word contains mandatory options

0x14-0x48 MEM_CFGx[2] for all connected memories.

MEM_CFGx[1]: this word contains mandatory options
for specific memories.
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11.4.4.1 Monitor Disable
Name: MON_DIS
Bit 31 30 29 28 27 26 25 24
DISABLE_MONITOR[31:24]
Access
Reset
Bit 23 22 21 20 19 18 17 16
DISABLE_MONITOR][23:16]
Access
Reset
Bit 15 14 13 12 " 10 9 8
DISABLE_MONITOR[15:8]
Access
Reset
Bit 7 6 5 4 3 2 1 0
DISABLE_MONITOR([7:0]
Access
Reset
Bits 31:0 — DISABLE_MONITOR[31:0] SAM-BA Monitor Disable
Value Description
0 If no boot file is found, launches the SAM-BA monitor.
Non-Zero The SAM-BA monitor is never launched.
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11.4.4.2 Boot Configuration Word Disable JTAG

Name: JTAG _DIS
Bit 31 30 29 28 27 26 25 24
DISABLE_JTAG[31:24]
Access
Reset
Bit 23 22 21 20 19 18 17 16
DISABLE_JTAG[23:16]
Access
Reset
Bit 15 14 13 12 11 10 9 8
DISABLE_JTAG[15:8]
Access
Reset
Bit 7 6 5 4 3 2 0
DISABLE_JTAG[7:0]
Access
Reset
Bits 31:0 — DISABLE_JTAG[31:0] JTAG Disable
Value Description
0 Enables JTAG.
Non-Zero Disables JTAG.
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11.4.4.3 Console Pin Muxing

Name: CONSOLE_PIN
AWARNING To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)" bits.
Bit 31 30 29 28 27 26 25 24
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 23 22 21 20 19 18 17 16
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 15 14 13 12 1 10 9 8
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 7 6 5 4 3 2 1 0
DNU DNU DNU DNU CONSOLE_IOSET[3:0]
Access
Reset

Bits 4,5, 6,7, 8,9, 10, 11,12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — DNU DO

NOT USE

Bits 3:0 - CONSOLE_IOSET[3:0] Selects the pins and UART interface used as a console terminal
Value

[eREN RN NG, BTSNV \ O o N )

= = o
)

12
13

Name
DBGU
UARTO
UART1
UART2
UART3
UART4
UART5
UART6
UART7
UART8
UART9
UART10
UART11
UART12

Description
Uses DBGU

Uses FLEXCOMO UART pins
Uses FLEXCOM1 UART pins
Uses FLEXCOM2 UART pins
Uses FLEXCOMS3 UART pins
Uses FLEXCOM4 UART pins
Uses FLEXCOMS5 UART pins
Uses FLEXCOM®6 UART pins
Uses FLEXCOMY7 UART pins
Uses FLEXCOMS8 UART pins
Uses FLEXCOM9 UART pins

Uses FLEXCOM10 UART pins
Uses FLEXCOM11 UART pins
Uses FLEXCOM12 UART pins
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11.4.4.4 QSPI Memory Configuration Data (First Word)

Name: MEM_CFGx[0]

AWARNING To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)" bits.

Bit 31 30 29 28 27 26 25 24
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 23 22 21 20 19 18 17 16
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 15 14 13 12 1 10 9 8
DNU DNU DNU DNU IFACE_TYPE[3:0]
Access
Reset
Bit 7 6 5 4 3 2 1 0
INSTANCE_ID[3:0] IFACE_IOSET[3:0]
Access
Reset

Bits 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 —- DNU DO NOT USE

Bits 11:8 — IFACE_TYPE[3:0] Interface Type

Value Description

0 Interface is disabled
1 QSPI interface
Bits 7:4 — INSTANCE_ID[3:0] IP Instance ID
Value Description

0 IP instance 0, QSPI
Bits 3:0 — IFACE_IOSET[3:0] Memory IOSET
Value Description

0 PI1O set 1, QSPI
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11.4.4.5 QSPI Memory Configuration Data (Second Word)

Name: MEM_CFGx[1]
Bit 31 30 29 28 27 26 25 24
| XIP_ENABLE[31:24]
Access
Reset
Bit 23 22 21 20 19 18 17 16
XIP_ENABLE[23:16]
Access
Reset
Bit 15 14 13 12 11 10 9 8
XIP_ENABLE[15:8]
Access
Reset
Bit 7 6 5 4 3 2 1 0
XIP_ENABLEJ[7:0]
Access
Reset
Bits 31:0 — XIP_ENABLE[31:0] XIP Mode Enable
Value Description
0 XIP mode disabled
Non-Zero XIP mode enabled
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11.4.4.6 SDMMC Memory Configuration Data (First Word)

Name: MEM_CFGx[0]

AWARNING To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)" bits.

Bit 31 30 29 28 27 26 25 24
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 23 22 21 20 19 18 17 16
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 15 14 13 12 1 10 9 8
DNU DNU DNU DNU IFACE_TYPE[3:0]
Access
Reset
Bit 7 6 5 4 3 2 1 0
INSTANCE_ID[3:0] IFACE_IOSET[3:0]
Access
Reset

Bits 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 —- DNU DO NOT USE

Bits 11:8 — IFACE_TYPE[3:0] Interface Type

Value Description
0 Interface is disabled
3 SDMMC interface

Bits 7:4 — INSTANCE_ID[3:0] IP Instance ID

Value Description
0 IP instance 0, SDMMC
1 IP instance 1, SDMMC

Bits 3:0 — IFACE_IOSET[3:0] Memory IOSET

Value Description
0 PIO set 1, SDMMC
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11.4.4.7 SDMMC Memory Configuration Data (Second Word)

Name: MEM_CFGx[1]

AWARNING To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)" bits.

Bit 31 30 29 28 27 26 25 24
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 23 22 21 20 19 18 17 16
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 15 14 13 12 1 10 9 8
WPKEY[7:0]
Access
Reset
Bit 7 6 5 4 3 2 1 0
ENABLE PID[1:0] PIN[4:0]
Access
Reset

Bits 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 — DNU DO NOT USE
Bits 15:8 —- WPKEY[7:0] Write Protect Key
Value Name Description

0x96 PASSWD | If any other value is written in this field, all the other bit values are ignored.

Bit 7 — ENABLE Card Detect Enable

Value Description

0 Card detect disable, the ROM code does not use any card detect pin and directly tries to boot from the
memory connected to the SDMMC controller.

1 Card detect enable, the ROM code checks the level of the card detect pin. If the level is 0, the ROM

code tries to boot from the memory connected to the SDMMC controller. If the level is 1, the ROM code
skips the SDMMC controller and jumps to the next interface in the boot sequence.

Bits 6:5 — PID[1:0] Peripheral ID
The peripheral ID of the PIO controller managing the card detect pin.

Value Description

0 PIOA
1 PIOB
2 PIOC
3 PIOD

Bits 4:0 — PIN[4:0] Card Detect Pin Index
The index of the card detect pin inside the PIO controller.
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11.4.4.8 FLEXCOM SPI Memory Configuration Data (First Word)

Name: MEM_CFGx[0]
AWARNING To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)" bits.
Bit 31 30 29 28 27 26 25 24
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 23 22 21 20 19 18 17 16
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 15 14 13 12 1 10 9 8
DNU DNU DNU DNU IFACE_TYPE[3:0]
Access
Reset
Bit 7 6 5 4 3 2 1 0
INSTANCE_ID[3:0] IFACE_IOSETI[3:0]
Access
Reset

Bits 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 —- DNU DO NOT USE

Bits 11:8 — IFACE_TYPE[3:0] Interface Type

Value Description
0 Interface is disabled

2 FLEXCOM SPI interface

Bits 7:4 — INSTANCE_ID[3:0] IP Instance ID

IP instance 0, FLEXCOM SPI
IP instance 1, FLEXCOM SPI
IP instance 2, FLEXCOM SPI
IP instance 3, FLEXCOM SPI
IP instance 4, FLEXCOM SPI
IP instance 5, FLEXCOM SPI

g s w N PO

Bits 3:0 — IFACE_IOSET[3:0] Memory IOSET

Value Description

PIO set 1, all FLEXCOM SPIs

PIO set 2, all FLEXCOM SPls

PIO set 3, only for FLEXCOM4_SPI and FLEXCOM5_SPI
PIO set 4, only for FLEXCOM4_SPI and FLEXCOM5_SPI
PIO set 5, only for FLEXCOM4_SPI and FLEXCOM5_SPI
PIO set 6, only for FLEXCOM4_SPI

g w N O
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11.4.4.9 FLEXCOM SPI Memory Configuration Data (Second Word)

Name: MEM_CFGx[1]

AWARNING To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)" bits.

Bit 31 30 29 28 27 26 25 24
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 23 22 21 20 19 18 17 16
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 15 14 13 12 11 10 9 8
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 7 6 5 4 3 2 1 0
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset

Bits 0,1,2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 -
DNU DO NOT USE
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11.4.4.10 NAND Memory Configuration Data (First Word)

Name: MEM_CFGx[0]

AWARNING To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)" bits.

Bit 31 30 29 28 27 26 25 24
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 23 22 21 20 19 18 17 16
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 15 14 13 12 1 10 9 8
DNU DNU DNU DNU IFACE_TYPE[3:0]
Access
Reset
Bit 7 6 5 4 3 2 1 0
INSTANCE_ID[3:0] IFACE_IOSET[3:0]
Access
Reset

Bits 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 —- DNU DO NOT USE

Bits 11:8 — IFACE_TYPE[3:0] Interface Type

Value Description
0 Interface is disabled
4 NAND interface

Bits 7:4 — INSTANCE_ID[3:0] IP Instance ID

Value Description
0 IP instance 0, NAND

Bits 3:0 — IFACE_IOSET[3:0] Memory IOSET

Value Description
0 PIO set 1, NAND
1 PIO set 2, NAND
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11.4.4.11 NAND Memory Configuration Data (Second Word)

Name: MEM_CFGx[1]

AWARNING To avoid any malfunctioning, the user must not write the "DO NOT USE (DNU)" bits.

Bit 31 30 29 28 27 26 25 24
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 23 22 21 20 19 18 17 16
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 15 14 13 12 11 10 9 8
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset
Bit 7 6 5 4 3 2 1 0
DNU DNU DNU DNU DNU DNU DNU DNU
Access
Reset

Bits 0,1,2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15, 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 -
DNU DO NOT USE

11.4.5 NVM Boot Sequence

The ROM code performs the initialization and valid code detection for external memories as described below when
the memory interface boot is enabled in the Boot Configuration packet.
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Figure 11-3. NVM Bootloader Program
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Figure 11-4. NVM Boot Diagram

( Start )

Initialize NVM
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; for the peripherals and jump
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Initialization OK?

Valid code detection in NVM

NVM contains valid code

Copy the valid code
from external NVM to internal SRAM

Restore the reset values for the peripherals.
Perform remap and set the PC to 0
to jump to the downloaded application

End

The NVM bootloader program first initializes the P1Os related to the NVM device. Then it configures the right
peripheral depending on the NVM and tries to access this memory. If the initialization fails, it restores the reset values
for the P1O and the peripheral, and then tries to perform the same operations on the next NVM of the sequence.

If the initialization is successful, the NVM bootloader program reads the beginning of the NVM and determines if the
NVM contains a valid code.

If the NVM does not contain a valid code, the NVM bootloader program restores the reset value for the peripherals
and then tries to perform the same operations on the next NVM of the sequence.

If a valid code is found, this code is loaded from the NVM into the internal SRAM and executed by branching at
address 0x0000_0000 after remap. This code may be the application code or a second-level bootloader.
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Figure 11-5. Remap Action after Download Completion

0x0000_0000

0x0030_0000

Valid Code Detection
Two types of valid code detection are available:

« Arm Exception Vectors Check

* boot.bin File Check

Internal
ROM

Internal
SRAMO

Arm Exception Vectors Check

The NVM bootloader program reads and analyzes the first 28 bytes corresponding to the first seven Arm exception
vectors. Except for the sixth vector, these bytes must implement the Arm instructions for either branch or load PC
with PC-relative addressing.

Figure 11-6. LDR Opcode

Remap

Internal
SRAMO

Internal
SRAMO

0x0000_0000

0x0030_0000

31 28|27 24123 20|19 16 |15 1211 0
11 1 0|0 1 I P|U 1 WO Rn Rd Offset

Figure 11-7. B Opcode
31 28|27 24123 0
11 1 0|1 0 1 O Offset (24 bits)

Unconditional instruction: OxE for bits 31 to 28.

Load PC with the PC-relative addressing instruction:
* Rn=Rd=PC=0xF
* 1==0 (12-bit immediate value)
*  P==1 (pre-indexed)
» U offset added (U==1) or subtracted (U==0)

o W==

The sixth vector, at offset 0x14, contains the size of the image to download. The user must replace this vector with
the user’s own vector. This procedure is described below.

Figure 11-8. Arm Vector 6 Structure

31

Size of the code to download in bytes

The value must be lower than 32 Kbytes.
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The following is an example of valid vectors:

00 ea000006 B 0x20
04 eafffffe B 0x04
08 eafffffe B 0x08
Oc eafffffe B 0x0c
10 eafffffe B 0x10
14 00001234 — Code size = 4660 bytes
18 eafffffe B 0x18

11.4.6.2 boot.bin File Check

11.4.7
11.4.71

This method is the one used on FAT-formatted SDCard and e.MMC. The boot program must be a file named
boot.bin written in the file system root directory. Its size must not exceed the maximum size allowed: 32 Kbytes
(0x8000). The Arm exception vectors at offset 0 in the “boot .bin” file must also pass the test described in 11.4.6.1
Arm Exception Vectors Check.

Detailed Memory Boot Procedures

NAND Flash Boot: NAND Flash Detection

After the NAND Flash interface configuration, a reset command is sent to the memory.

The reset time of the NAND memory, after this reset command, must not be higher than 100 ps.

Hardware ECC detection and correction are provided by the PMECC peripheral. See Section 37.18 “PMECC
Controller Functional Description” for more details.

The Boot Program is able to retrieve NAND Flash parameters and ECC requirements using either one of the
following methods:

* Method 1 (recommended): NAND Flash Specific Header Detection

* Method 2: ONFI 2.2 Parameters

It is highly recommended to use Method 1, since it indicates exactly how the PMECC has been configured to read or
write the bootable program in the NAND Flash, and does not rely only on the NAND Flash capabilities.

Once the Boot program retrieves the parameter, using one of the above two methods, it reads the first page again,
with or without ECC, depending on the usePmecc parameter. Then it looks for a valid code programmed just after the
header offset 0xDO. If the code is valid, the program is copied at the beginning of the internal SRAM.

Note: Booting on 16-bit NAND Flash is not possible; only 8-bit NAND Flash memories are supported.
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Figure 11-9. Boot NAND Flash Download
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End to the next bootable memory

11.4.7.1.1 Method 1 (recommended): NAND Flash Specific Header Detection
This is the first method used to determine NAND Flash parameters. After receiving the Initialization and Reset
command, the Boot Program reads the first page without an ECC check, to determine whether the NAND parameter
header is present. The header is made of 52 times the same 32-bit word (for redundancy reasons) which must
contain NAND and PMECC parameters used to correctly perform the read of the rest of the data in the NAND. This
32-bit word is described below.

If the header is valid, the Boot program continues with the detection of a valid code.
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[NAND Flash Specific Header Detection]

Access
Reset

Access
Reset

Access
Reset

Name: NAND Flash Specific Header Detection
Bit 31 30 29 28 27 26 25 24
key[3:0] eccOffset[8:6]
Bit 23 22 21 20 19 18 17 16
eccOffset[5:0] sectorSize[1:0] |
Bit 15 14 13 12 11 10 9 8
eccBitReq[2:0] spareSize[8:4]
Bit 7 6 5 4 3 2 1 0
spareSize[3:0] nbSectorPerPage[2:0] usePmecc

Access
Reset

Bits 31:28 — key[3:0] Value OxC Must be Written here to Validate the Content of the Whole Word

Bits 26:18 — eccOffset[8:0] Offset of the First ECC Byte in the Spare Zone
A value below 2 is not allowed and is considered as 2.

Bits 17:16 — sectorSize[1:0] Size of the ECC Sector

0 For 512 bytes
1 For 1024 bytes per sector
Other values For future use

Bits 15:13 — eccBitReq[2:0] Number of ECC Bits Required

Value Description
0 2-bit ECC

1 4-bit ECC

2 8-bit ECC

3 12-bit ECC
4 24-bit ECC

Bits 12:4 — spareSize[8:0] Size of the Spare Zone in Bytes

Bits 3:1 — nbSectorPerPage[2:0] Number of Sectors per Page
Value Description

0 1 sector per page

1 2 sectors per page

2 4 sectors per page

3 8 sectors per page

4 16 sectors per page

Bit 0 — usePmecc Use PMECC

Value Description

0 Do not use PMECC to detect and correct the data.
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Value Description

1 Use PMECC to detect and correct the data.

NAND Flash Boot: PMECC Error Detection and Correction

NAND Flash boot procedure uses PMECC to detect and correct errors during NAND Flash read operations in two
cases:

* When the usePmecc flag is set in a specific NAND header. If the flag is not set, no ECC correction is performed
during the NAND Flash page read.

*  When the NAND Flash has been detected using ONFI| parameters.
The ROM memory embeds the Galois field tables. The user does not need to embed them in his/her own software.
The Galois field tables are mapped in the ROM just after the ROM code, as shown in the following figure.

Figure 11-10. Galois Field Table Mapping
0x0000_0000

ROM code

0x0010_0000

Galois field
tables for
512-byte

sectors

correction
0x0010_8000

Galois field
tables for
1024-byte
sectors
correction

For a full description and an example of how to use the PMECC detection and correction feature, refer to the
software package dedicated to this device on www.microchip.com.
SDCard/e.MMC Boot

In the case of activated Card Detect pin in the Boot Configuration packet, and if the level of the Card Detect pin is
high, no communication with SDCard/e.MMC is performed (no 10s toggling). Otherwise, the SDCard/e.MMC access
is initiated (10s toggling).

Supported SDCard Devices

SDCard Boot supports all SDCard memories compliant with the SD Memory Card Specification V3.0. This includes
SDMMC cards.

e.MMC with Boot Partition

The ROM code first checks if the e.MMC Boot Partition is enabled. If enabled, the ROM code reads the first
32 Kbytes of the boot partition, and copy them into the internal SRAMO.

FAT Filesystem Boot

If no boot partition is enabled on an e. MMC, the boot process continues with a standard SDCard/e.MMC detection,
and the ROM code looks for a boot .bin file in the root directory of a FAT12/16/32 file system.

SPI Flash Boot
Two types of SPI Flash are supported: SPI Serial Flash and SPI DataFlash.
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The SPI Flash bootloader tries to boot on SPIO, first looking for SPI Serial Flash, and then for SPI DataFlash.
It uses only one valid code detection: analysis of Arm exception vectors.

The SPI Flash read is done by means of a Continuous Read command from the address 0x0. This command is OxE8
for DataFlash and OxOB for Serial Flash devices.

Supported DataFlash Devices
The SPI Flash Boot program supports the DataFlash devices listed in the following table.
Table 11-2. DataFlash Devices

AT45DB011 1 Mbit 512

AT45DB021 2 Mbits 264 1024
AT45DB041 4 Mbits 264 2048
AT45DB081 8 Mbits 264 4096
AT45DB161 16 Mbits 528 4096
AT45DB321 32 Mbits 528 8192
AT45DB642 64 Mbits 1056 8192
AT45DB641 64 Mbits 264 37768

Supported Serial Flash Devices
The SPI Flash Boot program supports all SPI Serial Flash devices responding correctly to both Get Status and
Continuous Read commands.

QSPI NOR Flash Boot
Hardware Considerations

The ROM code configures the hardware so that:

« the QSPI controller uses SPI Mode 0 (CPOL = 0 and CPHA = 0),

» the QSPIx_SCK clock frequency is < 50 MHz,

* QSPIx_SCK and QSPIx_CS do not use any internal pull-up/pull-down resistor,
» each QSPIx_I0{0,1,2,3} uses the PIO controller’s internal pull-up resistor.

Software Considerations

Before reading any data, the ROM code sends a software reset to the QSPI NOR memory. Then the ROM code
looks for the Serial Flash Discoverable Parameters (SFDP) of the QSPI NOR memory, if available, to learn the
parameters (instruction op code, timing settings) required to read the user-programmed boot file.

If SFDP tables are not available, the ROM code uses hard-coded values as fallback settings to read the boot file.

The ROM code supports any QSPI NOR memory which can provide its Serial Flash Discoverable Parameters
(SFDP) as defined in the JEDEC JESD216B standard.

The supported revisions of this JEDEC standard are:

+ JESD216 (version 1.0)
+ JESD216 rev. A (version 1.5)
+ JESD216 rev. B (version 1.6)

Refer the QSPI NOR memory datasheet to check compliance with any of the above JEDEC JESD216 standard
revisions/versions.

*  QSPI NOR memories with SFDP (JEDEC JESD216x compliant)

The ROM code reads the memory SFDP tables to learn the factory settings (instruction op code, number of dummy
cycles, etc.). The ROM code also reads bits[22:20] in DWORD15 from the Basic Flash Parameter table (refer to
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JEDEC JESD216B specification) to select and then execute the relevant procedure, if any, to set the Quad Enable
(QE) bit in some internal register of the QSPI NOR memory.

For most memory manufacturers, this QE bit is nonvolatile and must be set before performing any Quad SPI
command. This is the only persistent setting that the ROM code may change in the internal registers of the QSPI
NOR memory. All other settings are kept unchanged.

Refer to the QSPI NOR memory datasheet to find which value was chosen by the memory manufacturer and written
into the SFDP tables.

Finally, the ROM code reads the boot file from the data area of the QSPI NOR memory, and then continues its boot
procedure.

*  QSPI NOR memories without SFDP
This section only applies when the ROM code fails to read the SFDP tables from the QSPI NOR memory.

The ROM code reads the JEDEC ID of the QSPI NOR memory, and then selects the read settings based on the
manufacturer ID (first byte of the JEDEC ID) from the following hard-coded values:

Cypress Macronix Winbond
(01h) Micron (20h) (C2h) (EFh)

Fast Read protocol SPI 1-4-4 SPI 1-4-4 SPI 1-4-4 SPI 1-4-4 SPI 1-1-1
Fast Read op code EBh EBh EBh EBh 0Bh
Address width 24 bits 24 bits 24 bits 24 bits 24 bits
Number of mode clock cycles 2 1 2 2 0
Number of wait states 4 9 4 4 8
Oh

Val f mod | The ROM code first sets

alue of mode cycles to enter AOh XIP bit[3] in the Volatile OFh A5h N/A
the 0-4-4 mode (XIP) Configuration Register

(VCR)

Value of mode cycles to exit
the 0-4-4 mode (normal read) e i el A MR
XIP supported yes yes yes yes no

Those hard-coded parameters give a last chance to the ROM code to boot from a QSPI NOR memory in either
normal mode or XIP (Continuous Read) mode.

Table 11-3. QSPI NOR Memories Tested with and Supported by ROM Code (non-exhaustive)

SST26VF016B
SST26VF032B

Microchip (SST) SST26VF032BA
SST26VF064B

N25Q128A
N25Q128A13ESF

N25Q256A13ESF
N25Q512A13
MT25QL01G

Micron
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........... continued
MX25V4035FM2|
MX25V8035FM2I
MX25V1635FM2|

MX25L3233FM21-08G
MX25L3273FM21-08G
MX25L6433FM21-08G
MX25L6473FM21-08G
Macronix MX25L12835FM21-10G
MX25L12845GMI-08G
MX25L12873GM2I-08G
MX25L25645G
MX25L25673G
MX25L51245GMI-10G
MX66L1G45GMI-08G

S25FL127 (normal boot only; XIP fails)

Spansion S25FL164
S25FL512
Winbond W25M512

Note: For an updated list of memories, refer to the "Booting from External Non-Volatile Memory (NVM) on
SAMIX60" application note (available later).

Hardware and Software Constraints
The table below provides clock frequencies configured by the ROM code during boot.

Table 11-4. Clock Frequencies During External Memory Boot Sequence

PLLA 396 MHz
CPU_CLK 396 MHz

MCK 99 MHz

SDMMC (init/operational) 400 kHz / 25 MHz
SPI 11 MHz

QSPI 33 MHz

The NVM drivers use several PIOs in Peripheral mode to communicate with external memory devices. Care must be
taken when these PIOs are used by the application. The connected devices could be unintentionally driven at boot
time, and thus electrical conflicts between the output pins used by the NVM drivers and the connected devices could
occur.

The following table contains a list of pins that are driven during the boot program execution. These pins are driven
during the boot sequence for a period of less than 1 second if no correct boot program is found. The drive strength of
PULL-UP 1/O pins is set to High while the pins are used in Peripheral mode by the ROM code.
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Before performing the jump to the application in the internal SRAM, all the PIOs and peripherals used in the boot
program are set to their reset state.

Table 11-5. PIO Driven during Boot Program Execution

SDCard/e.MMC

NAND Flash

SDMMC_0

SDMMC_1

HSMC

SDMMCO_DATO
SDMMCO_CMD
SDMMCO_CK

SDMMCO_DAT1
SDMMCO_DAT2
SDMMCO_DAT3
SDMMC1_DAT1
SDMMC1_DAT2
SDMMC1_DAT3
SDMMC1_DATO
SDMMC1_CMD
SDMMC1_CK

D16-D23

NANDOE
NANDWE
NAND ALE
NAND CLE
NANDCS3
NAND WAIT
NANDOE
NANDWE

A21-A22

NANDCS3
NAND WAIT
DO0-D7

A20

A23-A25

NANDCS2

NANDCS4
-NANDCS5

PIO_PA15A
PIO_PA16A
PIO_PA17A
PIO_PA18A
PIO_PA19A
PIO_PA20A
PIO_PA2B

PIO_PA3B

PIO_PA4B

PIO_PA11B
PIO_PA12B
PIO_PA13B

PIO_PDGA-
PIO_PD13A

PIO_PDOA
PIO_PD1A
PIO_PD2A
PIO_PD3A
PIO_PD4A
PIO_PD5A
PIO_PDOA
PIO_PD1A

PIO_PD2A-
PIO_PD3A

PIO_PD4A
PIO_PD5A
PIO_PD15B

PIO_PD16B-
PIO_PD18B

PIO_PD19B

PIO_PD20B-
PIO_PD21B

X

XX XX X X XX |
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........... continued

NVM ) .

FLEXCOMO_SPI

FLEXCOM1_SPI

SPI Flash

FLEXCOM2_SPI

FLEXCOM3_SPI

MOSI
MISO
NPCS0
SPCK
MOSI
MISO
NPCS1
SPCK
MOSI
MISO
NPCS0
SPCK
MOSI
MISO
NPCS1
SPCK
MOSI
MISO
SPCK
NPCSO0
MOSI
MISO
SPCK
NPCS1
MOSI
MISO
NPCS0
SPCK
MOSI
MISO
NPCS1
SPCK

PIO_PAOA
PIO_PA1A
PIO_PA3A
PIO_PA4A
PIO_PAOA
PIO_PA1A
PIO_PA2A
PIO_PA4A
PIO_PA5A
PIO_PAGA
PIO_PC28C
PIO_PC29C
PIO_PA5A
PIO_PAGA
PIO_PC27C
PIO_PC29C
PIO_PA7A
PIO_PA8A
PIO_PB1B
PIO_PB2B
PIO_PA7A
PIO_PA8A
PIO_PB2B
PIO_PBOB
PIO_PC22B
PIO_PC23B
PIO_PC25B
PIO_PC26B
PIO_PC22B
PIO_PC23B
PIO_PC24B
PIO_PC26B
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NVM ) .

MISO
MOSI
SPCK
NPCSO0
MISO
MOSI
SPCK
NPCS1
MISO
MOSI
SPCK
NPCS1
MISO
MOSI
SPCK
NPCS2
MISO
MOSI
SPCK
NPCS2
MISO
MOSI
SPCK
NPCS3
NPCSO0
MISO
MOSI
SPCK
NPCS1
MISO
MOSI
SPCK
MISO
MOSI
SPCK
NPCS1
MISO
MOSI
SPCK
NPCS2
MISO
MOSI
SPCK
NPCS3

SPI Flash FLEXCOM4_SPI

SPI Flash FLEXCOMS5_SPI 3

PIO_PA11A
PIO_PA12A
PIO_PA13A
PIO_PA14A
PIO_PA11A
PIO_PA12A
PIO_PA13A
PIO_PAOC

PIO_PA11A
PIO_PA12A
PIO_PA13A
PIO_PA7B

PIO_PA11A
PIO_PA12A
PIO_PA13A
PIO_PA1B

PIO_PA11A
PIO_PA12A
PIO_PA13A
PIO_PA8C

PIO_PA11A
PIO_PA12A
PIO_PA13A
PIO_PB3B

PIO_PA8B

PIO_PA21B
PIO_PA22B
PIO_PA23B
PIO_PAOB

PIO_PA21B
PIO_PA22B
PIO_PA23B
PIO_PA21B
PIO_PA22B
PIO_PA23B
PIO_PA7C

PIO_PA21B
PIO_PA22B
PIO_PA23B
PIO_PA31B
PIO_PA21B
PIO_PA22B
PIO_PA23B
PIO_PA30B

X
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QSPI Flash

Console and

SAM-BA Monitor

continued

NVM ) .

QSPI_0

DBGU

FLEXCOMO_ UART

FLEXCOM1_UART

FLEXCOM2_UART

FLEXCOM3_UART

FLEXCOM4_UART

FLEXCOM5_UART

FLEXCOM6_UART

FLEXCOM7_UART

FLEXCOM8_UART

FLEXCOM9_UART

FLEXCOM10_UART

FLEXCOM11_UART

FLEXCOM12_UART

SAM-BA Monitor

This part of the ROM code is executed when no valid code is found in any NVM during the NVM boot sequence, and
if the MON_DIS field is not set to 1 in the Boot Configuration packet.

1

1

1

QSCK
QCS

QIOO0

QIO1

QIO2

QIO3

DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD
DTXD
DRXD

PIO_PB19A
PIO_PB20A
PIO_PB21A
PIO_PB22A
PIO_PB23A
PIO_PB24A
PIO_PA10A
PIO_PA9A
PIO_PAOA
PIO_PA1A
PIO_PA5A
PIO_PABA
PIO_PA7A
PIO_PASA
PIO_PC22B
PIO_PC23B
PIO_PA12A
PIO_PATA
PIO_PA22B
PIO_PA21B
PIO_PA30A
PIO_PA31A
PIO_PCOC
PIO_PC1C
PIO_PB4B
PIO_PB5B
PIO_PC8C
PIO_PC9C
PIO_PC16C
PIO_PC17C
PIO_PB19C
PIO_PB20C
PIO_PB21C
PIO_PB22C

X X X X

The main RC oscillator is used as the Main Clock. To configure the USB clock, the Main Oscillator is enabled by
setting the CKGR_MOR.MOSCXTEN and CKGR_MOR.MOSCSEL bits. Then the external quartz detection is
started. This detection is successful when the MOSCXTS bit rises, else the USB is not activated and only UART is
used in SAM-BA Monitor.

If an external clock or crystal frequency is found, then the UPLL is configured to allow communication on the USB link
for the SAM-BA Monitor.

© 2020 Microchip Technology Inc.

Complete Datasheet

DS60001579B-page 74



SAM9X60

Boot Strategies

The SAM-BA Monitor steps are:

Initialize UART and USB.
Check if USB Device enumeration occurred.
Check if characters are received on the UART.

Once the communication interface is identified, the application runs in an infinite loop waiting for different commands
as listed in Table 11-6.

Figure 11-11. SAM-BA Monitor

11.5.1 Command List

No valid code
in NVM

Init UART

External clock
detection

Init USB

No

USB enumeration
successful?

Character(s) received

on UART?

Run monitor
Wait for command
on the USB link

Run monitor
Wait for command
on the UART link

Table 11-6. Commands Available Through SAM-BA Monitor

o =

w £ s 5 T o

Set Normal Mode

No argument

Set Terminal Mode No argument

Write a byte
Read a byte
Write a halfword
Read a halfword
Write a word
Read a word

Send a file

Address, Value#
Address,#
Address, Value#
Address #
Address, Value#
Address,#
Address,#

T#

0200001,CA#

0200001 #
H200002,CAFE#
h200002,#
W200000,CAFEDECA#
w200000,#

$200000,#
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........... continued
Comana_Jtcton Lot Jeamn
Receive a file Address, NbOfBytes# R200000,1234#
G Go Address# G200200#
\'" Display version No argument V#

* Mode commands:
— Normal mode configures SAM-BA Monitor to send/receive data in binary format.
— Terminal mode configures SAM-BA Monitor to send/receive data in ASCII format.
* Write commands: Writes a byte (O), a halfword (H) or a word (W) to the target.
— Address: address in hexadecimal
— Value: byte, halfword or word to write in hexadecimal
— Output: >’
» Read commands: Reads a byte (0), a halfword (h) or a word (w) from the target.
— Address: address in hexadecimal
— Output: the byte, halfword or word read in hexadecimal followed by >’
» Send a file (8): Sends a file to a specified address.
— Address: address in hexadecimal
— Output: >’
Note: There is a timeout on this command which is reached when the prompt >’ appears before the end
of the command execution.

* Receive afile (R): Receives data into a file from a specified address.
— Address: address in hexadecimal
— NbOfBytes: number of bytes in hexadecimal to receive
— Output: >’
* Go (G): Jumps to a specified address and executes the code.
— Address: address to jump to in hexadecimal

— Output: >’ once returned from the program execution. If the executed program does not handle the link
register at its entry and does not return, the prompt is not displayed.

* Get Version (V): Returns the Boot Program version.
— Output: version, date and time of ROM code followed by >’

DBGU/UART Console Port

Communication is performed through the DBGU/UART port initialized to 115,200 bauds: 8 bits of data, no parity, 1-
stop bit.

Xmodem Protocol

The Send and Receive File commands use the Xmodem protocol to communicate. Any terminal using this protocol
can be used to send the application file to the target. The size of the binary file to send depends on the SRAM size
embedded in the product. In all cases, the size of the binary file must be lower than the SRAM size because the
Xmodem protocol requires some SRAM memory in order to work.

The Xmodem protocol supported is the 128-byte length block. This protocol uses a two-character CRC16 to
guarantee detection of maximum bit errors.

Xmodem protocol with CRC is supported by successful transmission reports provided both by a sender and by a
receiver. Each transfer block is as follows:

<SOH><blk #><255-blk #><--128 data bytes--><checksum> in which:

+ <SOH> =01 hex

» <blk #> = binary number, starts at 01, increments by 1, and wraps OFFH to O0H (not to 01)
o <255-blk #> = 1’s complement of the blk#.

* <checksum> = 2-byte CRC16

© 2020 Microchip Technology Inc. Complete Datasheet DS60001579B-page 76



11.5.3
11.5.3.1

11.5.3.2

11.5.3.3

SAM9X60

Boot Strategies

The following figure shows a transmission using this protocol.

Figure 11-12. Xmodem Transfer Example

Host Device

C

P

SOH 01 FE Data[128] CRC CRC

»

ACK

P

SOH 02 FD Data[128] CRC CRC

»

ACK

<

SOH 03 FC Data[100] CRC CRC

»

ACK

A

EOT

v

ACK

A

USB Device Port

Supported External Crystal / External Clocks

The SAM-BA Monitor supports an external crystal or external clock frequency at 12 MHz, 16 MHz, 24 MHz or 48 MHz
to allow USB communication.

USB Class

The device uses the USB Communication Device Class (CDC) drivers to take advantage of the installed PC Serial
Communication software to talk over the USB. The CDC is implemented in all releases of Microsoft Windows®,
starting from Windows 98SE®. The CDC document, available at www.usb.org, describes how to implement devices
such as ISDN modems and virtual COM ports.

The vendor ID is 0xO03EB. The product ID is 0x6124. These references are used by the host operating system to
mount the correct driver. On Windows systems, INF files contain the correspondence between vendor ID and product
ID.

Enumeration Process

The USB protocol is a master/slave protocol. The host starts the enumeration, sending requests to the device
through the control endpoint. The device handles standard requests as defined in the USB Specification.

Table 11-7. Handled Standard Requests

GET_DESCRIPTOR Returns the current device configuration value
SET_ADDRESS Sets the device address for all future device accesses
SET_CONFIGURATION Sets the device configuration
GET_CONFIGURATION Returns the current device configuration value
GET_STATUS Returns status for the specified recipient
SET_FEATURE Used to set or enable a specific feature
CLEAR_FEATURE Used to clear or disable a specific feature

The device also handles some class requests defined in the CDC class.
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Table 11-8. Handled Class Requests

SET_LINE_CODING Configures DTE rate, stop bits, parity and number of character bits
GET_LINE_CODING Requests current DTE rate, stop bits, parity and number of character bits

RS-232 signal used to indicate to the DCE device that the DTE device is now

SET_CONTROL_LINE_STATE
- - - present

Unhandled requests are stalled.

Communication Endpoints
Endpoint 0 is used for the enumeration process.

Endpoint 1 (64-byte Bulk OUT) and endpoint 2 (64-byte Bulk IN) are used as communication endpoints.

SAM-BA Boot commands are sent by the host through Endpoint 1. If required, the message is split into several data
payloads by the host driver.

If the command requires a response, the host sends IN transactions to pick up the response.
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System Controller Write Protection (SYSCWP)

Functional Description

System Controller Peripheral Mapping
Table 12-1. System Controller Peripheral Mapping

0x000-0x00C Reset Controller RSTC
0x010-0x01C Shutdown Controller SHDWC
0x020-0x03C Real Time Timer RTT
0x040-0x04C Period Interval Timer PIT
0x050-0x05C Slow Clock Controller SCKC
0x060-0x0A4 General Purpose Backup Registers GPBR
0x0A8-0xD8 Real Time Clock RTC

0x0DC Write Protection Mode Register SYSC_WPMR
0x0EO Write Protection Status Register SYSC_WPSR
0x100-0x16C Real Time Clock (tamper control and timestamp) RTC
0x180-0x1AC Watchdog Timer WDT

Register Write Protection

To prevent any single software error from modifying the configuration of the Reset Controller (RSTC), Shutdown
Controller (SHDWC), Real-time Timer (RTT), Periodic Interval Timer (PIT), Slow Clock Controller (SCKC), General
Purpose Backup Register (GPBR), Real-time Clock (RTC) and Watchdog Timer (WDT), some registers of these
peripherals can be write-protected by setting the WPEN and/or WPITEN bits in the System Controller Write
Protection Mode register (SYSC_WPMR).

Note: The WDT embeds additional write protection mechanisms.

When write protection is enabled, any attempt to write these registers is reported in the System Controller Write
Protection Status register (SYSC_WPSR).

The following registers can be write-protected when SYSC_WPMR.WPEN=1:

«  WDT Control Register

+ WDT Mode Register

* RSTC Mode Register

+ SHDWC Mode Register

«  SHDWC Wakeup Inputs Register
* PIT Mode Register

» SCKC Configuration Register
» RTC Control Register

* RTC Mode Register

* RTC Time Alarm Register

* RTC Calendar Alarm Register
* RTT Mode Register

* RTT Alarm Register
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* RTT Modulo Selection Register
* GPBR Full Clear Register
* GPBR Registers

The following registers can be write-protected when SYSC_WPMR.WPITEN=1:

* RTC Interrupt Enable Register
* RTC Interrupt Disable Register
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12.2 Register Summary

I I = N I A I (N A N

31:24 WPKEY[23:16]
23:16 WPKEY([15:8]
0x00 SYSC_WPMR 158 WPKEY(7:0)
7:0 WPITEN WPEN
31:24
23:16
0x04 SYSC_WPSR
X - 15:8 WVSRC[7:0]
7:0 WPVS
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12.2.1 SYSC Write Protection Mode Register

Name: SYSC_WPMR
Offset: 0x00
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
WPKEY[23:16]
Access W w w w w W W w
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
WPKEY[15:8]
Access W w W w w W W w
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
WPKEY[7:0]
Access W w w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPITEN WPEN
Access R/W R/W
Reset 0 0

Bits 31:8 - WPKEY[23:0] Write Protection Key
Value Name Description
0x535943 | PASSWD | Writing any other value in this field aborts the write operation of the WPEN and WPITEN
bits. Always reads as 0.

Bit 1 — WPITEN Write Protection RTC Interrupt Enable

Value Description

0 Disables the write protection of the RTC_IER/RTC_IDR configuration registers if WPKEY corresponds
to 0x535943 (“SYC” in ASCII).

1 Enables the write protection of the RTC_IER/RTC_IDR configuration registers if WPKEY corresponds

to 0x535943 (“SYC” in ASCII).

Bit 0 —- WPEN Write Protection Enable

Value Description

0 Disables the write protection of the configuration registers if WPKEY corresponds to 0x535943 (“SYC”
in ASCII).

1 Enables the write protection of the configuration registers if WPKEY corresponds to 0x535943 (“SYC”
in ASCII).
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12.2.2 SYSC Write Protection Status Register

Name: SYSC_WPSR
Offset: 0x04
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 11 10 9 8

WVSRC[7:0]

Access R R R R R R R R

Reset 0 0 0 0 0 0 0 0

Bit 7 6 5 4 3 2 1 0

WPVS
Access R
Reset 0

Bits 15:8 — WVSRCJ[7:0] Write Violation Source
When bit WPVS is equal to 1, the field WVSRC indicates the register address offset at which a write access has been
attempted.

Bit 0 — WPVS Write Protection Register Violation Status
WDT_CR, WDT_MR, RTT_MODR, RTC_IDR and RTC_IER can be write-protected but WPVS does not report any
violation for these registers.
0 No write protection violation has occurred since the last read of SYSC_WPSR.
1 A write protection violation has occurred since the last read of SYSC_WPSR. The associated violation
is reported into field WVSRC.

© 2020 Microchip Technology Inc. Complete Datasheet DS60001579B-page 83



13.

13.1

13.2

SAM9X60
General Purpose Backup Registers (GPBR)

General Purpose Backup Registers (GPBR)

Description
The System Controller embeds 256 bits of General Purpose Backup registers organized as 8 32-bit registers.

It is possible to generate an immediate clear of the content of General Purpose Backup registers 0 to 3 if a tamper
event is detected on WKUP1 to WKUP8 pins. These pins are internally routed through the VDDCORE area, thus
tamper events can be generated only when the VDDCORE is powered. These pins are also used for fast wakeup in
Power Management Controller (PMC). Thus, if some WKUP pins are not enabled for fast wakeup in PMC, they can
be enabled for tamper event detection. The immediate clear of the GPBR is enabled if RSTC_MR.ENGCLR=1.

The immediate clear on tamper detection can be extended to all General Purpose Backup registers by writing to ‘1’
GPBR_FCLR.FCLR.

If an event has been detected on WKUP pins enabled for event detection in RTC, it is not possible to write to the
General Purpose Backup registers (SYS_GPBRX) while the event has not been cleared.

SYS_GPBRO0 to SYS_GPBRY7 can be individually (each 32-bit part-select) read and write-protected by configuring the
register GPBR_MR. This register is write-once, which means that once it has been configured, the read or write
protection is available until the loss of VDDBU.

Embedded Characteristics
» 256 bits of General Purpose Backup Registers
* Immediate Clear on WKUP Event
» Read and Write Protection for SYS_GPBRO to SYS_GPBR7
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13.3 Register Summary

I T = N I A I (N N NN

31:24 GPBRRP15 | GPBRRP14 | GPBRRP13 | GPBRRP12 | GPBRRP11 | GPBRRP10 | GPBRRP9 | GPBRRP8
23:16 GPBRRP7 | GPBRRP6 | GPBRRP5 | GPBRRP4 | GPBRRP3 | GPBRRP2 | GPBRRP1 GPBRRPO

0x00 GPBR_MR 158 | GPBRWP15 GPBRWP14 GPBRWP13 GPBRWP12 GPBRWP11 GPBRWP10 GPBRWPY = GPBRWPS
70 | GPBRWP7 = GPBRWP6 GPBRWP5 = GPBRWP4 GPBRWP3 = GPBRWP2 = GPBRWP1 = GPBRWPO
31:24

0x04 GPBR_FCLR 2316
15:8
7.0 FCLR
31:24 GPBR_VALUE[31:24]
23:16 GPBR_VALUE[23:16]

0x08 SYS_GPBRO 15:8 GPBR_VALUE[15:8]
7.0 GPBR_VALUE[7:0]
31:24 GPBR_VALUE[31:24]
23:16 GPBR_VALUE[23:16]

0x0C SYS_GPBR1 15:8 GPBR_VALUE[15:8]
7.0 GPBR_VALUE[7:0]
31:24 GPBR_VALUE[31:24]
23:16 GPBR_VALUE[23:16]

0x10 SYS_GPBR2 15:8 GPBR_VALUE[15:8]
7.0 GPBR_VALUE[7:0]
31:24 GPBR_VALUE[31:24]
23:16 GPBR_VALUE[23:16]

Ox14 SYS_GPBR3 15:8 GPBR_VALUE[15:8]
7.0 GPBR_VALUE[7:0]
31:24 GPBR_VALUE[31:24]
23:16 GPBR_VALUE[23:16]

0x18 SYS_GPBR4 15:8 GPBR_VALUE[15:8]
7.0 GPBR_VALUE[7:0]
31:24 GPBR_VALUE[31:24]
23:16 GPBR_VALUE[23:16]

0x1C SYS_GPBR5 -

X = 15:8 GPBR_VALUE[15:8]
7.0 GPBR_VALUE[7:0]
31:24 GPBR_VALUE[31:24]
23:16 GPBR_VALUE[23:16]

0x20 SYS_GPBR6 -

X = 15:8 GPBR_VALUE[15:8]
7.0 GPBR_VALUE[7:0]
31:24 GPBR_VALUE[31:24]
23:16 GPBR_VALUE[23:16]

0x24 SYS_GPBR7 -

X = 15:8 GPBR_VALUE[15:8]
7.0 GPBR_VALUE[7:0]
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13.3.1 GPBR Mode Register

Name: GPBR_MR
Offset: 0x0
Reset: 0x00000000

Property: Read/Write-Once

This register is write-once. All bits are cleared at first power-up and on each loss of VDDBU.

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
| GPBRRP15 | GPBRRP14 GPBRRP13 GPBRRP12 GPBRRP11 GPBRRP10 GPBRRP9 GPBRRP8
Access R/wW R/W R/W R/wW R/wW RwW R/W R/wW
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
GPBRRP7 GPBRRP6 GPBRRP5 GPBRRP4 GPBRRP3 GPBRRP2 GPBRRP1 GPBRRPO
Access R/W R/wW R/W R/wW R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1" 10 9 8
GPBRWP15 | GPBRWP14 | GPBRWP13 | GPBRWP12 | GPBRWP11 GPBRWP10 GPBRWP9 GPBRWP8
Access R/wW R/wW R/wW R/wW R/wW RwW R/W R/wW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
GPBRWP7 GPBRWP6 GPBRWP5 GPBRWP4 GPBRWP3 GPBRWP2 GPBRWP1 GPBRWPO
Access R/W R/wW R/W R/wW R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 16, 17, 18, 19, 20, 21, 22, 23, 24, 25, 26, 27, 28, 29, 30, 31 —- GPBRRPx GPBRx Read Protection
Value Description

0 The content of the corresponding GPBR register (32-bit part-select) can be read.

1 The corresponding GPBR register (32-bit part-select) always returns zero when read.

Bits 0,1, 2, 3,4,5,6,7,8,9, 10, 11, 12, 13, 14, 15 - GPBRWPx GPBRx Write Protection
Value Description

0 The corresponding GPBR register (32-bit part-select) can be written.

1 The corresponding GPBR register (32-bit part-select) is write-protected.
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13.3.2 GPBR Full Clear Register

Name: GPBR_FCLR
Offset: 0x04

Reset: 0x00000000
Property: Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register

(SYSC_WPMR).

All bits are cleared at first power-up and on each loss of VDDBU.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1" 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
FCLR
Access R/W
Reset 0

Bit 0 — FCLR Full Clear Enable

GPBR full clear is only possible if the system is not in Backup mode. In Backup mode, FCLR has no effect.

Value Description

0 SYS_GPBRO to SYS_GPBR3 are immediately cleared in case of fast wakeup pin tamper event.
1 All SYS_GPBRXx are immediately cleared in case of fast wakeup pin tamper event.
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13.3.3 General Purpose Backup Register x [x=0..7]

Name: SYS_GPBRx
Offset: 0x08 + x*0x04 [x=0..7]
Reset: 0x00000000

Property: R/W

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

These registers are reset at first power-up and on each loss of VDDBU.

Bit 31 30 29 28 27 26 25 24
| GPBR_VALUE[31:24]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
GPBR_VALUE[23:16]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
GPBR_VALUE[15:8]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
GPBR_VALUE[7:0]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0

Bits 31:0 —- GPBR_VALUE[31:0] Value of SYS_GPBRXx
Note: If an event has been detected on WKUP pins enabled for tamper event detection in RTC, it is not possible to
write to the General Purpose Backup registers (SYS_GPBRXx) while the event has not been cleared.
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Watchdog Timer (WDT)

Description

The Watchdog Timer (WDT) is used to prevent system lockup if the software becomes trapped in a deadlock. It
features one 12-bit down counter that allows a watchdog period of up to 16 seconds (slow clock around 32 kHz). The
WDT can generate a general reset or a processor reset only. In addition, it can be stopped while the processor is in
Debug mode or Sleep mode (Idle mode).

Embedded Characteristics
* 12-bit Key-protected Programmable Counter

» Watchdog Clock is Independent from Processor Clock
» Provides Reset or Interrupt Signals to the System
» Counter May Be Stopped while the Processor is in Debug State or in Idle Mode

Block Diagram

Figure 14-1. WDT Block Diagram

SLCK/128

12-bit down

WDT_CR.WDRSTT

WDT_WL.PERIOD

WDT_VR.COUNTER

WD_MR.RPTHRST

WD_MR.PERIODRST

WD_IMR.PERINT E

< PERIOD - RPTH

WD_IMR.RPTHINT

< PERIOD - LVLTH

WD_IMR.LVLINT

D

Functional Description

The WDT is used to prevent system lockup if the software becomes trapped in a deadlock. It is supplied with

VDDCORE. It restarts with initial values on processor reset.

WDT_RESET
(to reset controller)

WDT_INT
(to interrupt controller)

The WDT is built around a 12-bit down counter loaded with the value defined in field PERIOD of the Window Level
Register (WDT_WLR). WDT uses slow clock divided by 128 to establish the maximum watchdog period to 16
seconds (with a typical slow clock of 32.768 kHz).

The following parameters can be configured:
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»  Watchdog event period: a watchdog event occurs when the 12-bit down counter reaches 0, and leads to either
an interrupt (if bit PERINT in the Interrupt Mask register (WDT_IMR) is high) or a reset (if bit PERIODRST in the
Mode register (WDT_MR) is high).

* Minimum restart period: if the restart command is performed before this period, WDT creates a repeat violation.
A repeat violation leads to either an interrupt (if WDT_IMR.RPTHINT = 1) or a reset (if WDT_MR.RPTHRST =
1).

* Maximum period before single interrupt event: if WDT_IMR.LVLINT = 1, a single interrupt is generated (no
reset). The WDT_ILR.LVLTH value must be lower than WDT_WLR.PERIOD.

After a processor reset, the value of PERIOD is OxFFF, corresponding to the maximum value of the counter with the
external reset generation enabled (bit PERIODRST at 1 after a backup reset). This means that the WDT is running at
reset, i.e., at powerup. The user can either disable the WDT by setting bit WDT_MR.WDDIS to ‘1’ or reprogram the
WDT to meet the maximum WDT period the application requires.

If the WDT is restarted by writing into the corresponding Control register (WDT_CR), the corresponding WDT_MR
must not be programmed during a period of time of three slow clock periods following the WDT_CR write access. In
any case, programming a new value in WDT_MR automatically initiates a restart instruction.

WDT_MR, WDT_WLR and WDT_ILR (Interrupt Level register) can be written until a WDT_CR.LOCKMR command is
issued in the corresponding WDT_CR. Only a peripheral reset can configure the bit LOCKMR to 0.

When the bit WDT_CR.LOCKMR = 0, writing WDT_WLR reloads the corresponding WDT with the newly
programmed mode parameters.

In normal operation, the user reloads the WDT at regular intervals before the timer underflow occurs, by setting bit
WDT_CR.WDRSTT. The WDT counter is then immediately reloaded from PERIOD and restarted, and the slow clock
128 divider is reset and restarted.

Writing WDR_CR without the correct hard-coded key has no effect (see Watchdog Timer Control Register).

A repeat threshold can be defined for each watchdog in order to protect against dead-locks that would repeatedly
restart the watchdog. WDT_WLR.RPTH defines the minimum number of cycles to wait after a watchdog restart
before the WDT can be started again. If a watchdog restart occurs before this limit is reached, a repeat threshold
failure is asserted and the RPTHINT bit in the Interrupt Status register (WDT_ISR) is set to one.

If WDT_IMR.RPTHINT is high and a repeat threshold violation occurs in the WDT, an interrupt is generated.
If WDT_MR.RPTHRST is high and a repeat threshold violation occurs in the WDT, a watchdog reset is generated.

WDT reload must occur while the WDT counter is within a window between 0 and (PERIOD-RPTH). PERIOD and
RPTH are defined in WDT_WLR.

Note that this feature can be disabled by programming a null RPTH value. In such configuration, restarting the WDT
is permitted in the whole range [0 up to PERIOD] and does not generate an error. This is the default configuration on
reset (RPTH is null).

If a reset is generated or if WDT_SR is read, the status bits are reset and the interrupt is cleared.
Writing WDT_MR reloads and restarts the down counter.

While the processor is in debug state or in Sleep mode, the counter may be stopped depending on the value
programmed for the bits WDIDLEHLT and WDDBGHLT in WDT_MR.
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Figure 14-2. Watchdog Timing Diagram

WDT Down Counter

Value
e el i R —— PERIOD
o ! LVLTH
g : (Level Threshold)
LLl 1
o Forbidden window: 1
© in case of a WDT :
< restart, an interrupt |
| t bi 1
'5 g;s(ar;stgdcan © 1 If the WDT counter reaches this point,
< : an interrupt can be generated.
1
1
1
: Permitted window: :
1 WDT can be safely 1
| restarted in this area |
1 1
1 [} .
4 I I Time
_Y__ ; ;
1 1
1 1

! an interrupt or a reset can be generated
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Register Summary

ICE T = N I A I (N N N

0x00

0x04

0x08

0x0C

0x10

0x14

0x18

0x1C

0x20

WDT_CR

WDT_MR

WDT_VR

WDT_WLR

WDT_ILR

WDT_IER

WDT_IDR

WDT_ISR

WDT_IMR

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

KEY[7:0]

LOCKMR

WDIDLEHLT | WDDBGHLT

WDDIS
RPTHRST | PERIODRST

COUNTER[7:0]

RPTH[7:0]

PERIODI[7:0]

LVLTH[7:0]

WDRSTT

COUNTER[11:8]

RPTH[11:8]

PERIOD[11:8]

LVLTH[11:8]

LVLINT RPTHINT PERINT

LVLINT RPTHINT PERINT

LVLINT RPTHINT PERINT

LVLINT RPTHINT PERINT
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14.51 Watchdog Timer Control Register

Name: WDT_CR
Offset: 0x00
Reset: -

Property: Write-only

The WDT_CR register values must not be modified within three slow clock periods following a restart of the WDT
performed by a write access in WDT_CR. Any modification will cause the WDT to trigger an end of period earlier than

expected.
Bit 31 30 29 28 27 26 25 24
| KEY[7:0]
Access W w w w w W w w
Reset - - - - - - - -
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
LOCKMR WDRSTT
Access W w
Reset - -
Bits 31:24 — KEY[7:0] Password
Value Name Description
0xA5 PASSWD Writing any other value in this field aborts the write operation.

Bit 4 - LOCKMR Lock Mode Register Write Access

Value Description
0 No effect.

1 Locks the configuration registers if KEY is written to 0xA5. Write accesses to WDT_MR, WDT_WLR
and WDT_ILR have no effect.

Bit 0 - WDRSTT Watchdog Restart

Value Description
0 No effect.
1 Restarts the WDT if KEY is written to 0xA5.
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14.5.2 Watchdog Timer Mode Register
Name: WDT_MR
Offset: 0x04
Reset: 0x00000030
Property: Read/Write
Write access to this register has no effect if the LOCKMR command is issued in WDT_CR (unlocked on hardware
reset).
The WDT_MR register values must not be modified within three slow clock periods following a restart of the WDT
performed by a write access in WDT_CR. Any modification will cause the WDT to trigger an end of period earlier than
expected.
Bit 31 30 29 28 27 26 25 24
| | WDIDLEHLT | WDDBGHLT
Access R/W R/W
Reset 0 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1 10 9 8
WDDIS
Access R/W
Reset 0
Bit 7 6 5 4 3 2 1 0
RPTHRST PERIODRST
Access R/W R/W
Reset 1 1

Bit 29 — WDIDLEHLT Watchdog Idle Halt

Value Description
0 The WDT runs when the system is in idle state.
1 The WDT stops when the system is in idle state.

Bit 28 - WDDBGHLT Watchdog Debug Halt

Value Description
0 The WDT runs when the processor is in debug state.
1 The WDT stops when the processor is in debug state.

Bit 12 - WDDIS Watchdog Disable

Value Description
0 Enables the WDT.
1 Disables the WDT.

Bit 5— RPTHRST Minimum Restart Period

Value Description
0 No reset is generated if the WDT is restarted before the RPTH threshold.
1 A reset is generated if the WDT is restarted before the RPTH threshold.

Bit 4 — PERIODRST Period Reset
Value Description
0 No reset is generated if the WDT down counter reaches 0.
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Value Description

1 A reset is generated once the WDT down counter reaches 0.

© 2020 Microchip Technology Inc. Complete Datasheet DS60001579B-page 95



SAM9X60
Watchdog Timer (WDT)

14.5.3 Watchdog Timer Value Register

Name: WDT_VR
Offset: 0x08
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 11 10 9 8

COUNTER[11:8]

Access R R R R

Reset 0 0 0 0

Bit 7 6 5 4 3 2 1 0

COUNTERJ7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 11:0 — COUNTER[11:0] Watchdog Down Counter Value

Shows the current value of the WDT down counter for debug operation.

Due to the asynchronous operation of the WDT with respect to the rest of the chip, to be certain that the value read in
this register is valid and stable, it is necessary to read the register twice. If the data is the same both times, then it is
valid. Therefore, a minimum of two and a maximum of three accesses are required.
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14.5.4 Watchdog Timer Window Level Register
Name: WDT_WLR
Offset: 0x0C
Reset: 0x00000FFF
Property: Read/Write
Bit 31 30 29 28 27 26 25 24
RPTH[11:8]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 23 22 21 20 19 18 17 16
RPTHI7:0]
Access R/W R/W R/W R/W R/W R/W R/W RW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1" 10 9 8
PERIOD[11:8]
Access R/W R/W R/W R/wW
Reset 1 1 1 1
Bit 7 6 5 4 3 2 1 0
PERIODI[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1

Bits 27:16 — RPTH[11:0] Repeat Threshold
Defines the period before which a WDT restart generates an interrupt.

Bits 11:0 — PERIOD[11:0] Watchdog Period

Defines the period after which the WDT generates a reset.

© 2020 Microchip Technology Inc.

Complete Datasheet

DS60001579B-page 97



SAM9X60

Watchdog Timer (WDT)

14.5.5 Watchdog Timer Interrupt Level Register

Name: WDT_ILR
Offset: 0x10
Reset: 0x00000FFF
Property: Read/Write
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
LVLTH[11:8]
Access R/W R/W R/W R/W
Reset 1 1 1 1
Bit 7 6 5 4 3 2 1 0
LVLTHI[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1

Bits 11:0 — LVLTH[11:0] Level Threshold

Defines the period after which the WDT generates an interrupt.
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14.5.6 Watchdog Interrupt Enable Register

Name:
Offset:
Reset:
Property:

WDT_IER

0x14

Write-only

The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Enables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
LVLINT RPTHINT PERINT
Access W W w
Reset - - -

Bit 2 — LVLINT Interrupt Level Threshold Interrupt Enable
Bit 1 — RPTHINT Repeat Threshold Interrupt Enable

Bit 0 — PERINT Period Interrupt Enable
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14.5.7 Watchdog Interrupt Disable Register

Name: WDT_IDR
Offset: 0x18
Reset: -

Property: Write-only

The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Disables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
LVLINT RPTHINT PERINT
Access W W w
Reset - - -

Bit 2 — LVLINT Interrupt Level Threshold Interrupt Disable
Bit 1 — RPTHINT Repeat Threshold Interrupt Disable

Bit 0 — PERINT Period Interrupt Disable
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14.5.8 Watchdog Interrupt Status Register

Name: WDT_ISR
Offset: 0x1C
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

LVLINT RPTHINT PERINT
Access R R R
Reset 0 0 0

Bit 2 — LVLINT Interrupt Level Threshold Interrupt Status (cleared on read)

Value Description
0 No level threshold failure has occurred in the WDT since the last read of WDT_ISR.
1 At least one level threshold failure has occurred in the WDT since the last read of WDT_ISR.

Bit 1 — RPTHINT Repeat Threshold Interrupt Status (cleared on read)

Value Description
0 No repeat threshold failure has occurred in the WDT since the last read of WDT_ISR.
1 At least one repeat threshold failure has occurred in the WDT since the last read of WDT_ISR.

Bit 0 — PERINT Period Interrupt Status (cleared on read)

Value Description
0 No period failure has occurred in the WDT since the last read of WDT_ISR.
1 At least one period failure has occurred in the WDT since the last read of WDT_ISR.
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14.5.9

Bit

Access

Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Watchdog Interrupt Mask Register

Name:
Offset:
Reset:
Property:

WDT_IMR
0x20
0x00000000
Read-only

The following configuration values are valid for all listed bit names of this register:

0: The corresponding interrupt is disabled.

1: The corresponding interrupt is enabled.

Bit 2 — LVLINT Interrupt Level Threshold Interrupt Mask

Bit 1 — RPTHINT Repeat Threshold Interrupt Mask

Bit 0 — PERINT Period Interrupt Mask

31 30 29 28 27 26 25 24

23 22 21 20 19 18 17 16

15 14 13 12 1 10 9 8

7 6 5 4 3 2 1 0
LVLINT RPTHINT PERINT

R R R

0 0 0
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15. Reset Controller (RSTC)

15.1 Description
The Reset Controller (RSTC) handles all the resets of the system without any external components. It reports which
reset occurred last.
The RSTC is driven by Power-on Reset (POR) cells, software, an external reset pin, and peripheral events.

The RSTC drives simultaneously the External reset and the Peripheral and Processor resets.

15.2 Embedded Characteristics
» Driven by Embedded Power-on Reset, Software, External Reset Pin and Peripheral Events
* Management of All System Resets, Including
— External devices through an 1/0 multiplexed output reset pin
— Processor
— Peripheral set
* Reset Source Status
— Status of the last reset

— Either VYDDCORE, VDDIN33 and VDDBU POR reset, Software reset, User reset, Watchdog reset, 32.768
kHz Crystal Oscillator Failure Detection reset

15.3 Block Diagram
Figure 15-1. RSTC Block Diagram
BACKUP area reset

POR
VDDBU
| POR I
VDDIN33 —> .RSTC .
interrupt line
POR VDDCORE reset
VDDCORE Reset

Reset Controller

Y

Y

State
Manager Processor and
NRST Pin | I > peripherals
NRST reset line
Manager
1/O Pin D ) PIO < nrst_out external_reset
Ctrl
From [Wd_fault >
watchdog ™
A
Config. , GPBR
Reg. Enable Clear on
Tamper Event
MD_SLCK
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Functional Description

Overview

The RSTC is made up of an NRST manager and a reset state manager. The RSTC clock is MD_SLCK (monitoring
domain slow clock). The RSTC generates the following reset signals:

* Processor reset line (also resets the Watchdog Timer)
» Entire set of embedded peripherals reset line
* NRST pin
Note: Processor and peripheral reset lines are driven in the same way.

These internal reset signals are asserted by the RSTC, either on events generated by peripherals, events on NRST
pin, or on software action. The reset state manager controls the generation of reset signals and drives the NRST pin
when required.

The NRST manager asserts the NRST pin during a programmable time, thus controlling external device resets.
The Mode register (RSTC_MR), used to configure the RSTC, is powered by VDDBU.

NRST Manager

The NRST manager samples the NRST pin and drives this pin low when required by the reset state manager. See
the following figure.

Figure 15-2. NRST Pin Management

RSTC_MR
RSTC_SR URSTIEN
URSTS

——> RSTC
NRSTL RSTC_MR Other j : Interrupt line

URSTEN _ reset
interrupt

NRST sources

| I » user_reset
RSTC_MR
ERSTL
1/0

nrst_out . external_reset
D — External Reset Timer lje«————

P1O
Ctrl

15.4.2.1 NRST Signal or Interrupt

The NRST manager handles the NRST input line asynchronously if RSTC_MR.URSTASYNC =1. When the NRST
input is low, a user reset is immediately reported to the Reset State manager and the internal reset signals are
asserted even if there is a clock failure on MD_SLCK (safe reset).

The NRST manager handles the NRST input line synchronously if RSTC_MR.URSTASYNC=0. When the line is low,
it is first resynchronized on slow clock before it is reported to the Reset State manager. In both cases, when the
NRST goes from low to high, the internal reset is synchronized with the monitoring slow clock to provide a safe
internal de-assertion of reset (if enabled).

If RSTC_MR.URSTEN=0, the assertion of the NRST input pin does not trigger a VDDCORE domain reset.
The level of the pin NRST is reported in NRSTL of the Status register (RSTC_SR).

As soon as the pin NRST is asserted (low level), RSTC_SR.URSTS=1. This bit is cleared on read.

If RSTC_MR.URSTIEN=1, the assertion of NRST pin triggers an interrupt rather than a VDDCORE reset.
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15.4.2.2 NRST External Reset Control

15.4.3

15.4.3.1

The RSTC can be configured to assert the external reset line (NRST). The NRST pin is driven low for a time
programmed by RSTC_MR.ERSTL. This assertion duration lasts 2(ERSTL*1) MD_SLCK cycles. This assertion
duration time is in the range of 60 ps to 2 seconds. If ERSTL=0, a two slow clock period duration is generated on the
NRST pin.

This feature allows the NRST line to be compliant with any external devices connected on the system reset (i.e.,
when external devices require a longer start-up time than the processor system).

Reset States

The reset state manager handles the different reset sources and generates the internal reset signals. It reports the
reset status in RSTC_SR.RSTTYP. RSTC_SR.RSTTYP is updated when the Processor reset is released.

If more than one reset event occurred since the last read of RST_SR, the field RSTTYP reports the first reset that
occurred.

General Reset

A general reset occurs when a VDDBU Power-on reset is detected. The internal VDDCORE reset signal is asserted
when a general reset occurs. All the reset signals are released and RSTC_SR.RSTTYP reports a general reset.

The NRST line rises two cycles after the VDDCORE reset line, as ERSTL defaults at value 0x0.
The following figure shows how the general reset affects the reset signals.

Figure 15-3. General Reset Timing Diagram

Power Supply
Activation

wosiox L)L LT T T

1L
SRS
0 S 1 s
| ))

>
Backup Area POR S S S S 2 SLCK cycles 5 Main RC cycles
Output
i 5 SLCK S S
. ! cycles
Backup Logic " Active > Inactive S S
Reset .

Processor
Reset Line Active S S Inactive

6.5 SLCK cycles + 2 Main RC cycles

Peripheral E—
Reset Line Active SS / Inactiye

3 SLCK cycles —
NRST Active S S Inactivgs
(nrst_out)

VDDCORE POR Regulator Start Inactive S S S S_ \
Output S s—

RSTTYP XXX )( 0x0 = General Reset S s XXX

15.4.3.2 Backup Exit Reset

A Backup reset occurs when the chip exits from Backup mode. While exiting Backup mode, the VDDCORE reset
signal is de-asserted.

RSTC_SR.RSTTYP is updated to report a Backup reset.
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15.4.3.3 32.768 kHz Crystal Oscillator Failure Detection Reset

The 32.768 kHz Crystal Oscillator Failure Detection reset is done when the 32.768 kHz crystal oscillator frequency
monitoring circuitry in the PMC detects a failure and RSTC_MR.SCKSW is written to '1". This reset lasts three slow
clock cycles.

When RSTC_MR.SCKSW is written to ‘0’, the 32.768 kHz crystal oscillator fault has no impact on the RSTC.

During the 32.768 kHz Crystal Oscillator Failure Detection reset, the Processor reset and the Peripheral reset are
asserted. The NRST line is also asserted, depending on the value of RSTC_MR.ERSTL.

When the 32.768 kHz crystal oscillator failure generates a VDDCORE reset, PMC_SR.XT32KERR is automatically
cleared by the Peripheral and Processor resets.

Figure 15-4. 32.768 kHz Crystal Oscillator Failure Detection Reset Timing Diagram

wso [ () (g
o\

oo LS L
Oscillator
Any Al
MCK Frequency. -\ %% ” .I_%% Frengncx.

I
3 MD_SLCK cycles + 2 MCK cyclels

Processor and % g_

Perlphergls Inactive -\ Active Inactive
Reset Line

Min = 2 MD | SLCK cycles if ERSTL=0 (g.g. 8 if ERSTL=2)

NRST .
(nrst_out) Inactive -\_g g Active / Inactive % %

RSTTYP XXX X 0x7 = XTAL Fail Reset g g

15.4.3.4 Watchdog Reset

The Watchdog reset is entered when a watchdog fault occurs. This reset lasts three MD_SLCK cycles.

When in Watchdog reset, the Processor reset and the Peripheral reset are asserted. The NRST line is also asserted,
depending on the value of RSTC_MR.ERSTL. However, the resulting low level on NRST does not result in a User
reset state.

The WDT is reset by the Processor reset signal. As the watchdog fault always causes a Processor reset if
WDT_MR.WDRSTEN is written to ‘1’, the WDT is always reset after a Watchdog reset, and the Watchdog is enabled
by default and with a period set to a maximum.

When WDT_MR.WDRSTEN is written to ‘0’, the watchdog fault has no impact on the RSTC.

After a watchdog overflow occurs, the report on the RSTC_SR.RSTTYP may differ (either WDT_RST or USER_RST)
depending on the external components driving the NRST pin. For example, if the NRST line is driven through a
resistor and a capacitor (NRST pin debouncer), the reported value is USER_RST if the low-to-high transition is
greater than one MD_SLCK cycle.
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Figure 15-5. Watchdog Reset Timing Diagram
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15.4.3.5 Software Reset

The RSTC offers commands to assert the different reset signals. These commands are performed by writing the
Control register (RSTC_CR) with the following bits at ‘1’

« RSTC_CR.PROCRST: Writing a ‘1’ to PROCRST resets the processor and all the embedded peripherals,
including the memory system and, in particular, the Remap Command.

*+ RSTC_CR.EXTRST: Writing a ‘1’ to EXTRST asserts low the NRST pin during a time defined by the field
RSTC_MR.ERSTL.

The Software reset is entered if at least one of these bits is written to ‘1’ by the software. All these commands can be
performed independently or simultaneously. The Software reset lasts three MD_SLCK cycles.

The internal reset signals are asserted as soon as the register write is performed. This is detected on the Master
Clock (MCK). They are released when the Software reset has ended, i.e., synchronously to MD_SLCK.

If EXTRST is written to ‘1’, the nrst_out signal is asserted depending on the configuration of RSTC_MR.ERSTL.
However, the resulting falling edge on NRST does not lead to a User reset.

If and only if the RSTC_CR.PROCRST is written to ‘1’, the RSTC reports the software status in field
RSTC_SR.RSTTYP. Other software resets are not reported in RSTTYP.

As soon as a software operation is detected, RSTC_SR.SRCMP is written to ‘1. SRCMP is cleared at the end of the
Software reset. No other Software reset can be performed while SRCMP=‘1", and writing any value in the RSTC_CR
has no effect.
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Figure 15-6. Software Reset Timing Diagram
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15.4.3.6 User Reset

The User reset is entered when a low level is detected on the NRST pin and RSTC_MR.URSTEN =1. If
URSTASYNC=1, a falling edge of the NRST input signal immediately asserts internal reset lines. If URSTASYNC=0,
the NRST input signal is resynchronized and internal reset lines are asserted once a falling edge has been detected
on the resynchronized NRST input signal.

The Processor reset and the Peripheral reset are asserted.

The User reset is released when NRST rises, after a two-cycle resynchronization time and a 2-cycle processor start-
up. The processor clock is re-enabled as soon as NRST is confirmed high.

When the Processor reset signal is released, RSTC_SR.RSTTYP is loaded with the value 0x4, indicating a User
reset.

The NRST manager ensures that the NRST line is asserted as programmed in the field ERSTL. However, if NRST is
driven low externally, the internal reset lines remain asserted until NRST rises.
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Figure 15-7. User Reset State (URSTASYNC = '0')
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Figure 15-8. User Reset State (URSTASYNC ='1")
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15.4.4

Reset State Priorities

The reset state manager manages the priorities among the different reset sources. The resets are listed in order of

priority as follows:

1.

2.
3.
4

General reset

Backup reset

32.768 kHz Crystal Failure Detection reset
Watchdog reset
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5. Software reset
6. Userreset

Specific cases are listed below:

*  When in User reset:
— A watchdog event is impossible because the WDT is being reset by the Processor reset signal.
— A Software reset is impossible, since the Processor reset is being activated.
* When in Software reset:
— A watchdog event has priority over the current state.
— The NRST has no effect.
*  When in Watchdog reset:
— The Processor reset is active and so a Software reset cannot be programmed.
— A User reset cannot be entered.
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15.5 Register Summary

ICE T = N I A I (N N N

31:24 KEY[7:0]
23:16

15:8

7:0 EXTRST PROCRST
31:24
23:16 SRCMP NRSTL
15:8 RSTTYP[2:0]

7:0 URSTS
31:24 KEY[7:0]
23:16 ENGCLR

15:8 ERSTL[3:0]

7:0 URSTIEN URSTASYNC SCKSW URSTEN

0x00 RSTC_CR

0x04 RSTC_SR

0x08 RSTC_MR
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15.5.1 RSTC Control Register

Name: RSTC_CR
Offset: 0x00
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
KEY[7:0]
Access W w W w w W W w
Reset - - - - - - - -
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 " 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
EXTRST PROCRST
Access W W
Reset -

Bits 31:24 — KEY[7:0] System Reset Key
Description

Value Name

0xAS5 PASSWD

Bit 3 — EXTRST External Reset

Writing any other value in this field aborts the write operation.

Value Description
0 No effect.

1 If KEY = 0xA5, asserts the NRST pin.

Bit 0 —- PROCRST Processor Reset

Value Description
0 No effect.

1 If KEY = 0xA5, resets the processor and all the embedded peripherals.
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15.5.2 RSTC Status Register
Name: RSTC_SR
Offset: 0x04
Reset: 0x00000000
Property: Read-only
The reset value assumes that a general reset has been performed, subject to change if other types of reset are
generated.
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
SRCMP NRSTL
Access R R
Reset 0 0
Bit 15 14 13 12 1 10 9 8
RSTTYP[2:0]
Access R R R
Reset 0 0 0
Bit 7 6 5 4 3 2 1 0
URSTS
Access R
Reset 0

Bit 17 —- SRCMP Software Reset Command in Progress
When set, this bit indicates that a software reset command is in progress and that no further software reset should be
performed until the end of the current one. This bit is automatically cleared at the end of the current software reset.
Value Description

0 No software command is being performed by the RSTC. The RSTC is ready for a software command.

1 A software reset command is being performed by the RSTC. The RSTC is busy.

Bit 16 — NRSTL NRST Pin Level
Registers the NRST pin level sampled on each MCK rising edge.

Bits 10:8 — RSTTYP[2:0] Reset Type
This field reports the cause of the last processor reset. Reading RSTC_SR does not reset this field.

Value Name Description

0 GENERAL_RST First power-up reset

1 BACKUP_RST Return from Backup mode

2 WDT_RST Watchdog fault occurred

3 SOFT_RST Processor reset required by the software

4 USER_RST NRST pin detected low

5 - Reserved

6 - Reserved

7 SLCK_XTAL_RST 32.768 kHz crystal failure detection fault occurred

Bit 0 - URSTS User Reset Status

A high-to-low transition of the NRST pin sets URSTS. This transition is also detected on the MCK rising edge. If the
user reset is disabled (RSTC_MR.URSTEN = 0) and if the interrupt is enabled by RSTC_MR.URSTIEN, URSTS
triggers an interrupt. Reading RSTC_SR resets URSTS and clears the interrupt.
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Value Description
0 No high-to-low edge on NRST happened since the last read of RSTC_SR.
1 At least one high-to-low transition of NRST has been detected since the last read of RSTC_SR.
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15.5.3 RSTC Mode Register
Name: RSTC_MR
Offset: 0x08
Reset: 0x00000001
Property: Read/Write
This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).
Bit 31 30 29 28 27 26 25 24
| KEY[7:0]
Access w w w w w w w w
Reset 0 0 0 0 0 0 0 -
Bit 23 22 21 20 19 18 17 16
ENGCLR
Access R/W
Reset 0
Bit 15 14 13 12 1 10 9 8
ERSTL[3:0]
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bit 7 6 5 4 3 2 1 0
URSTIEN URSTASYNC SCKSW URSTEN
Access R/W R/W R/W R/W
Reset 0 0 0 1
Bits 31:24 — KEY[7:0] Write Access Password
Value Name Description
0xA5 PASSWD Writing any other value in this field aborts the write operation.

Always reads as 0.

Bit 20 - ENGCLR Enable GPBR Clear on Tamper Event
0 Disables the GPBR immediate clear on tamper detection event.
1 Enables the GPBR immediate clear on tamper detection event

Bits 11:8 — ERSTL[3:0] External Reset Length

This field defines the external reset length. The external reset is asserted during a time of 2ERSTL+1) MD_SLCK
cycles. This allows assertion duration to be programmed between 60 ps and 2 seconds. Note that synchronization
cycles must also be considered when calculating the actual reset length as previously described.

Bit 4 - URSTIEN User Reset Interrupt Enable

Value Description

0 RSTC_SR.USRTS at ‘1’ has no effect on the RSTC interrupt line.
1 RSTC_SR.USRTS at ‘1’ asserts the RSTC interrupt line if URSTEN = 0.

Bit 2 - URSTASYNC User Reset Asynchronous Control
See 15.4.2.1 NRST Signal or Interrupt for important information on the use of URSTASYNC.

Value Description

0 The NRST input signal is managed synchronously.
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Value Description
1 The NRST input signal is managed asynchronously.

Note: This mode cannot be selected if the external bus interface drives an SDR/DDR memory device
and another memory on the same bus.

Bit 1 — SCKSW Slow Clock Switching

Value Description
0 The detection of a 32.768 kHz crystal failure has no effect.
1 The detection of a 32.768 kHz crystal failure resets the logic supplied by VDDCORE.

Bit 0 —- URSTEN User Reset Enable
Value Description

0 The detection of a low level on the NRST pin does not generate a user reset.
1 The detection of a low level on the NRST pin triggers a user reset.
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Real-time Timer (RTT)

Description

The Real-time Timer (RTT) is built around a 32-bit counter used to count roll-over events of the programmable 16-bit
prescaler driven from the 32-kHz slow clock source. It generates a periodic interrupt and/or triggers an alarm on a
programmed value.

The RTT can also be configured to be driven by the 1Hz RTC signal, thus taking advantage of a calibrated 1Hz clock.

The slow clock source can be fully disabled to reduce power consumption when only an elapsed seconds count is
required.

Embedded Characteristics
» 32-bit Free-running Counter on prescaled slow clock or RTC calibrated 1Hz clock
» 16-bit Configurable Prescaler
* Interrupt on Alarm or Counter Increment
* Programmable Event

Block Diagram

Figure 16-1. RTT Block Diagram
RTT_MR RTT_MR RTT_MR

| RTDIS | [ RTTRST| [ RTPRES |
‘L ‘L RTT_MR
reload RTTINCIEN
16-bit
RTT Prescaler l
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RTT MR l | RTTRSTH1 0 /
- [
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P Counter RT??%R"’ RTT_MR

ALMIEN
RTT_VR| CRTV reset
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Functional Description

The programmable 16-bit prescaler value can be configured through the RTPRES field in the RTT Mode register
(RTT_MR).

Configuring the RTPRES field value to 0x8000 (default value) corresponds to feeding the real-time counter with a
1Hz signal (if the slow clock is 32.768 kHz). The 32-bit counter can count up to 232 seconds, corresponding to more

than 136 years, then roll over to 0. Bit RTTINC in the RTT Status Register (RTT_SR) is set each time there is a
prescaler roll-over (see the figure below).

The real-time 32-bit counter can also be supplied by the 1Hz RTC clock. This mode is interesting when the RTC 1Hz
is calibrated (CORRECTION field # 0 in RTC_MR) in order to guaranty the synchronism between RTC and RTT
counters.

Setting the RTC1HZ bit in the RTT_MR drives the 32-bit RTT counter from the 1Hz RTC clock. In this mode, the
RTPRES field has no effect on the 32-bit counter.

The prescaler roll-over generates an increment of the real-time timer counter if RTC1HZ = 0. Otherwise, if RTC1HZ =
1, the RTT counter is incremented every second. The RTTINC bit is set independently from the 32-bit counter
increment.

The RTT can also be used as a free-running timer with a lower time-base. The best accuracy is achieved by writing
RTPRES to 3 in RTT_MR.

Programming RTPRES to 1 or 2 is forbidden.

The CRTYV field can be read at any time in the RTT Value register (RTT_VR). As this value can be updated
asynchronously with the Master Clock, the CRTV field must be read twice at the same value to read a correct value.

The current value of the counter is compared with the value written in the RTT Alarm register (RTT_AR). If the
counter value matches the alarm, the ALMS bit in the RTT_SR is set. The RTT_AR is set to its maximum value
(OXFFFFFFFF) after a reset.

The ALMS flag is always a source of the RTT alarm signal that may be used to exit the system from low power
modes (see the Real-time Timer Block Diagram above).

The alarm interrupt must be disabled (ALMIEN must be cleared in RTT_MR) when writing a new ALMV value in the
RTT_AR.

The RTTINC bit can be used to start a periodic interrupt, the period being one second when the RTPRES field value
= 0x8000 and the slow clock = 32.768 kHz.

The RTTINCIEN bit must be cleared prior to writing a new RTPRES value in the RTT_MR.
Reading the RTT_SR automatically clears the RTTINC and ALMS bits.

Writing the RTTRST bit in the RTT_MR immediately reloads and restarts the clock divider with the new programmed
value. This also resets the 32-bit counter.

When not used, the RTT can be disabled in order to suppress dynamic power consumption in this module. This can
be achieved by setting the RTTDIS bit in the RTT_MR.
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Figure 16-2. RTT Counting
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The RTTINC2 flag is set when the number of prescaler roll-overs programmed through the SELINC2 field in the RTT
Modulo Selection register (RTT_MODR) has been reached since the last read of the RTT_SR.

For example, it is possible to generate 2 sources of interrupt of different periods with flags RTTINC and RTTINC2. If
the RTT slow clock frequency is 32.768 kHz and RTPRES=32, the RTTINC flag rises 1024 times per second (less
than 1 ms period). If the field SELINC2=5, the RTTINC2 flag rises once per second.

If RTTINC is defined as the unique source of interrupt (RTTINCEN=1, ALMIEN=0 and INC2AEN=0 in RTT_MR), the
value read in RTT_SR by the interrupt handler determines if the current interrupt event corresponds to a 1-second
event (RTT_SR[2:1]=3) or to a 1-millisecond event (RTT_SR[2:1]=1). See the figure below.

If the bit INC2AEN=1, RTTINC2 flag is also a source for the RTT alarm signal. See Figure 16-1.

Figure 16-3. RTTINC2 Behavior
RTT slow clock=32.768KHz, RTPRES=32, SELINC2=5

1 second 1 second
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Register Summary
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16.5.1 Real-time Timer Mode Register
Name RTT_MR
Offset: 0x00
Reset: 0x00008000
Property Read/Write
This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).
Bit 31 30 29 28 27 26 25 24
| | RTC1HZ
Access R/W
Reset 0
Bit 23 22 21 20 19 18 17 16
INC2AEN RTTDIS RTTRST RTTINCIEN ALMIEN
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
RTPRES[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
RTPRES[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 24 - RTC1HZ Real-Time Clock 1Hz Clock Selection

Value Description
0 The RTT 32-bit counter is driven by the 16-bit prescaler roll-over events.
1 The RTT 32-bit counter is driven by the 1Hz RTC clock.

Bit 21 — INC2AEN RTTINC2 Alarm and Interrupt Enable

Value Description
0 The RTTINC2 flag is not a source of the RTT alarm signal nor a source of interrupt.
1 The RTTINC2 flag is a source of the RTT alarm signal and a source of interrupt.

Bit 20 — RTTDIS Real-time Timer Disable

Value Description
0 The RTT is enabled.
1 The RTT is disabled (no dynamic power consumption).

Bit 18 — RTTRST Real-time Timer Restart

Value Description

0 No effect.

1 Reloads and restarts the clock divider with the new programmed value. This also resets the 32-bit
counter.

Bit 17 — RTTINCIEN Real-time Timer Increment Interrupt Enable
Value Description
0 The bit RTTINC in RTT_SR has no effect on interrupt.
1 The bit RTTINC in RTT_SR asserts interrupt.

Bit 16 — ALMIEN Alarm Interrupt Enable
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Value Description
0 The bit ALMS in RTT_SR has no effect on interrupt.

1 The bit ALMS in RTT_SR asserts interrupt.

Bits 15:0 —- RTPRES[15:0] Real-time Timer Prescaler Value
Defines the number of RTT slow clock periods required to increment the Real-time timer. The RTTINCIEN bit must be
cleared prior to writing a new RTPRES value.
RTPRES is defined as follows:
+ RTPRES = 0: The prescaler period is equal to 2'¢ * slow clock periods.
+ RTPRES =1 or 2: forbidden.

« RTPRES #0, 1 or 2: The prescaler period is equal to RTPRES * slow clock periods.
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16.5.2 Real-time Timer Alarm Register

Name: RTT_AR
Offset: 0x04
Reset: OxFFFFFFFF

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
| ALMV[31:24]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1
Bit 23 22 21 20 19 18 17 16
ALMV[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1
Bit 15 14 13 12 11 10 9 8
ALMV[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 1 1 1 1 1 1 1 1
Bit 7 6 5 4 3 2 1 0
ALMV[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W

Reset 1 1 1 1 1 1 1 1

Bits 31:0 — ALMV[31:0] Alarm Value
When the CRTV value in RTT_VR equals the ALMV field, the ALMS flag is set in RTT_SR.
The alarm interrupt must be disabled (ALMIEN must be cleared in RTT_MR) when writing a new ALMV value.
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16.5.3 Real-time Timer Value Register

Name: RTT_VR
Offset: 0x08
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
CRTV[31:24]

Access R R R R R R R R

Reset 0 0 0 0 0 0 0 0

Bit 23 22 21 20 19 18 17 16
CRTV[23:16]

Access R R R R R R R R

Reset 0 0 0 0 0 0 0 0

Bit 15 14 13 12 11 10 9 8
CRTV[15:8]

Access R R R R R R R R

Reset 0 0 0 0 0 0 0 0

Bit 7 6 5 4 3 2 1 0

CRTV[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 31:0 — CRTV[31:0] Current Real-time Value
Returns the current value of the RTT.
As CRTV can be updated asynchronously, it must be read twice at the same value.
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16.5.4 Real-time Timer Status Register

Name: RTT_SR
Offset: 0x0C
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

RTTINC2 RTTINC ALMS
Access R R R
Reset 0 0 0

Bit 2 - RTTINC2 Predefined Number of Prescaler Roll-overs Status (cleared on read)

Value Description

0 SELINC2 = 0 or the number of prescaler roll-overs programmed through the SELINC2 field in
RTT_MODR has not been reached since the last read of the RTT_SR.

1 The number of prescaler roll-overs programmed through the SELINC2 field has been reached since

the last read of the RTT_SR.

Bit 1 — RTTINC Prescaler Roll-over Status (cleared on read)

Value Description
0 No prescaler roll-over occurred since the last read of the RTT_SR.
1 Prescaler roll-over occurred since the last read of the RTT_SR.

Bit 0 - ALMS Real-time Alarm Status (cleared on read)

Value Description
0 The Real-time Alarm has not occurred since the last read of RTT_SR.
1 The Real-time Alarm occurred since the last read of RTT_SR.
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16.5.5 Real-time Timer Modulo Selection Register

Name:
Offset:
Reset:
Property:

RTT_MODR

0x10

0x00000000
Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
SELINC2[2:0]
Access R/W R/W R/W
Reset 0 0 0

Bits 2:0 — SELINC2[2:0] Selection of the 32-bit Counter Modulo to generate RTTINC2 Flag

Value

g b w NP O

Name

Description

NO_RTTINC2 The RTTINC2 flag never rises.

The RTTINC2 flag is set when CRTV modulo 64 equals 0.

The RTTINC2 flag is set when CRTV modulo 128 equals 0.

The RTTINC2 flag is set when CRTV modulo 256 equals 0.

The RTTINC2 flag is set when CRTV modulo 512 equals 0.

The RTTINC2 flag is set when CRTV modulo 1024 equals 0.

Example: If RTPRES=32 then RTTINC2 flag rises once per second if the slow clock is

MODG64

MOD128
MOD256
MOD512

MOD1024

MOD2048
MOD4096

32.768 kHz.

The RTTINC2 flag is set when CRTV modulo 2048 equals O.
The RTTINC2 flag is set when CRTV modulo 4096 equals O.
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16.5.6 Real-time Timer Timestamp Register

Name: RTT_TSR
Offset: 0x14
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
TSTAMP[23:16]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
TSTAMP[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
TSTAMP[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 23:0 — TSTAMP[23:0] Real-time Timer Value Timestamp
Each time an event triggers the flag RTT_SR.RTTINC2, RTT_VR.CRTV is copied into RTT_TSR.TSTAMP. The field
TSTAMP remains stable until next event RTT_SR.RTTINC2 and can be used for event timestamping.
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17. Real-time Clock (RTC)

171  Description

The Real-time Clock (RTC) peripheral is designed for very low power consumption. For optimal functionality, the RTC
requires an accurate external 32.768 kHz clock, which can be provided by a crystal oscillator.

It combines a complete time-of-day clock with alarm and a Gregorian or Persian calendar, complemented by a
programmable periodic interrupt. The alarm and calendar registers are accessed by a 32-bit data bus.

The RTC can also be configured for the UTC time format.

The time and calendar values are coded in binary-coded decimal (BCD) format. The time format can be 24-hour
mode or 12-hour mode with an AM/PM indicator.

Updating time and calendar fields and configuring the alarm fields are performed by a parallel capture on the 32-bit
data bus. An entry control is performed to avoid loading registers with incompatible BCD format data or with an
incompatible date according to the current month/year/century.

A clock divider calibration circuitry can be used to compensate for crystal oscillator frequency variations.

Timestamping capability reports the first and last occurrences of tamper events.

17.2 Embedded Characteristics

* Full Asynchronous Design for Ultra Low-Power Consumption
» Gregorian, UTC and Persian Modes Supported
* Programmable Periodic Interrupt
» Safety/Security Features:
— Valid time and date programming check
— On-the-fly time and date validity check
» Counters Calibration Circuitry to Compensate for Crystal Oscillator Variations
» Waveform Generation for Trigger Event
« Tamper Control Registers and Detection Logic
* Tamper Timestamping Registers
» Register Write Protection

17.3 Block Diagram
Figure 17-1. RTC Block Diagram

I 1 RTCOUTO
Slow Clock 32768 Divider ) Wave _"(ADC AD[n:0] trigger)
Time Date Generator
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Clock Calibration (ADC ADIn] trigger)
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Product Dependencies

Power Management

The Real-time Clock is continuously clocked at 32.768 kHz. The Power Management Controller (PMC) has no effect
on RTC behavior.

Interrupt
Within the System Controller, the RTC interrupt is OR-wired with all the other module interrupts.

Only one System Controller interrupt line is connected on one of the internal sources of the interrupt controller.
RTC interrupt requires the interrupt controller to be programmed first.

When a System Controller interrupt occurs, the service routine must first determine the cause of the interrupt. This is
done by reading each status register of the System Controller peripherals successively.

Functional Description

The RTC provides a full binary-coded decimal (BCD) clock that includes century (19/20), year (with leap years),
month, date, day, hours, minutes and seconds reported in RTC Time Register (RTC_TIMR) and RTC Calendar
Register (RTC_CALR).

The RTC can operate in UTC mode, giving the number of seconds elapsed since a reference time defined by the
user (the UTC standard—ISO 8601—reference time is the 30th of June 1972). In this mode, the timefield is 32 bits
wide and coded in hexadecimal format.

The valid year range is up to 2099 in Gregorian mode (or 1300 to 1499 in Persian mode).
The RTC can operate in 24-hour mode or in 12-hour mode with an AM/PM indicator.

Corrections for leap years are included (all years divisible by 4 being leap years except 1900). This is correct up to
the year 2099.

The RTC can generate events to trigger ADC measurements.

Reference Clock
The reference clock is the slow clock. It can be driven externally by a 32.768 kHz crystal, or internally.

Timing

In Gregorian and Persian modes, the RTC is updated in real time at one-second intervals in Normal mode for the
counters of seconds, at one-minute intervals for the counter of minutes and so on.

In UTC mode, the RTC is updated in real-time at one-second intervals (32-bit UTC counter default configuration).

Due to the asynchronous operation of the RTC with respect to the rest of the chip, to ensure that the value read in the
RTC registers (century, year, month, date, day, hours, minutes, seconds) are valid and stable, it is necessary to read
these registers twice. If the data is the same both times, then it is valid. Therefore, a minimum of two and a maximum
of three accesses are required.

Alarm
In Gregorian and Persian modes, the RTC has five programmabile fields: month, date, hours, minutes and seconds.

Each of these fields can be enabled or disabled to match the alarm condition:
+ If all the fields are enabled, an alarm flag is generated (the corresponding flag is asserted and an interrupt
generated if enabled) at a given month, date, hour/minute/second.
» If only the “seconds” field is enabled, then an alarm is generated every minute.
Depending on the fields that are enabled in the RTC Calendar Alarm register (RTC_CALALR) and the RTC Time

Alarm register(RTC_TIMALR), a large number of possibilities are available to the user ranging from minutes to
365/366 days.
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Note: To change one of the RTC_TIMALR.SEC, MIN, HOUR and/or RTC_CALALR.DATE, MONTH fields, it is
recommended to disable the field before changing the value and then re-enable it after the change has been made.
This requires up to three accesses to the RTC_TIMALR or RTC_CALALR. The first access clears the enable
corresponding to the field to change (RTC_TIMALR.SECEN, MINEN, HOUREN and/or RTC_CALALR.DATEEN,
MTHEN). If the field is already cleared, this access is not required. The second access performs the change of the
value (RTC_TIMALR.SEC, MIN, HOUR and/or RTC_CALALR.DATE, MONTH). The third access is required to re-
enable the field by writing 1 in RTC_TIMALR.SECEN, MINEN, HOUREN and/or RTC_CALALR.DATEEN, MTHEN.

In UTC mode, RTC_TIMALR must be configured to set the UTC alarm value and bit 0 in RTC_CALALR must be used
to enable or disable the UTC alarm. If the UTC alarm is enabled, the alarm is generated once the UTC time matches
the programmed UTC_TIME alarm field.

To change the UTC_TIME alarm field, proceed as follows:

1. Disable the UTC alarm by clearing RTC_CALALR.UTCEN if it is not already cleared.
2. Change the RTC_TIMALR.UTC_TIME alarm value.
3. Re-enable the UTC alarm by setting RTC_CALALR.UTCEN.

Error Checking when Programming

Verification on user interface data is performed when accessing the century, year, month, date, day, hours, minutes,
seconds and alarms. A check is performed on illegal BCD entries such as illegal date of the month with regard to the
year and century configured.

If one of the time fields is not correct, the data is not loaded into the register/counter and a flag is set in the validity
register. The user can not reset this flag. It is reset as soon as an acceptable value is programmed. This avoids any
further side effects in the hardware. The same procedure is followed for the alarm.

The following checks are performed:

1. Century (check if it is in range 19—20 or 13—14 in Persian mode)

Year (BCD entry check)

Date (check range 01-31)

Month (check if it is in BCD range 01-12, check validity regarding “date”)
Day (check range 1-7)

Hour (BCD checks: in 24-hour mode, check range 00-23 and check that AM/PM flag is not set if RTC is set in
24-hour mode; in 12-hour mode check range 01-12)

7. Minute (check BCD and range 00-59)
8. Second (check BCD and range 00-59)

o ok wh

1. If the 12-hour mode is selected by means of the Mode register (RTC_MR), a 12-hour value can be
programmed and the returned value on RTC_TIMR will be the corresponding 24-hour value. The entry control
checks the value of the AM/PM indicator (bit 22 of RTC_TIMR) to determine the range to be checked.

2. In UTC mode, no check is performed on the entries. The RTC does not report any failure.

RTC Internal Free-Running Counter Error Checking

To improve the reliability and security of the RTC, a permanent check is performed on the internal free-running
counters to report non-BCD or invalid date/time values.

An error is reported by RTC_SR.TDERR if an incorrect value has been detected. The flag can be cleared by setting
the RTC_SCCR.TDERRCLR.

In all cases, RTC_SR.TDERR is set again if the source of the error has not been cleared before clearing
RTC_SR.TDERR. The clearing of the source of such error can be done by reprogramming a correct value on
RTC_CALR and/or RTC_TIMR.

The RTC internal free-running counters may automatically clear the source of RTC_SR.TDERR due to their roll-over
(i.e., every 10 seconds for SECONDSJ3:0] in RTC_TIMR). In this case, RTC_SR.TDERR is held high until a clear
command is asserted by writing a 1 in RTC_SCCR.TDERRCLR.
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17.5.6 Updating Time/Calendar

17.5.6.1 Gregorian and Persian Modes

To update time and date, the RTC must be stopped by setting the corresponding field in the Control register
(RTC_CR). RTC_CR.UPDTIM must be set to update time fields (hour, minute, second) and RTC_CR.UPDCAL must
be set to update calendar fields (century, year, month, date, day).

RTC_SR.ACKUPD must then be read to 1 by either polling RTC_SR or by enabling the acknowledge update interrupt
by writing RTC_IER.ACKUPD to ‘1. Once RTC_SR.ACKUPD is read to 1, it is mandatory to clear this flag by writing
a 1in RTC_SCCR.ACKCLR, after which the user can write to the Time register (RTC_TIMR), the Calendar register
(RTC_CALR), or both.

Once the update is finished, the user must write a ‘0’ in RTC_CR.UPDTIM and/or RTC_CR.UPDCAL.
The timing sequence of the time/calendar update is described in the figure below.

When entering the Programming mode of the calendar fields, the time fields remain enabled. When entering the
Programming mode of the time fields, both the time and the calendar fields are stopped. This is due to the location of
the calendar logical circuity (downstream for low-power considerations).

In successive update operations, the user must first check that RTC_CR.UPDTIM and RTC_CR.UPDCAL read 0
before writing these bits to ‘1'.

Figure 17-2. Time/Calendar Update Timing Diagram
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Figure 17-3. Gregorian and Persian Modes Update Sequence

Begin

Prepare Time or Calendar Fields

Set RTC_CR.UPDTIM and/or
RTC_CR.UPDCAL

A

Read RTC_SR

ACKUPD No

=17

Yes

Clear RTC_SR.ACKUPD by
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End
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17.5.6.2 UTC Mode
To update the UTC time, the RTC must be stopped by writing a 1 in RTC_CR.UPDTIM and RTC_CR.UPDCAL.

RTC_SR.ACKUPD must then be read to 1 by either polling RTC_SR or by enabling the acknowledge update interrupt
by writing a 1 in RTC_IER.ACKUP. Once RTC_SR.ACKUPD is read to 1, it is mandatory to clear this flag by writing a
1in RTC_SCCR.ACKCLR, after which the user can write to RTC_TIMR.

Once the update is finished, the user must write a 0 in RTC_CR.UPDTIM and a 0 in RTC_CR.UPCAL.

In successive update operations, the user must first check that RTC_CR.UPDTIM and RTC_CR.UPDCAL read 0
before writing a 1 in these bits.

The timing sequence of the UTC time update is described in the figure below.
Figure 17-4. UTC Time Update Timing Diagram
General Time Update

I
1 Hz RTC Clock | Ly
|
|

il

|
|
| I I
RTC_TIMR.UTC_TIME 20 |—> (countr soppec) 15 ><
|
|
|

|
Update request | Clear Clear
Software from SW | ACKUPD bit UPDTIM/UPDCAL bits BTG BACK TO
Time Line ____@__t____@____ _____________ |—NORMALMODE —™

| \ Update
| RTC_TIMR.UTC_TIME to 15

RTC_CR.UPDTIM L

RTC_CR.UPDCAL | i I

Y N

RTC_SR.ACKUPD

I I

© 2020 Microchip Technology Inc. Complete Datasheet DS60001579B-page 133



SAM9X60
Real-time Clock (RTC)

Figure 17-5. UTC Mode Update Sequence
Begin

Prepare Time Field

Set RTC_CR.UPDTIM and
RTC_CR.UPDCAL

<€
Read RTC_SR
Polling or
Interrupt
(if enabled)
ACKUPD No
=1?
Yes

Clear RTC_SR.ACKUPD by
writing a ‘1’ to RTC_SCCR.ACKCLR

Update Time value in
RTC_TIMR

Clear RTC_CR.UPDTIM and
RTC_CR/UPDCAL

End
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RTC Accurate Clock Calibration
The crystal oscillator that drives the RTC may not be as accurate as expected mainly due to temperature variation.
The RTC is equipped with circuitry able to correct slow clock crystal drift.

To compensate for possible temperature variations over time, this accurate clock calibration circuitry can be
programmed on-the-fly and also programmed during application manufacturing, in order to correct the crystal
frequency accuracy at room temperature (20—25°C). The typical clock drift range at room temperature is £20 ppm.

In the device operating temperature range, the 32.768 kHz crystal oscillator clock inaccuracy can be up to -200 ppm.
The RTC clock calibration circuitry allows positive or negative correction in a range of 1.5 ppm to 1950 ppm.

The calibration circuitry is fully digital. Thus, the configured correction is independent of temperature, voltage,
process, etc., and no additional measurement is required to check that the correction is effective.

If the correction value configured in the calibration circuitry results from an accurate crystal frequency measure, the
remaining accuracy is bounded by the values listed below:

» Below 1 ppm, for an initial crystal drift between 1.5 ppm up to 20 ppm, and from 30 ppm to 90 ppm
» Below 2 ppm, for an initial crystal drift between 20 ppm up to 30 ppm, and from 90 ppm to 130 ppm
* Below 5 ppm, for an initial crystal drift between 130 ppm up to 200 ppm

The calibration circuitry does not modify the 32.768 kHz crystal oscillator clock frequency but it acts by slightly
modifying the 1 Hz clock period from time to time. The correction event occurs every 1 + [(20 - (19 x HIGHPPM)) x
CORRECTION] seconds. When the period is modified, depending on the sign of the correction, the 1 Hz clock period
increases or reduces by around 4 ms. Depending on the CORRECTION, NEGPPM and HIGHPPM values configured
in RTC_MR, the period interval between two correction events differs.

Figure 17-6. Calibration Circuitry
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Figure 17-7. Calibration Circuitry Waveforms
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The inaccuracy of a crystal oscillator at typical room temperature (20 ppm at 20-25 °C) can be compensated if a
reference clock/signal is used to measure such inaccuracy. This kind of calibration operation can be set up during the
final product manufacturing by means of measurement equipment embedding such a reference clock. The correction
of value must be programmed into RTC_MR, and this value is kept as long as the circuitry is powered (backup area).
Removing the backup power supply cancels this calibration. This room temperature calibration can be further
processed by means of the networking capability of the target application.

Note that this adjustment does not take into account the temperature variation.

The frequency drift (up to -200 ppm) due to temperature variation can be compensated using a reference time if the
application can access such a reference. If a reference time cannot be used, a temperature sensor can be placed
close to the crystal oscillator in order to get the operating temperature of the crystal oscillator. Once obtained, the
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temperature may be converted using a lookup table (describing the accuracy/temperature curve of the crystal
oscillator used) and RTC_MR configured accordingly. The calibration can be performed on-the-fly. This adjustment
method is not based on a measurement of the crystal frequency/drift and therefore can be improved by means of the
networking capability of the target application.

If no crystal frequency adjustment has been done during manufacturing, it is still possible to make adjustments. In the
case where a reference time of the day can be obtained through a LAN/WAN network, it is possible to calculate the
drift of the application crystal oscillator by comparing the values read on RTC_TIMR and RTC_CALR and
programming RTC_MR.HIGHPPM and RTC_MR.CORRECTION according to the difference measured between the
reference time and those of RTC_TIMR and RTC_CALR.

Waveform Generation

Waveforms can be generated in order to take advantage of the RTC inherent prescalers while the RTC is the only
powered circuitry (Low-power mode of operation, Backup mode) or in any active mode. Entering Backup or Low-
power operating modes does not affect the waveform generation outputs.

The RTC waveforms are internally routed to ADC trigger events. These events can be configured to provide several
types of waveforms. The figure below illustrates the different signals available to generate the waveforms. Two
different triggers can be generated at a time. The first is configured in RTC_MR.OUTO while the second is
configurable in RTC_MR.OUT1. OUT0 manages the trigger for channel AD[n:0] (where n is the higher index available
(last channel)), while OUT1 manages the channel AD[n] only for specific modes. See the section "Analog to Digital
Converter (ADC)" for selection of the measurement triggers and associated modes of operation.

The first selection choice sticks the associated output at 0. (This is the reset value and it can be used at any time to
disable the waveform generation).

Selection choices 1 to 4 respectively select 1 Hz, 32 Hz, 64 Hz and 512 Hz.
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Figure 17-8. Waveform Generation for ADC Trigger Event
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Tamper Control Registers and Detection Logic

The WKUP pins used for fast wakeup in PMC are also routed to the tamper detection logic. Any WKUP pin which is
not already configured as source of fast wakeup can be configured and selected as a source of a tamper event.

The tamper event can be used to immediately clear (no peripheral clock required) the content of the GPBR, clear the
keys stored in AES/TDES, clear the scrambling keys of QSPI/SDR/DDR/SMC memory controllers. Each of these
peripherals embeds a configuration bit to allow/disallow the clear on tamper event.

The polarity of each of the WKUP pins can be configured.
Each of the WKUP pins are debounced prior to create the tamper event.

The tamper event is asserted when one of the lines matches the configured polarity after the debouncing period (see
the figure below).

The WKUP pins routed to tamper detection logic are all located on VDDCORE domain, thus there is no tamper
detection event when the product is in Backup mode.
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Figure 17-9. Tamper Detection Circuitry
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To enable WKUPX pin to be a source of tamper event, not already configured for a fast wakeup (refer to PMC
configuration), the bit RTC_TMR.ENx must be written to 1.

The polarity of the WKUPX pin is configured in RTC_TMR.POLXx.
Two debounce periods can be defined by configuring the fields RTC_TDPR.PERA and RTC_TDPR.PERB.

For each WKPUPX pin, the debounce period can be selected from either RTC_TDPR.PERA or RTC_TDPR.PERB by
configuring the bit RTC_TDPR.SELPx.

VDDCORE

For safety/security reasons, it is possible to lock the tamper configuration registers by writing RTC_TMR.TLOCK=1.
Once written to 1, the only way to clear this bit is to perform a VDDCORE reset.

Tamper Timestamping

As soon as a tamper is detected, the tamper counter is incremented and the RTC stores the time of the day, the date
and the source of the tamper event in registers located in the backup area. Up to two tamper events can be stored.

In UTC mode, only the UTC time is stored. The date information is not relevant.

The tamper counter saturates at 15. Once this limit is reached, the exact number of tamper occurrences since the
last read of stamping registers cannot be known.

The first set of timestamping registers (RTC_TSTRO, RTC_TSDRO0, RTC_TSSRO0) cannot be overwritten. Once they
have been written, all data are stored until the registers are reset. Thus these registers store the first tamper
occurrence after a read.

The second set of timestamping registers (RTC_TSTR1, RTC_TSDR1, RTC_TSSR1) are overwritten each time a
tamper event is detected. Thus the date and the time data of the first and the second stamping registers may be
equal. This occurs when the tamper counter value carried on RTC_TSTRO.TEVCNT equals 1. Thus this second set
of registers stores the last occurrence of tamper before a read.

Reading a set of timestamping registers requires three accesses, one for the time of the day, one for the date and
one for the tamper source.

Reading the third part (RTC_TSSRO0/1) of a timestamping register set clears the whole content of the registers (time,
date and tamper source) and makes the timestamping registers available to store a new event.
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Register Summary
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RTC_CALALR
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RTC_SCCR

RTC_IER

RTC_IDR

RTC_IMR

31:24
23:16
15:8
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23:16
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31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
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31:24
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31:24
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AMPM
DAY[2:0]

HOUREN AMPM

MINEN

SECEN

DATEEN

MTHEN

CALEVSEL[1:0]

TIMEVSEL[1:0]
UPDCAL UPDTIM
TPERIOD[1:0] THIGH[2:0]
OUT1[2:0] 0UTO[2:0]
CORRECTION[6:0]
NEGPPM uTC PERSIAN HRMOD
HOUR[5:0]
MIN[6:0]
SEC[6:0]
UTC_TIME[31:24]
UTC_TIME[23:16]
UTC_TIME[15:8]
UTC_TIME[7:0]
DATE[5:0]
MONTH[4:0]
YEAR[7:0]
CENT[6:0]
HOUR[5:0]
MIN[6:0]
SEC[6:0]
UTC_TIME[31:24]
UTC_TIME[23:16]
UTC_TIME[15:8]
UTC_TIME[7:0]
DATE[5:0]
MONTH[4:0]
UTCEN
TDERR CALEV TIMEV SEC ALARM ACKUPD
TDERRCLR | CALCLR TIMCLR SECCLR | ALRCLR ACKCLR
TDERREN CALEN TIMEN SECEN ALREN ACKEN
TDERRDIS | CALDIS TIMDIS SECDIS ALRDIS ACKDIS
TDERR CAL TIM SEC ALR ACK
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........... continued

omat | Name Jee] | | | | | | |

0x2C RTC_VER
0x30

Reserved
0x57
0x58 RTC_TMR
0x5C RTC_TDPR
0x60

Reserved
OxAF
0xBO RTC_TSTRO

RTC_TSTRO
0xBO -

% (UTC_MODE)
0xB4 RTC_TSDRO

RTC_TSDRx
0xB4 -

% (UTC_MODE)
0xB8 RTC_TSSRO
0xBC RTC_TSTR1

RTC_TSTR1
0xBC -

X (UTC_MODE)
0xCO RTC_TSDR1
0xC4 RTC_TSSR1

31:24

23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

TRLOCK
POL7 POL6 POL5
EN7 EN6 EN5
SELP7 SELP6 SELP5
PERB[3:0]
BACKUP
AMPM
BACKUP
DAY[2:0]
DET?7 DET6 DET5
BACKUP
AMPM
BACKUP
DAY[2:0]
DET?7 DET6 DET5

NVCALALR | NVTIMALR | NVCAL NVTIM
POL4 POL3 POL2 POL1 POLO
EN4 EN3 EN2 EN1 ENO
SELP4 SELP3 SELP2 SELP1 SELPO
PERA[3:0]
TEVCNT[3:0]
HOUR(5:0]
MIN[6:0]
SEC[6:0]
TEVCNT[3:0]
DATE[5:0]
MONTH[4:0]
YEAR[7:0]
CENT[6:0]
UTC_TIME[31:24
UTC_TIME[23:16]
UTC_TIME[15:8]
UTC_TIME[7:0]
DET4 DET3 DET2 DET1 DETO
HOUR(5:0]
MIN[6:0]
SEC[6:0]
DATE[5:0]
MONTH[4:0]
YEAR[7:0]
CENT[6:0]
DET4 DET3 DET2 DET1 DETO
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17.6.1 RTC Control Register
Name: RTC_CR
Offset: 0x00
Reset: 0x00000000
Property: Read/Write
This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
CALEVSEL[1:0] |
Access R/W R/W
Reset 0 0
Bit 15 14 13 12 1 10 9 8
TIMEVSEL[1:0] |
Access R/W R/W
Reset 0 0
Bit 7 6 5 4 3 2 1 0
UPDCAL UPDTIM
Access R/W R/W
Reset 0 0

Bits 17:16 — CALEVSEL[1:0] Calendar Event Selection
The event that generates the flag CALEV in RTC_SR depends on the value of CALEVSEL
In UTC mode, this field has no effect on RTC_SR.

Value Name Description

0 WEEK Week change (every Monday at time 00:00:00)

1 MONTH Month change (every 01 of each month at time 00:00:00)
2 YEAR Year change (every January 1 at time 00:00:00)

3 YEAR Reserved

Bits 9:8 — TIMEVSEL[1:0] Time Event Selection
The event that generates the flag TIMEV in RTC_SR depends on the value of TIMEVSEL.
In UTC mode, this field has no effect on RTC_SR.

Value Name Description

0 MINUTE Minute change

1 HOUR Hour change

2 MIDNIGHT Every day at midnight
3 NOON Every day at noon

Bit 1 - UPDCAL Update Request Calendar Register
Calendar counting consists of day, date, month, year and century counters. Calendar counters can be programmed
once this bit is set and acknowledged by the RTC_SR.ACKUPD bit.

In UTC mode, both UPDTIM and UPDCAL must be set to '1' in order to update the UTC time value.

Value Description

0 No effect or, if UPDCAL has been previously written to 1, stops the update procedure.

1 Stops the RTC calendar counting.
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Bit 0 —- UPDTIM Update Request Time Register

Time counting consists of second, minute and hour counters. Time counters can be programmed once this bit is set
and acknowledged by the RTC_SR.ACKUPD bit.

In UTC mode, both UPDTIM and UPDCAL must be set to '1' in order to update the UTC time value.

Value Description
0 No effect or, if UPDTIM has been previously written to 1, stops the update procedure.
1 Stops the RTC time counting.
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RTC Mode Register
Name: RTC_MR
Offset: 0x04
Reset: 0x00000000
Property: Read/Write
This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).
Bit 31 30 29 28 27 26 25 24
| | TPERIOD[1:0] THIGH[2:0]
Access R/W R/W R/W R/W R/W
Reset 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
OUT1[2:0] OUTO[2:0]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
HIGHPPM CORRECTIONI6:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
NEGPPM uTC PERSIAN HRMOD
Access R/W R/W R/W R/W
Reset 0 0 0 0
Bits 29:28 — TPERIOD[1:0] Period of the Output Pulse
Value Name Description
0 P_1S 1 second
1 P_500MS 500 ms
2 P_250MS 250 ms
3 P_125MS 125 ms
Bits 26:24 — THIGH[2:0] High Duration of the Output Pulse
Value Name Description
0 H_31MS 31.2ms
1 H_16MS 15.6 ms
2 H_4MS 3.91 ms
3 H_976US 976 us
4 H_488US 488 us
5 H_122US 122 ps
6 H_30US 30.5 us
7 H_15US 15.2 ps

Bits 22:20 — OUT1[2:0] ADC Last Channel Trigger Event Source Selection

Value

g b w NP O

Name Description

NO_WAVE No waveform, stuck at ‘0’
FREQ1HZ 1 Hz square wave
FREQ32HZ 32 Hz square wave
FREQ64HZ 64 Hz square wave
FREQ512HZ 512 Hz square wave

ALARM_TOGGLE Output toggles when alarm flag rises
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Value Name Description
6 ALARM_FLAG Output is a copy of the alarm flag
7 PROG_PULSE Duty cycle programmable pulse

Bits 18:16 — OUT0[2:0] All ADC Channel Trigger Event Source Selection

Value Name Description

0 NO_WAVE No waveform, stuck at ‘0’

1 FREQ1HZ 1 Hz square wave

2 FREQ32HZ 32 Hz square wave

3 FREQ64HZ 64 Hz square wave

4 FREQ512HZ 512 Hz square wave

5 ALARM_TOGGLE Output toggles when alarm flag rises
6 ALARM_FLAG Output is a copy of the alarm flag

7 PROG_PULSE Duty cycle programmable pulse

Bit 15 — HIGHPPM HIGH PPM Correction

If the absolute value of the correction to be applied is lower than 30 ppm, it is recommended to clear HIGHPPM.

HIGHPPM set to 1 is recommended for 30 ppm correction and above.

Formula:

If HIGHPPM = 0, then the clock frequency correction range is from 1.5 ppm up to 98 ppm. The RTC accuracy is less

than 1 ppm for a range correction from 1.5 ppm up to 30 ppm.

The correction field must be programmed according to the required correction in ppm; the formula is as follows:
3906

CORRECTION = 52— —
20 X ppm

The value obtained must be rounded to the nearest integer prior to being programmed into CORRECTION field.

If HIGHPPM = 1, then the clock frequency correction range is from 30.5 ppm up to 1950 ppm. The RTC accuracy is
less than 1 ppm for a range correction from 30.5 ppm up to 90 ppm.

The correction field must be programmed according to the required correction in ppm; the formula is as follows:

CORRECTION = 3906 _ 1
ppm

The value obtained must be rounded to the nearest integer prior to be programmed into CORRECTION field.
If NEGPPM is set to 1, the ppm correction is negative (used to correct crystals that are faster than the nominal
32.768 kHz).

Value Description

0 Lower range ppm correction with accurate correction.

1 Higher range ppm correction with accurate correction.

Bits 14:8 —- CORRECTION[6:0] Slow Clock Correction

Value Description

0 No correction

1-127 The slow clock will be corrected according to the formula given in HHGHPPM description.

Bit 4 - NEGPPM Negative PPM Correction
See CORRECTION and HIGHPPM field descriptions.
NEGPPM must be cleared to correct a crystal slower than 32.768 kHz.

Value Description
0 Positive correction (the divider will be slightly higher than 32768).
1 Negative correction (the divider will be slightly lower than 32768).

Bit 2 - UTC UTC Time Format
It is forbidden to write a one to the UTC and PERSIAN bits at the same time.
Value Description

0 Gregorian or Persian calendar.

1 UTC format.

Bit 1 — PERSIAN PERSIAN Calendar
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Value Description

0 Gregorian calendar.
1 Persian calendar.

Bit 0 - HRMOD 12-/24-hour Mode

Value Description

0 24-hour mode is selected.
1 12-hour mode is selected.
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17.6.3

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

RTC Time Register

Name: RTC_TIMR
Offset: 0x08

Reset: 0x00000000
Property: Read/Write

In UTC mode, this register view is not relevant, see 17.6.7 RTC_TIMALR (UTC_MODE) .

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
AMPM HOUR[5:0]
RIW RIW RIW RIW RIW RIW RIW
0 0 0 0 0 0 0
15 14 13 12 11 10 9 8
MIN[6:0]
RIW RIW RIW RIW RIW RIW RIW
0 0 0 0 0 0 0
7 6 5 4 3 2 1 0
SEC[6:0]
RIW RIW RIW RIW RIW RIW RIW
0 0 0 0 0 0 0

Bit 22 — AMPM Ante Meridiem Post Meridiem Indicator
This bit is the AM/PM indicator in 12-hour mode.

0 AM.

1 PM.

Bits 21:16 — HOUR[5:0] Current Hour
The range that can be set is 1-12 (BCD) in 12-hour mode or 0-23 (BCD) in 24-hour mode.

Bits 14:8 — MIN[6:0] Current Minute
The range that can be set is 0-59 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.

Bits 6:0 — SEC[6:0] Current Second
The range that can be set is 0-59 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.
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17.6.4 RTC Time Register (UTC_MODE)
Name: RTC_TIMR (UTC_MODE)
Offset: 0x08
Reset: 0x00000000
Property: Read/Write
This configuration is relevant only if UTC = 1 in RTC_MR.
This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).
Bit 31 30 29 28 27 26 25 24
| UTC_TIME[31:24]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
UTC_TIME[23:16]
Access R/W R/W R/W R/W R/W R/W R/W RW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1" 10 9 8
UTC_TIME[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
UTC_TIME[7:0]
Access R/W R/W R/W R/W R/W R/W R/W RW
Reset 0 0 0 0 0 0 0 0

Bits 31:0 —- UTC_TIME[31:0] Current UTC Time

Any value can be set.
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17.6.5 RTC Calendar Register

Name: RTC_CALR
Offset: 0x0C
Reset: 0x01411720

Property: Read/Write

In UTC mode, values read in this register are not relevant.

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register

(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
| | DATE[5:0]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 1
Bit 23 22 21 20 19 18 17 16
DAY[2:0] MONTHI[4:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 1 0 0 0 0 0 1
Bit 15 14 13 12 11 10 9 8
YEAR][7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 1 0 1 1 1
Bit 7 6 5 4 3 2 1 0
CENTI[6:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 1 0 0 0 0 0

Bits 29:24 — DATE[5:0] Current Day in Current Month
The range that can be set is 01-31 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.

Bits 23:21 — DAY[2:0] Current Day in Current Week
The range that can be set is 1-7 (BCD).

The coding of the number (which number represents which day) is user-defined as it has no effect on the date

counter.

Bits 20:16 — MONTH[4:0] Current Month
The range that can be set is 01-12 (BCD).
The lowest four bits encode the units. The higher bits encode the tens.

Bits 15:8 — YEAR[7:0] Current Year
The range that can be set is 0099 (BCD).

The lowest four bits encode the units. The higher bits encode the tens.

Bits 6:0 — CENT[6:0] Current Century

The range that can be set is 19-20 (Gregorian) or 13—14 (Persian) (BCD).

The lowest four bits encode the units. The higher bits encode the tens.
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17.6.6 RTC Time Alarm Register
Name: RTC_TIMALR
Offset: 0x10
Reset: 0x00000000
Property: Read/Write
This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).
To change one of the SEC, MIN, HOUR fields, it is recommended to disable the field before changing the value and
then re-enable it after the change has been made. This requires up to three accesses to RTC_TIMALR. The first
access clears the enable corresponding to the field to change (SECEN, MINEN, HOUREN). If the field is already
cleared, this access is not required. The second access performs the change of value (SEC, MIN, HOUR). The third
access is required to re-enable the field by writing 1 in the SECEN, MINEN, HOUREN fields.
Bit 31 30 29 28 27 26 25 24
| | | | | |
Access
Reset
Bit 23 22 21 20 19 18 17 16
HOUREN AMPM HOUR[5:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
MINEN MIN[6:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SECEN SEC[6:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 23 — HOUREN Hour Alarm Enable

Value Description

0 The hour-matching alarm is disabled.
1 The hour-matching alarm is enabled.

Bit 22 - AMPM AM/PM Indicator
This field is the alarm field corresponding to the BCD-coded hour counter.

Bits 21:16 — HOUR[5:0] Hour Alarm
This field is the alarm field corresponding to the BCD-coded hour counter.

Bit 15 — MINEN Minute Alarm Enable

Value Description

0 The minute-matching alarm is disabled.
1 The minute-matching alarm is enabled.

Bits 14:8 — MIN[6:0] Minute Alarm
This field is the alarm field corresponding to the BCD-coded minute counter.

Bit 7 — SECEN Second Alarm Enable
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Value Description

0 The second-matching alarm is disabled.
1 The second-matching alarm is enabled.

Bits 6:0 — SEC[6:0] Second Alarm
This field is the alarm field corresponding to the BCD-coded second counter.
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17.6.7 RTC Time Alarm Register (UTC_MODE)

Name: RTC_TIMALR (UTC_MODE)
Offset: 0x10
Reset: 0x00000000

Property: Read/Write

This configuration is relevant only if UTC = 1 in RTC_MR.

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
| UTC_TIME[31:24]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
UTC_TIME[23:16]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
UTC_TIME[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
UTC_TIME[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - UTC_TIME[31:0] UTC_TIME Alarm

This field is the alarm field corresponding to the UTC time counter. To change it, proceed as follows:
1. Disable the UTC alarm by clearing RTC_CALALR.UTCEN if it is not already cleared.

2. Change the UTC_TIME alarm value.

3. Enable the UTC alarm by setting RTC_CALALR.UTCEN.
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17.6.8 RTC Calendar Alarm Register

Name: RTC_CALALR
Offset: 0x14

Reset: 0x01010000
Property: Read/Write

In UTC mode, this register view is not relevant, see 17.6.9 RTC_CALALR (UTC_MODE).

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

To change one of the DATE, MONTH fields, it is recommended to disable the field before changing the value and
then re-enable it after the change has been made. This requires up to three accesses to RTC_CALALR. The first
access clears the enable corresponding to the field to change (DATEEN, MTHEN). If the field is already cleared, this
access is not required. The second access performs the change of the value (DATE, MONTH). The third access is
required to re-enable the field by writing 1 in DATEEN, MTHEN fields.

Bit 31 30 29 28 27 26 25 24
| DATEEN | DATE[5:0]
Access R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 1
Bit 23 22 21 20 19 18 17 16
MTHEN MONTHI[4:0]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 1
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bit 31 — DATEEN Date Alarm Enable

Value Description

0 The date-matching alarm is disabled.
1 The date-matching alarm is enabled.

Bits 29:24 — DATE[5:0] Date Alarm
This field is the alarm field corresponding to the BCD-coded date counter.

Bit 23 - MTHEN Month Alarm Enable

Value Description

0 The month-matching alarm is disabled.
1 The month-matching alarm is enabled.

Bits 20:16 — MONTH[4:0] Month Alarm
This field is the alarm field corresponding to the BCD-coded month counter.
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17.6.9 RTC Calendar Alarm Register (UTC_MODE)

Name:
Offset:
Reset:
Property:

RTC_CALALR (UTC_MODE)

0x14

0x00000000
Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
UTCEN
Access R/W
Reset 0

Bit 0 - UTCEN UTC Alarm Enable

Value Description

0
1

The UTC-matching alarm is disabled.
The UTC-matching alarm is enabled.
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17.6.10

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

RTC Status Register

Name: RTC_SR
Offset: 0x18
Reset: 0x00000000

Property: Read-only

31 30 29 28 27 26 25 24

23 22 21 20 19 18 17 16

15 14 13 12 1" 10 9 8

7 6 5 4 3 2 1 0
TDERR CALEV TIMEV SEC ALARM ACKUPD

R R R R R R

0 0 0 0 0 0

Bit 5 — TDERR Time and/or Date Free Running Error
If the RTC is configured in UTC mode, the value returned by this field is not relevant.

Value Name Description

CORRECT The internal free running counters are carrying valid values since the last read of the
Status register (RTC_SR).
1 ERR_TIMEDATE The internal free running counters have been corrupted (invalid date or time, non-

BCD values) since the last read and/or they are still invalid.

Bit 4 - CALEV Calendar Event
The calendar event is selected in RTC_CR.TIMEVSEL and can be any one of the following events: week change,
month change and year change. If the RTC is configured in UTC mode, the value returned by this field is not
relevant.
NO_CALEVENT No calendar event has occurred since the last clear.
l CALEVENT At least one calendar event has occurred since the last clear.

Bit 3 — TIMEV Time Event

The time event is selected in RTC_CR.TIMEVSEL and can be any one of the following events: minute change, hour
change, noon, midnight (day change). If the RTC is configured in UTC mode, the value returned by this field is not
relevant.

Value Name Description
NO_TIMEVENT No time event has occurred since the last clear.
l TIMEVENT At least one time event has occurred since the last clear.

Bit 2 - SEC Second Event

Value Name Description
0 NO_SECEVENT No second event has occurred since the last clear.
1 SECEVENT At least one second event has occurred since the last clear.
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Bit 1 — ALARM Alarm Flag

Value Name Description

0 NO_ALARMEVENT No alarm matching condition occurred.

1 ALARMEVENT An alarm matching condition has occurred.
Bit 0 - ACKUPD Acknowledge for Update

Value Name Description

0 FREERUN Time and calendar registers cannot be updated.

1 UPDATE Time and calendar registers can be updated.
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17.6.11 RTC Status Clear Command Register

Name: RTC_SCCR
Offset: 0x1C
Reset: -

Property: Write-only

To avoid missing clearing commands, wait for three slow clock cycles between two accesses to this register.
The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Clears the corresponding status flag in the Status register (RTC_SR).

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 11 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

TDERRCLR CALCLR TIMCLR SECCLR ALRCLR ACKCLR
Access W w w W W w
Reset - - - - - -

Bit 5 - TDERRCLR Time and/or Date Free Running Error Clear
If the RTC is configured in UTC mode, this bit has no effect.

Bit 4 — CALCLR Calendar Clear
If the RTC is configured in UTC mode, this bit has no effect.

Bit 3 — TIMCLR Time Clear
If the RTC is configured in UTC mode, this bit has no effect.

Bit 2 - SECCLR Second Clear
Bit 1 — ALRCLR Alarm Clear

Bit 0 — ACKCLR Acknowledge Clear
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17.6.12 RTC Interrupt Enable Register

Name: RTC_IER
Offset: 0x20
Reset: -

Property: Write-only

This register can only be written if the WPITEN bit is cleared in the System Controller Write Protection Mode register

(SYSC_WPMR).

The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Enables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 11 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

TDERREN CALEN TIMEN SECEN ALREN ACKEN
Access w w w w W W
Reset - - - - - -

Bit 5 - TDERREN Time and/or Date Error Interrupt Enable

If the RTC is configured in UTC mode, this bit has no effect.

Bit 4 — CALEN Calendar Event Interrupt Enable

If the RTC is configured in UTC mode, this bit has no effect.

Bit 3 — TIMEN Time Event Interrupt Enable

If the RTC is configured in UTC mode, this bit has no effect.

Bit 2 - SECEN Second Event Interrupt Enable
Bit 1 — ALREN Alarm Interrupt Enable

Bit 0 — ACKEN Acknowledge Update Interrupt Enable

© 2020 Microchip Technology Inc. Complete Datasheet

DS60001579B-page 158



SAM9X60
Real-time Clock (RTC)

17.6.13 RTC Interrupt Disable Register

Name: RTC_IDR
Offset: 0x24
Reset: -

Property: Write-only

This register can only be written if the WPITEN bit is cleared in the System Controller Write Protection Mode register
(SYSC_WPMR).

The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Disables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 11 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

TDERRDIS CALDIS TIMDIS SECDIS ALRDIS ACKDIS
Access w w w w W W
Reset - - - - - -

Bit 5 — TDERRDIS Time and/or Date Error Interrupt Disable
If the RTC is configured in UTC mode, this bit has no effect.

Bit 4 — CALDIS Calendar Event Interrupt Disable
If the RTC is configured in UTC mode, this bit has no effect.

Bit 3 — TIMDIS Time Event Interrupt Disable
If the RTC is configured in UTC mode, this bit has no effect.

Bit 2 - SECDIS Second Event Interrupt Disable
Bit 1 — ALRDIS Alarm Interrupt Disable

Bit 0 — ACKDIS Acknowledge Update Interrupt Disable
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17.6.14 RTC Interrupt Mask Register

Name: RTC_IMR
Offset: 0x28

Reset: 0x00000000
Property: Read-only

The following configuration values are valid for all listed bit names of this register:

0: The corresponding interrupt is disabled.

1: The corresponding interrupt is enabled.

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 11 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

TDERR CAL TIM SEC ALR ACK
Access R R R R R R
Reset 0 0 0 0 0 0

Bit 5 — TDERR Time and/or Date Error Mask
If the RTC is configured in UTC mode, this bit has no effect.

Bit 4 — CAL Calendar Event Interrupt Mask
If the RTC is configured in UTC mode, this bit is not relevant.

Bit 3 — TIM Time Event Interrupt Mask
If the RTC is configured in UTC mode, this bit is not relevant.

Bit 2 — SEC Second Event Interrupt Mask
Bit 1 — ALR Alarm Interrupt Mask

Bit 0 — ACK Acknowledge Update Interrupt Mask
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17.6.15

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

RTC Valid Entry Register

Name: RTC_VER
Offset: 0x2C
Reset: 0x00000000

Property: Read-only

If the RTC is configured in UTC mode, the values returned by this register are not relevant.

31 30 29 28 27 26 25 24

23 22 21 20 19 18 17 16

15 14 13 12 1" 10 9 8

7 6 5 4 3 2 1 0
NVCALALR NVTIMALR NVCAL NVTIM

R R R R

0 0 0 0

Bit 3 — NVCALALR Non-valid Calendar Alarm

Value Description

No invalid data has been detected in RTC_CALALR (Calendar Alarm register).
1 RTC_CALALR has contained invalid data since it was last programmed.

Bit 2 — NVTIMALR Non-valid Time Alarm

Value Description

No invalid data has been detected in RTC_TIMALR (Time Alarm register).
1 RTC_TIMALR has contained invalid data since it was last programmed.

Bit 1 — NVCAL Non-valid Calendar

Value Description

No invalid data has been detected in RTC_CALR (Calendar register).
1 RTC_CALR has contained invalid data since it was last programmed.

Bit 0 — NVTIM Non-valid Time

Value Description

No invalid data has been detected in RTC_TIMR (Time register).
1 RTC_TIMR has contained invalid data since it was last programmed.
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17.6.16 RTC TimeStamp Time Register 0
Name: RTC_TSTRO
Offset: 0xBO
Reset: 0x00000000
Property:  Read-only
These fields are valid for non-UTC mode only.
RTC_TSTRO reports the timestamp of the first tamper event after reading RTC_TSSRO.
Bit 31 30 29 28 27 26 25 24
| BACKUP | | | | TEVCNT[3:0]
Access R R R R R
Reset 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
AMPM HOUR[5:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bit 15 14 13 12 1" 10 9 8
MIN[6:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SECI[6:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0

Bit 31 - BACKUP System Mode of the Tamper (cleared by reading RTC_TSSRO0)

Value Description

0 The state of the system is different from Backup mode when the tamper event occurs.
1 The system is in Backup mode when the tamper event occurs.

Bits 27:24 — TEVCNT[3:0] Tamper Events Counter (cleared by reading RTC_TSSRO0)

Each time a tamper event occurs, this counter is incremented. This counter saturates at 15. Once this value is
reached, it is no more possible to know the exact number of tamper events.

If this field is not null, this implies that at least one tamper event occurs since last register reset and that the values
stored in timestamping registers are valid.

Bit 22 - AMPM AM/PM Indicator of the Tamper (cleared by reading RTC_TSSRO)

Bits 21:16 — HOUR[5:0] Hours of the Tamper (cleared by reading RTC_TSSRO0)

Bits 14:8 — MIN[6:0] Minutes of the Tamper (cleared by reading RTC_TSSRO0)

Bits 6:0 — SEC[6:0] Seconds of the Tamper (cleared by reading RTC_TSSRO0)
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17.6.17

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

RTC TimeStamp Time Register 0 (UTC_MODE)

Name: RTC_TSTRO (UTC_MODE)
Offset: 0xBO
Reset: 0x00000000

Property: Read-only

RTC_TSTRO reports the timestamp of the first tamper event after reading RTC_TSSRO.

31 30 29 28 27 26 25 24
| BACKUP | | | | TEVCNT[3:0]
R R R R R
0 0 0 0 0
23 22 21 20 19 18 17 16
15 14 13 12 1 10 9 8
7 6 5 4 3 2 1 0

Bit 31 - BACKUP System Mode of the Tamper (cleared by reading RTC_TSSRO0)

Value Description

0 The state of the system is different from Backup mode when the tamper event occurs.
1 The system is in Backup mode when the tamper event occurs.

Bits 27:24 — TEVCNT[3:0] Tamper Events Counter (cleared by reading RTC_TSSRO0)

Each time a tamper event occurs, this counter is incremented. This counter saturates at 15. Once this value is
reached, it is no more possible to know the exact number of tamper events.

If this field is not null, this implies that at least one tamper event occurs since last register reset and that the values
stored in timestamping registers are valid.
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17.6.18 RTC TimeStamp Time Register 1

Name: RTC_TSTR1
Offset: 0xBC
Reset: 0x00000000

Property: Read-only

These fields are valid for non-UTC mode only.

RTC_TSTRH1 reports the timestamp of the last tamper event after reading RTC_TSSR1.

Bit 31 30 29 28 27 26 25 24
[BACKUP_] | | | |
Access R
Reset 0
Bit 23 22 21 20 19 18 17 16
AMPM HOURJ5:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
MIN[6:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SEC[6:0]
Access R R R R R R R
Reset 0 0 0 0 0 0 0

Bit 31 - BACKUP System Mode of the Tamper (cleared by reading RTC_TSSR1)

Value Description

0 The state of the system is different from Backup mode when the tamper event occurs.

1 The system is in Backup mode when the tamper event occurs.

Bit 22 - AMPM AM/PM Indicator of the Tamper (cleared by reading RTC_TSSR1)

Bits 21:16 —- HOUR[5:0] Hours of the Tamper (cleared by reading RTC_TSSR1)

Bits 14:8 — MIN[6:0] Minutes of the Tamper (cleared by reading RTC_TSSR1)

Bits 6:0 — SEC[6:0] Seconds of the Tamper (cleared by reading RTC_TSSR1)
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17.6.19 RTC TimeStamp Time Register 1 (UTC_MODE)

Name:
Offset:
Reset:
Property:

RTC_TSTR1 (UTC_MODE)
0xBC

0x00000000

Read-only

RTC_TSTR1 reports the timestamp of the last tamper event after reading RTC_TSSR1.

Bit 31 30 29 28 27 26 25 24
| BACKUP | | | | | |
Access R
Reset 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1" 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bit 31 - BACKUP System Mode of the Tamper (cleared by reading RTC_TSSR1)
Value Description

0
1

The state of the system is different from Backup mode when the tamper event occurs.

The system is in Backup mode when the tamper event occurs.
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17.6.20

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

RTC TimeStamp Date Register

Name: RTC_TSDRx
Offset: 0xB4 + x*0x0C [x=0..1]
Reset: 0x00000000

Property: Read-only

These fields contain the date and the source of a tamper occurrence if RTC_TSTRO.TEVCNT field is not null.
These fields are relevant for non-UTC mode only.

RTC_TSDRO reports the timestamp of the first tamper event after reading RTC_TSSRO0, and RTC_TSDR1 reports
the timestamp of the last tamper event.

31 30 29 28 27 26 25 24
| | | DATE[5:0]

R R R R R R

0 0 0 0 0 0

23 22 21 20 19 18 17 16

DAY[2:0] MONTH[4:0]
R R R R R R R R
0 0 0 0 0 0 0 0
15 14 13 12 1 10 9 8
YEAR[7:0]
R R R R R R R R
0 0 0 0 0 0 0 0
7 6 5 4 3 2 1 0
CENT[6:0]
R R R R R R R
0 0 0 0 0 0 0

Bits 29:24 — DATE[5:0] Date of the Tamper (cleared by reading RTC_TSSRXx)
Bits 23:21 — DAY[2:0] Day of the Tamper (cleared by reading RTC_TSSRXx)

Bits 20:16 — MONTH[4:0] Month of the Tamper (cleared by reading RTC_TSSRKx)
Bits 15:8 — YEAR[7:0] Year of the Tamper (cleared by reading RTC_TSSRXx)

Bits 6:0 — CENT[6:0] Century of the Tamper (cleared by reading RTC_TSSRXx)
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17.6.21 RTC TimeStamp Date Register (UTC_MODE)

Name: RTC_TSDRx (UTC_MODE)
Offset: 0xB4
Reset: 0x00000000

Property: Read-only

RTC_TSDRO reports the timestamp of the first tamper event after reading RTC_TSSRO0, and RTC_TSDR1 reports

the timestamp of the last tamper event.
This register is cleared by reading RTC_TSSRXx.

Bit 31 30 29 28 27 26 25 24
| UTC_TIME[31:24]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
UTC_TIME[23:16]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
UTC_TIME[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
UTC_TIME[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 31:0 — UTC_TIME[31:0] Time of the Tamper (UTC format)
This configuration is relevant only if UTC = 1 in RTC_MR.
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17.6.22 RTC TimeStamp Source Register

Name: RTC_TSSRXx
Offset: 0xB8 + x*0x0C [x=0..1]
Reset: 0x00000000

Property: Read-only

This register is cleared after read and the read access also performs a clear on RTC_TSTRx and RTC_TSDRXx.

The following configuration values are valid for all listed bit names of this register:
0: No alarm generated since the last clear.

1: An alarm has been generated by the corresponding monitor since the last clear.

Bit 31 30 29 28 27 26 24
Access
Reset

Bit 23 22 21 20 19 18 16

DET7 DET6 DET5 DET4 DET3 DET2 DETO

Access R R R R R R R

Reset 0 0 0 0 0 0 0

Bit 15 14 13 12 11 10 8
Access
Reset

Bit 7 6 5 4 3 2 0
Access
Reset

Bits 16, 17, 18, 19, 20, 21, 22, 23 — DETx Tamper Detection on VDDCORE WKUP[8:1] (cleared on read)
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17.6.23 RTC Tamper Mode Register

Name: RTC_TMR
Offset: 0x58
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
TRLOCK
Access w
Reset 0
Bit 23 22 21 20 19 18 17 16
POL7 POL6 POL5 POL4 POL3 POL2 POL1 POLO
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
EN7 ENG6 EN5 EN4 EN3 EN2 EN1 ENO
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bit 31 —- TRLOCK Tamper Registers Lock (Write-once, cleared by VDDCORE reset)

Value Name Description
0 UNLOCKED ' RTC_TMR and RTC_TDPR can be written.
1 LOCKED RTC_TMR and RTC_TDPR cannot be written until the next VDDCORE domain reset.

Bits 16, 17, 18, 19, 20, 21, 22, 23 — POLx WKUPx+1 Polarity

Value Name Description
0 LOW | If the source of tamper remains low for a debounce period, a tamper event is generated.
1 HIGH | If the source of tamper remains high for a debounce period, a tamper event is generated.

Bits 0, 1, 2, 3, 4, 5, 6, 7 — ENx WKUPx+1 Tamper Source Enable

Value Name Description
0 DISABLE WKUP pin index x+1 is not enabled as a source of tamper.
1 ENABLE WKUP pin index x+1 is enabled as a source of tamper.
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17.6.24 RTC Tamper Debounce Period Register

Name: RTC_TDPR
Offset: 0x5C
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
SELP7 SELP6 SELP5 SELP4 SELP3 SELP2 SELP1 SELPO
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 " 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
PERBJ3:0] PERA[3:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 16, 17, 18, 19, 20, 21, 22, 23 — SELPx WKUPx+1 Debounce Period Selection

Value Name Description
0 SEL_PA WKUP pin index x+1 is debounced with PERA period.
1 SEL_PB WKUP pin index x+1 is debounced with PERB period.

Bits 7:4 — PERB[3:0] Debounce Period B

Value Name Description

0 MD_SLCK 2 The source of tamper must remain active for at least 2 monitoring domain slow clock
cycles to generate a tamper event.

1 MD_SLCK 4 The source of tamper must remain active for at least 4 monitoring domain slow clock
cycles to generate a tamper event.

2 MD_SLCK_8 | The source of tamper must remain active for at least 8 monitoring domain slow clock
cycles to generate a tamper event.

3 MD_SLCK_16 | The source of tamper must remain active for at least 16 monitoring domain slow clock
cycles to generate a tamper event.

4 MD_SLCK_32 | The source of tamper must remain active for at least 32 monitoring domain slow clock
cycles to generate a tamper event.

5 MD_SLCK_64 The source of tamper must remain active for at least 64 monitoring domain slow clock
cycles to generate a tamper event.

6 MD_SLCK_128  The source of tamper must remain active for at least 128 monitoring domain slow
clock cycles to generate a tamper event.

7 MD_SLCK_256 The source of tamper must remain active for at least 256 monitoring domain slow

clock cycles to generate a tamper event.

Bits 3:0 — PERA[3:0] Debounce Period A
Value Name Description
0 MD_SLCK_2 | The source of tamper must remain active for at least 2 monitoring domain slow clock
cycles to generate a tamper event.
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Value Name

1 MD_SLCK_4

2 MD_SLCK_8

3 MD_SLCK_16
4 MD_SLCK_32
5 MD_SLCK_64
6 MD_SLCK_128
7 MD_SLCK_256

Description

The source of tamper must remain active for at least 4 monitoring domain slow clock
cycles to generate a tamper event.

The source of tamper must remain active for at least 8 monitoring domain slow clock
cycles to generate a tamper event.

The source of tamper must remain active for at least 16 monitoring domain slow clock
cycles to generate a tamper event.

The source of tamper must remain active for at least 32 monitoring domain slow clock
cycles to generate a tamper event.

The source of tamper must remain active for at least 64 monitoring domain slow clock
cycles to generate a tamper event.

The source of tamper must remain active for at least 128 monitoring domain slow
clock cycles to generate a tamper event.

The source of tamper must remain active for at least 256 monitoring domain slow
clock cycles to generate a tamper event.
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Shutdown Controller (SHDWC)

Description

The Shutdown Controller (SHDWC) controls the SHDN output signal (to enable and disable an external power supply
circuit), and manages the wake-up events detection.

Embedded Characteristics
» Shutdown Logic
— Software assertion of the Shutdown Output Pin (SHDN)
— Programmable de-assertion from the wake-up events
*  Wake-Up Logic
— Programmable wake-up event detection input pins, and internal wake-up event from RTC and RTT

Block Diagram

Figure 18-1. SHDWC Block Diagram
MD_SLCK

l

Shutdown Controller

SHDW_WUIR read SHDW_SR
WKUPTO reset l
WKUPISO [sHDW_SR

set T

WKUPENO

i

WKUPO D

read SHDW_SR
Wake-up
reset —
RTTWKEN [SHDW_MR RTTWK [SHDW_SR Shutdown
Output { SHDN
RTT Alarm set T Controller
SHDW_CR
read SHOW_SR SHDW Shutdown

reset

RTCWKEN [SHDW_MR RTCWK | SHDW_SR
setT

RTC Alarm

il

1/0 Lines Description
Table 18-1. 1/0 Lines Description

ame = i e

WKUPO Wake-up inputs Input
SHDN Shutdown output Output
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Product Dependencies

Power Management

The SHDWC is continuously clocked by the Monitoring Domain Slow Clock (MD_SLCK). The Power Management
Controller has no effect on the behavior of the SHDWC.

Functional Description

The SHDWC manages the main power supply. To do so, it is supplied with VDDBU and manages wake-up input pins
and one output pin, SHDN.

A typical application connects the pin SHDN to the enable input of the device's power supply circuit. The wake-up
inputs (WKUPO) connect to any push-buttons or signal that wake up the system.

The software is able to control the pin SHDN by writing the Shutdown Control Register (SHDW_CR) with the bit
SHDW at 1. The shutdown is taken into account only two MD_SLCK cycles after the write of SHDW_CR. This
register is password-protected and so the value written should contain the correct key for the command to be taken
into account. As a result, the SHDN pin is driven low and the system should be powered down.

Wake-up Inputs

Any level change on the WKUP pin can trigger a wake-up. Wake-up is configured in theMode register (SHDW_MR)
and Wakeup Inputs register (SHDW_WUIR). The transition detector can be programmed to detect either a positive or
negative transition on the WKUP pin. The detection can also be disabled. Programming is performed by enabling the
Wake-up Input (WKUPENQO bit) and defining the Wake-up Input Type (WKUPTO bit) in the SHDW_WUIR.

Moreover, a debouncing circuit can be programmed for WKUP. The debouncing circuit filters pulses on WKUP
shorter than the programmed value in SHDW_MR.WKUPDBC. If the programmed level change is detected on a pin,
a counter starts. When the counter reaches the value programmed in WKUPDBC, the SHDN pin is released. If a new
input change is detected before the counter reaches the corresponding value, the counter is stopped and cleared.
WKUPISO of the Status register (SHDW_SR) reports the detection of the programmed events on WKUP with a reset
after the read of SHDW_SR.

The SHDWC can be programmed so as to activate the wake-up using the RTC and RTT alarms (detection of the
rising edge event is synchronized with SLCK). This is done by writing the SHDW_MR using the RTCWKEN and
RTTWKEN bits. When enabled, the detection of RTC and RTT alarms is reported in the RTCWK and RTTWK bits of
SHDW_SR. They are cleared after reading SHDW_SR. When using the RTC and RTT alarms to wake up the
system, the user must ensure that RTC and RTT alarm status flags are cleared before shutting down the system.
Otherwise, no rising edge of the status flags may be detected and the wake-up fails.
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18.7 Register Summary

ICE T = N I A I (N N N

31:24 KEY[7:0]
23:16

15:8

7:0 SHDW
31:24 WKUPDBCI2:0]
23:16 RTCWKEN | RTTWKEN
15:8

7:0
31:24
23:16 WKUPISO
15:8

7:0 RTCWK RTTWK WKUPS
31:24
23:16 WKUPTO
15:8

7:0 WKUPENO

0x00 SHDW_CR

0x04 SHDW_MR

0x08 SHDW_SR

0x0C SHDW_WUIR
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18.7.1 SHDWC Control Register

Name: SHDW_CR
Offset: 0x00
Reset: -

Property: Write-only

Bit 31 30 29 28 27 26 25 24
KEY[7:0]
Access W w W w w W W w
Reset - - - - - - - -
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 " 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
SHDW
Access W
Reset

Bits 31:24 — KEY[7:0] Password
Value Name Description
0xA5 PASSWD Writing any other value in this field aborts the write operation.

Bit 0 —- SHDW Shutdown Command

Value Description
0 No effect.

1 If KEY value is correct, asserts the SHDN pin.
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18.7.2 SHDWC Mode Register

Name: SHDW_MR
Offset: 0x04
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
| | WKUPDBC[2:0]
Access R/W R/W R/W
Reset 0 0 0
Bit 23 22 21 20 19 18 17 16
RTCWKEN RTTWKEN
Access R/W R/W
Reset 0 0
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
Access
Reset

Bits 26:24 — WKUPDBC[2:0] Wake-up Inputs Debouncer Period

Value Name Description

0 IMMEDIATE Immediate, no debouncing, detected active at least on one MD_SLCK edge
1 3 SLCK WKUP shall be in its active state for at least 3 MD_SLCK periods

2 32_SLCK WKUP shall be in its active state for at least 32 MD_SLCK periods

3 512_SLCK WKUP shall be in its active state for at least 512 MD_SLCK periods

4 4096_SLCK WKUP shall be in its active state for at least 4,096 SLCK periods

5 32768 SLCK  WKUP shall be in its active state for at least 32,768 MD_SLCK periods

Bit 17 - RTCWKEN Real-time Clock Wake-up Enable

Value Description

0 The RTC Alarm signal has no effect on the SHDWC.

1 The RTC Alarm signal forces the de-assertion of the SHDN pin.
Bit 16 — RTTWKEN Real-time Timer Wake-up Enable

Value Description

0 The RTT Alarm signal has no effect on the SHDWC.

1 The RTT Alarm signal forces the de-assertion of the SHDN pin.
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18.7.3 SHDWC Status Register
Name: SHDW_SR
Offset: 0x08
Reset: 0x00000000
Property: Read-only
Note: The events are detected only when the system is in Backup mode.
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
WKUPISO
Access R
Reset 0
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
RTCWK RTTWK WKUPS
Access R R R
Reset 0 0 0

Bit 16 —- WKUPIS0 Wake-up 0 Input Status
Value Name Description
DISABLE | The wake-up 0 input is disabled, or was inactive at the time the debouncer triggered a
wake-up event.
1 ENABLE | The wake-up 0 input was active at the time the debouncer triggered a wake-up event.

Bit 5 —- RTCWK Real-time Clock Wake-up

Value Description

No wake-up alarm from the RTC occurred since the last read of SHDW_SR.
l At least one wake-up alarm from the RTC occurred since the last read of SHDW_SR.

Bit 4 - RTTWK Real-time Timer Wake-up

Value Description

No wake-up alarm from the RTT occurred since the last read of SHDW_SR.
1 At least one wake-up alarm from the RTT occurred since the last read of SHDW_SR.

Bit 0 - WKUPS WKUP Wake-up Status

Value Name Description

0 NO No wake-up due to the assertion of the WKUP pins has occurred since the last read of
SHDW_SR.

1 PRESENT | At least one wake-up due to the assertion of the WKUP pins has occurred since the last

read of SHDW_SR.
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18.7.4 SHDWC Wake-up Inputs Register

Name: SHDW_WUIR
Offset: 0x0C
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
WKUPTO
Access R
Reset 0
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
WKUPENO
Access R
Reset 0

Bit 16 — WKUPTO0 Wake-up O Input Type
Value Name Description
0 LOW | A falling edge followed by a low level on the wake-up 0 input, for a period defined by
WKUPDBC, forces wake-up of the core power supply.
1 HIGH | A rising edge followed by a high level on the wake-up 0 input, for a period defined by
WKUPDBC, forces wake-up of the core power supply.

Bit 0 - WKUPENO Wake-up 0 Input Enable
Value Name Description

0 DISABLE The wake-up 0 input has no wake-up effect.

1 ENABLE The wake-up 0 input forces wake-up of the core power supply.
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19. Periodic Interval Timer (PIT)

19.1 Description
The Periodic Interval Timer (PIT) provides the operating system’s scheduler interrupt. It is designed to offer maximum
accuracy and efficient management, even for systems with long response time.

19.2 Embedded Characteristics
» 20-bit Programmable Counter plus 12-bit Interval Counter
* Reset-on-read Feature
» Both Counters Work on Master Clock/16

19.3 Block Diagram

Figure 19-1. Periodic Interval Timer

PIT_MR
PIV
- PIT_MR
PITIEN
lset o
0 PIT_SR p|TS| Pt
i ¢ Areset
0 0 1
e i
12-bit
0 1 Adder
read PIT_PIVR
MCK 20-bit
Counter

Y Y

MCK/16
Prescaler > CPIV PIT_PIVR PICNT

CPIV PIT_PIIR PICNT

19.4 Functional Description
The Periodic Interval Timer provides periodic interrupts for use by operating systems.

The PIT provides a programmable overflow counter and a reset-on-read feature. It is built around two counters: a 20-
bit CPIV counter and a 12-bit PICNT counter. Both counters work at Master Clock /16.

The first 20-bit CPIV counter increments from 0 up to a programmable overflow value set in the field PIV of the Mode
Register (PIT_MR). When the counter CPIV reaches this value, it resets to 0 and increments the Periodic Interval
Counter, PICNT. The status bit PITS in the Status Register (PIT_SR) rises and triggers an interrupt, provided the
interrupt is enabled (PITIEN in PIT_MR).

Writing a new PIV value in PIT_MR does not reset/restart the counters.
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When CPIV and PICNT values are obtained by reading the Periodic Interval Value Register (PIT_PIVR), the overflow
counter (PICNT) is reset and the PITS bit is cleared, thus acknowledging the interrupt. The value of PICNT gives the
number of periodic intervals elapsed since the last read of PIT_PIVR.

When CPIV and PICNT values are obtained by reading the Periodic Interval Image Register (PIT_PIIR), there is no
effect on the counters CPIV and PICNT, nor on the bit PITS. For example, a profiler can read PIT_PIIR without
clearing any pending interrupt, whereas a timer interrupt clears the interrupt by reading PIT_PIVR.

The PIT may be enabled/disabled using the PITEN bit in the PIT_MR register (disabled on reset). The PITEN bit only
becomes effective when the CPIV value is 0. The figure below illustrates the PIT counting. After the PIT Enable bit is
reset (PITEN = 0), the CPIV goes on counting until the PIV value is reached, and is then reset. PIT restarts counting,
only if the PITEN is set again.

The PIT is stopped when the core enters debug state.

Figure 19-2. Enabling/Disabling PIT with PITEN
APB cycle APB cycle

< ML ML

15
estarts MCK Prescaler
MCK Prescaler 0 N
V]
PITEN \ P,
CPIV | 0 1 v - X piv 0 X1

PICNT 0 1 0

PITS (PIT_SR)
APB Interface ><

read PIT_PIVR
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Register Summary

I T = N I N I N N N

0x00

0x04

0x08

0x0C

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

PIT_MR

PIT SR

PIT_PIVR

PIT_PIIR

PICNT([3:0]

PICNT([3:0]

PIV[15:8]
PIV[7:0]

PICNT[11:4]

CPIV[15:8]
CPIV[7:0]
PICNT[11:4]

CPIV[15:8]
CPIV[7:0]

PITIEN PITEN
PIV[19:16]

PITS
CPIV[19:16]
CPIV[19:16]
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Access
Reset

Access
Reset

Access
Reset

Access
Reset
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Periodic Interval Timer Mode Register

Name: PIT_MR
Offset: 0x00

Reset: O0x000FFFFF
Property: Read/Write

This register can only be written if the WPEN bit is cleared in the System Controller Write Protection Mode Register
(SYSC_WPMR).

31 30 29 28 27 26 25 24
| | PITIEN PITEN
RIW RIW
0 0
23 22 21 20 19 18 17 16
PIV[19:16]
RIW RIW RIW RIW
1 1 1 1
15 14 13 12 11 10 9 8
PIV[15:8]
R/W RIW RIW RIW RIW RIW RIW RIW
1 1 1 1 1 1 1 1
7 6 5 4 3 2 1 0
PIV[7:0]
RIW RIW RIW RIW RIW RIW RIW RIW

1 1 1 1 1 1 1 1

Bit 25 — PITIEN Period Interval Timer Interrupt Enable

Value Description

0 The bit PITS in PIT_SR has no effect on the interrupt.
1 The bit PITS in PIT_SR asserts an interrupt.

Bit 24 — PITEN Period Interval Timer Enabled

Value Description

0 The Periodic Interval Timer is disabled when the PIV value is reached.
1 The Periodic Interval Timer is enabled.

Bits 19:0 — PIV[19:0] Periodic Interval Value
Defines the value compared with the primary 20-bit counter of the Periodic Interval Timer (CPIV). The period is equal
to (PIV + 1).
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19.5.2 Periodic Interval Timer Status Register

Name: PIT_SR
Offset: 0x04
Reset: 0x00000000
Property: Read-only
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
PITS
Access R
Reset 0

Bit 0 — PITS Periodic Interval Timer Status
Description
The Periodic Interval timer has not reached PIV since the last read of PIT_PIVR.
The Periodic Interval timer has reached PIV since the last read of PIT_PIVR.

Value
0
1
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19.5.3 Periodic Interval Timer Value Register

Name:
Offset:
Reset:
Property:

PIT_PIVR

0x08

0x00000000

Read-only

Reading this register clears PITS in PIT_SR.

Bit 31 30 29 28 27 26 25 24
| PICNT[11:4]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
PICNT[3:0] CPIV[19:16]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
CPIV[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
CPIV[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 31:20 — PICNT[11:0] Periodic Interval Counter
Returns the number of occurrences of periodic intervals since the last read of PIT_PIVR.

Bits 19:0 — CPIV[19:0] Current Periodic Interval Value
Returns the current value of the periodic interval timer.
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19.5.4

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Periodic Interval Timer Image Register

Name: PIT_PIIR

Offset: 0x0C

Reset: 0x00000000

Property: Read-only
31 30 29 28 27 26 25 24

PICNT[11:4]
R R R R R R R R
0 0 0 0 0 0 0 0
23 22 21 20 19 18 17 16
PICNT[3:0] CPIV[19:16]
R R R R R R R R
0 0 0 0 0 0 0 0
15 14 13 12 1" 10 9 8
CPIV[15:8]
R R R R R R R R
0 0 0 0 0 0 0 0
7 6 5 4 3 2 1 0
CPIV[7:0]

R R R R R R R R
0 0 0 0 0 0 0 0

Bits 31:20 — PICNT[11:0] Periodic Interval Counter
Returns the number of occurrences of periodic intervals since the last read of PIT_PIVR.

Bits 19:0 — CPIV[19:0] Current Periodic Interval Value
Returns the current value of the periodic interval timer.
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64-bit Periodic Interval Timer (PIT64B)

Description
The 64-bit Periodic Interval Timer (PIT64B) provides the operating system scheduler interrupt, as well as any periodic
source of interrupt to software. It is designed to offer maximum accuracy and efficient management, even for systems
with long response times.

Embedded Characteristics

4-bit Prescaler

64-bit Timer

Single Shot or Continuous Mode
Safety/Security Access Reports
Register Write protection

Block Diagram
Figure 20-1. Block Diagram

IPIT64B_MR.SGCLK| | PIT64B_MR.PRESCALER |

PIT64B_MSBPR.MSBPERIOD
PIT64B_LSBPR.LSBPERIOD

\4

PRESC =0
Y

Edge load value

GCLK detection [ 4-bit prescaler
Y enable

‘1" —»|( selected -0

ook | ook load
peripheral T T
clock

64-bit timer  03d value

enable

clock load

PIT64B_CR.START
timer = 0 and prescaler = 0 m I

issued START command
and timer = 0 and prescaler = 0

Product Dependencies

Power Management

The Power Management Controller (PMC) controls the PIT64B clock in order to save power. The programmer must
first enable the PIT64B clock in the PMC before using the PIT64B.

After a hardware reset, the PIT64B clock is disabled by default.

Interrupt Generation
The PIT64B interface has an interrupt line connected to the Interrupt Controller.

Y

PIT64B_TMSBPR.MSBTIMER
PIT64B_TLSBPR.LSBTIMER

PIT64B_MR.CONT

|PIT64B_IMR.PERIOD

| PIT64B_ISR.PERIOD |

| PIT64B_IMR.OVRE

| PIT64B_ISR.OVRE |

| PIT64B_ISR.OVRE |

PIT64B_ISR.PERIOD |

interrupt
line

Handling the PIT64B interrupt requires programming the Interrupt Controller before configuring the PIT64B.
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Functional Description

Timer Clock Source

The two clock sources for the 64-bit timer are the peripheral clock and the generic clock (GCLK), which can be fully
asynchronous to the peripheral clock. The selected clock can be prescaled before triggering the 64-bit timer.

The GCLK is selected as source clock for the prescaler when the SGCLK bit, in the Mode register (PIT64B_MR), is
written to 1. The prescaler is active as soon as PIT64B_MR.PRESCALER>0.

If PIT64B_MR.PRESCALER=0, the timer is triggered either on each rising edge detection event of the GCLK if
PIT64B_MR.SGCLK is written to 1, or on each rising edge of the peripheral clock.

If GCLK is selected, the frequency must be at least 3 times lower than the peripheral clock.

Single Period Mode

When the PIT64B_MR.CONT bit is written to 0, the PIT64B produces a single timer event. The timer period starts as
soon as the START bit, in the Control register (PIT64B_CR), is written to 1. The period is defined by configuring the
LSBPERIOD field in the LSB Period register (PIT64B_LSBPR) and the MSBPERIOD field in the MSB Period register
(PIT64B_MSBPR). When the START command is issued, the 64-bit timer loads 0 and increments up to LSBPERIOD
and MSBPERIOD field value minus 1, then automatically reloads 0 and stops.

When time reaches the maximum value, the PERIOD flag, in the Interrupt Status register (PIT64B_ISR), is set. No
other period will be started until a new START command is issued.

After a period is started and while it is not elapsed, any new values written in PIT64B_MR, PIT64B_LSBPR or
PIT64B_MSBPR have no effect on the current period if bit PIT64B_MR.SMOD=0 (see Figure Single Waveform in
Single Period Mode if bit PIT64B_MR.SMOD=0

If PIT64B_MR.SMOD=1 a start is also performed as soon as PIT64B_LSBPR is written, thus a modification of the
period can be performed on-the-fly with a single write operation if the period requires no more than 32 bits. When
writing a 64-bit value, the 32-bit MSB part must be configured first, followed by the 32-bit LSB part (see Figure
Waveform in Single Period Mode if bit PIT64B_MR.SMOD=1). When configuring a value lower or equal to 32 bits
after processing a period defined on 64 bits, first PIT64B_MSBPR must be written to 0, and then the 32-bit LSB must
be written into PIT64B_LSBPR.

If PIT64B_CR.SWRST is written to 1, the current period is immediately stopped.

Figure 20-2. Single Waveform in Single Period Mode if bit PIT64B_MR.SMOD=0
PIT64B_MR.CONT=0 \
Write PIT64B_MR,

PIT64B_LSBPR,
PIT64B_MSBPR

Period = P1 Period = P2

No effect start commands

Period = P1

Write PIT64B_CR.START=1 C# : 4> '.‘ ‘ ‘ : 49 A

\__iperod=p2 + \ |

64-bit timer value

PIT64B_ISR.PERIOD

Read PIT64B_ISR T

PIT64B_ISR.OVRE ’7
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Figure 20-3. Waveform in Single Period Mode if bit PIT64B_MR.SMOD=1
PIT64B_MR.CONT=0

Write PIT64B_MR, ) )
e - Period = P1 (MSB part) Period = P2 (MSB part) Period = P3 (MSB part)

PIT64B_MSBPR

Period = P1

Period = P3

Period = P3 (LSB part)
Write PIT64B_LSBPR ; and start trigger
1 stdrt commands start command
i /7 ng effect: 1 = no effect
Write PIT64B_CR.START=1 + : + : 1 . + : ‘ A)

i Period = P2 3

64-bit timer value

Start Start

; Period = P2 Period = P3
PIT64B_ISR.PERIOD f

Tj J | Ji

Read PIT64B_ISR

Continuous Period Mode

When the PIT64B_MR.CONT bit is written to 1, the PIT64B continuously produces timer events. The timer is started
as soon as the PIT64B_CR.START bit is written to 1. The period is defined by configuring the
PIT64B_LSBPR.LSBPERIOD field and PIT64B_MSBPR.MSBPERIOD field. When the START command is issued,
the 64-bit timer loads 0 and increments up to LSBPERIOD and MSBPERIOD field value minus 1, then automatically
reloads 0 anc restarts a new counting period until bit PIT64B_CR.SWRST is written to 1.

When the timer reaches its maximum value, the flag PIT64B_ISR.PERIOD is set. PIT64B_ISR.PERIOD is cleared
when reading PIT64B_ISR. If a new period elapses and the PIT64B_ISR.PERIOD is 1, the PIT64B_ISR.OVRE flag is
set to indicate a potential latency at system level

After the START command has been issued, any new values written in PIT64B_MR, PIT64B_LSBPR or
PIT64B_MSBPR have no effect on the current period if bit PIT64B_MR.SMOD=0 (see Figure Waveform in
Continuous Period Mode if the bit PIT64B_MR.SMOD=0). A software reset must be issued before configuring new
values in PIT64B_LSBPR and PIT64B_MSBPR if bit PIT64B_MR.SMOD=0.

If PIT64B_MR.SMOD=1 a start can be also performed as soon as PIT64B_LSBPR is written, thus a modification of
the period can be performed on-the-fly with a single write operation if the period requires no more than 32 bits. When
writing a 64-bit value, the 32-bit MSB part must be configured first followed by a 32-bit LSB part (see Figure
Waveform in Continuous Period Mode if the bit PIT64B_MR.SMOD=1). When configuring a value lower or equal to
32 bits after processing a period defined on 64 bits, first PIT64B_MSBPR must be written to 0, and then the 32-bit
LSB must be written into PIT64B_LSBPR.

If PIT64B_CR.SWRST is written to 1, the current period is immediately stopped.
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Figure 20-4. Waveform in Continuous Period Mode if bit PIT64B_MR.SMOD=0
PIT64B_MR.CONT=1 !
Write PIT64B_MR,

PIT64B_LSBPR,
PIT64B_MSBPR

Period = P1 Period = P2 = no effect

No effect start commands

Write PIT64B_CR.START=1 % : : ‘

Period = P1

64-bit timer value

PIT64B_ISR.PERIOD /

D
Read PIT64B_ISR T

PIT64B_ISR.OVRE ’7

Figure 20-5. Waveform in Continuous Period Mode if bit PIT64B_MR.SMOD=1
PIT64B_MR.CONT=1 & PIT64B_MR.SMOD = 1

Write PIT64B_MR, Period = P2 due to PIT64B_MSBPR = no effect

Period = P1

PIT64B_MSBPR

Period = P3 due to PIT64B_LSBPR write
Write PIT64B_LSBPR -

NG effect start commands i

Write PIT64B_CR.START=1 (#

Period = P3

Period = P1 Period = P1

Period = P3
64-bit timer value

PIT64B_ISR.PERIOD

Read PIT64B_ISR T

Security and Safety Analysis and Reports
Several types of checks are performed when the PIT64B is running.

The peripheral clock of the PIT64B is monitored by a specific circuitry to detect abnormal waveforms on the internal
clock that may affect the behavior of the PIT64B. Corruption on the triggering edge of the clock or a pulse with a
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minimum duration may be identified. If the CGD flag is set in the Write Protection Status register (PIT64B_WPSR), an
abnormal condition occurred on the peripheral clock. This flag is not set under normal operating conditions.

The internal timer sequence of the PIT64B is also monitored and if an abnormal state is detected, the flag
PIT64B_WPSR.SEQE is set. This flag is not set under normal operating conditions.

The software accesses to the PIT64B are monitored and if an incorrect access is performed, the flag
PIT64B_WPSR.SWE is set. The type of incorrect/abnormal software access is reported in the
PIT64B_WPSR.SWETYP field (see PIT64B Write Protection Status Register for details), e.g., writing PIT64B_MR,
PIT64B_LSBPR (if PIT64B_MR.SMOD=0), PIT64B_MSBPR (if PIT64B_MR.SMOD=0) when the timer is running
(after a START command has been issued) is an error. PIT64B_WPSR.ECLASS is an indicator reporting the
criticality of the SWETYP report.

The flags CGD, SEQE, SWE and WPVS are automatically cleared when PIT64B_WPSR is read.

If one of these flags is set, the PIT64B_ISR.SECE flag is set and can trigger an interrupt if the SECE bit, in the
Interrupt Mask register (PIT64B_IMR), is ‘1’. SECE is cleared by reading PIT64B_ISR.

Register Write Protection

To prevent any single software error from corrupting PIT64B behavior, certain registers in the address space can be
write-protected by setting the WPEN (Write Protection Enable), WPITEN (Write Protection Interrupt Enable), and/or
WPCREN (Write Protection Control Enable) bits in the PIT64B Write Protection Mode Register (PIT64B_WPMR).

If a write access to a write-protected register is detected, the WPVS (Write Protection Violation Status) flag in the
PIT64B Write Protection Status Register (PIT64B_WPSR) is set and the WPVSRC (Write Protection Violation
Source) field indicates the register in which the write access has been attempted.

The WPVS bit is automatically cleared after reading PIT64B_WPSR.
The following registers can be write-protected when WPEN is set in PIT64B_WPMR:

* PIT64B Mode Register
* PIT64B LSB Period Register
* PIT64B MSB Period Register

Note: PIT64B LSB Period Register and PIT64B MSB Period Register are not write-protected if
PIT64B_MR.SMOD=1.

The following registers can be write-protected when WPITEN is set in PIT64B_WPMR:

* PIT64B Interrupt Enable Register
* PIT64B Interrupt Disable Register

The following register can be write-protected when WPCREN is set in PIT64B_WPMR:
» PIT64B Control Register
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Register Summary

I I = N I N AN N N N

0x00

0x04

0x08

0x0C

0x10

0x14

0x18

0x1C

0x20

0x24
0x28
OxE3

OxE4

OxE8

PIT64B_CR

PIT64B_MR

PIT64B_LSBPR

PIT64B_MSBPR

PIT64B_IER

PIT64B_IDR

PIT64B_IMR

PIT64B_ISR

PIT64B_TLSBR

PIT64B_TMSBR

Reserved

PIT64B_WPMR

PIT64B_WPSR

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

ECLASS

SMOD SGCLK
LSBPERIODI[31:24]
LSBPERIOD[23:16]
LSBPERIODI[15:8]
LSBPERIODI[7:0]
MSBPERIOD[31:24]
MSBPERIOD[23:16]
MSBPERIOD[15:8]
MSBPERIOD[7:0]

SECE

SECE

SECE

SECE
LSBTIMER[31:24]
LSBTIMER[23:16]

LSBTIMER[15:8]
LSBTIMER[7:0]
MSBTIMER[31:24]
MSBTIMER[23:16]
MSBTIMER[15:8]
MSBTIMER[7:0]

WPKEY/[23:16]
WPKEY([15:8]
WPKEY([7:0]
FIRSTE

WPVSRC[15:8]
WPVSRCI[7:0]
SWE

PRESCALER[3:0]

WPCREN

SEQE

SWRST

START

CONT
OVRE PERIOD
OVRE PERIOD
OVRE PERIOD
OVRE PERIOD
WPITEN WPEN

SWETYP[1:0]

CGD WPVS
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20.6.1

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

PIT64B Control Register

Name: PIT64B_CR
Offset: 0x00
Reset: -

Property: Write-only

This register can only be written if the WPCREN bit is cleared in the PIT64B Write Protection Mode Register.

31 30 29 28 27 26 25 24
23 22 21 20 19 18 17 16
15 14 13 12 1" 10 9 8
SWRST
w
7 6 5 4 3 2 1 0
START
w

Bit 8 - SWRST Software Reset

Value Description

0 No effect.

1 Performs a software reset, clears the configuration and stops any timer period in progress.

Bit 0 — START Start Timer

Value Description

0 No effect.

1 The timer counter is started for 1 or more periods. If the START command is applied during a non-
elapsed timer period, there is no effect. Thus, in Continuous mode, the SWRST command is the only

command to stop the PIT64B.

If PIT64B_MR.SMOD=1 a start is also performed as soon as PIT64B_LSBPR is written (see 20.5.2

Single Period Mode and 20.5.3 Continuous Period Mode).
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20.6.2

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

PIT64B Mode Register

Name: PIT64B_MR
Offset: 0x04
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PIT64B Write Protection Mode Register.

When the timer is running, writing a value to this register has no effect. The value written is this register is loaded
anytime before a START command is issued.

31 30 29 28 27 26 25 24

23 22 21 20 19 18 17 16

15 14 13 12 1" 10 9 8

PRESCALER][3:0]

R/wW RW R/W RW

0 0 0 0

7 6 5 4 3 2 1 0

SMOD SGCLK CONT

R/W R/W R/W

0 0 0

Bits 11:8 — PRESCALER[3:0] Prescaler Period

Value Description

0 A prescaler divider of 1 is used.
1-15 The 64-bit timer is incremented at each (PRESCALER+1)x selected period (see SGCLK).

Bit 4 - SMOD Start Mode

Value Description

0

Writing PIT64B_LSBPR does not start the timer period.
1 Writing PIT64B_LSBPR starts the timer period.

Bit 3 - SGCLK Generic Clock Selection Enable
If GCLK is asynchronous to the peripheral clock, a jitter of 1 peripheral clock period is created on the periodic interval
event when Continuous mode is selected.

Value Description
0 The prescaler is triggered at each rising edge of “Peripheral clock” and the timer is triggered.
1 GCLK clock is selected as clock source of the 8-bit prescaler.

Bit 0 — CONT Continuous Mode

Value Description

0 A single period interrupt is generated from a START command.
1 Continuous periodic interrupts are generated after a single START command.
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20.6.3

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

PIT64B LSB Period Register

Name: PIT64B_LSBPR
Offset: 0x08
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PIT64B Write Protection Mode Register or if
PIT64B_MR.SMOD=1.

When the timer is running, if PIT64B_MR.SMOD=0, writing a value to this register has no effect. The value written is
this register must be loaded anytime before a START command is issued if PIT64B_MR.SMOD=0. If
PIT64B_MR.SMOD=1, a write access to this register restarts a timer period.

31 30 29 28 27 26 25 24
| LSBPERIOD[31:24]

RIW RIW RIW RIW RIW RIW RIW RIW
0 0 0 0 0 0 0 0

23 22 21 20 19 18 17 16
LSBPERIOD[23:16]

RIW RIW RIW RIW RIW RIW RIW RIW
0 0 0 0 0 0 0 0
15 14 13 12 11 10 9 8

LSBPERIOD[15:8]

RIW RIW RIW RIW RIW RIW RIW RIW
0 0 0 0 0 0 0 0
7 6 5 4 3 2 1 0

LSBPERIOD[7:0]

RIW RIW RIW RIW RIW RIW RIW RIW

0 0 0 0 0 0 0 0

Bits 31:0 — LSBPERIOD[31:0] 32 LSB of the Timer Period
This field defines the 32 LSB of the timer period. The timer period is defined by selected clock x
{MSBPERIOD,LSBPERIOD}.
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20.6.4 PIT64B MSB Period Register

Name: PIT64B_MSBPR
Offset: 0x0C
Reset: 0x00000000

Property: Read/Write

This register can only be written if the WPEN bit is cleared in the PIT64B Write Protection Mode Register.

When the timer is running, if PIT64B_MR.SMOD=0, writing a value to this register has no effect. The value written is
this register must be loaded anytime before a START command is issued if PIT64B_MR.SMOD=0.

Bit 31 30 29 28 27 26 25 24
| MSBPERIOD[31:24]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
MSBPERIOD[23:16]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 1 10 9 8
MSBPERIOD[15:8]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
MSBPERIOD[7:0]
Access RIW RIW RIW RIW RIW RIW RIW RIW
Reset 0 0 0 0 0 0 0 0

Bits 31:0 - MSBPERIOD[31:0] 32 MSB of the Timer Period
This field defines the 32 MSB of the timer period. The timer period is defined by selected clock x
{MSBPERIOD,LSBPERIOD}.
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20.6.5 PIT64B Interrupt Enable Register

Name:
Offset:
Reset:
Property:

PIT64B_IER

0x10

Write-only

This register can only be written if the WPITEN bit is cleared in the PIT64B Write Protection Mode Register.

The following configuration values are valid for all listed bit names of this register:

0: No effect

1: Enables the corresponding interrupt

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
SECE OVRE PERIOD
Access w W w
Reset - - -

Bit 4 - SECE Safety and/or Security Report Interrupt Enable
Bit 1 — OVRE Overrun Error Interrupt Enable

Bit 0 — PERIOD Elapsed Timer Period Interrupt Enable
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20.6.6 PIT64B Interrupt Disable Register

Name:
Offset:
Reset:
Property:

PIT64B_IDR

0x14

Write-only

This register can only be written if the WPITEN bit is cleared in the PIT64B Write Protection Mode Register.

The following configuration values are valid for all listed bit names of this register:

0: No effect

1: Disables the corresponding interrupt

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
SECE OVRE PERIOD
Access w W w
Reset - - -

Bit 4 - SECE Safety and/or Security Report Interrupt Disable
Bit 1 — OVRE Overrun Error Interrupt Disable

Bit 0 — PERIOD Elapsed Timer Period Interrupt Disable
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20.6.7 PIT64B Interrupt Mask Register

Name: PIT64B_IMR
Offset: 0x18
Reset: 0x00000000

Property: Read-only

The following configuration values are valid for all listed bit names of this register:
0: Corresponding interrupt is not enabled.

1: Corresponding interrupt is enabled.

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 11 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

SECE OVRE PERIOD
Access R R R
Reset 0 0 0

Bit 4 —- SECE Safety and/or Security Report Interrupt Mask
Bit 1 — OVRE Overrun Error Interrupt Mask

Bit 0 — PERIOD Elapsed Timer Period Interrupt Mask
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20.6.8 PIT64B Interrupt Status Register

Name: PIT64B_ISR
Offset: 0x1C
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset

Bit 23 22 21 20 19 18 17 16
Access
Reset

Bit 15 14 13 12 1" 10 9 8
Access
Reset

Bit 7 6 5 4 3 2 1 0

SECE OVRE PERIOD
Access R R R
Reset 0 0 0

Bit 4 — SECE Safety/Security Report (cleared on read)

Value Description
0 There has been no security report in PIT64B_WPSR since the last read of PIT64B_ISR.
1 One security flag has been set in PIT64B_WPSR since the last read of PIT64B_ISR.

Bit 1 — OVRE Overrun Error (cleared on read)

Value Description
0 No multiple rollovers occurred since the last read of PIT64B_ISR.
1 More than 1 rollover occurred since the last read of PIT64B_ISR.

Bit 0 — PERIOD Elapsed Timer Period Status Flag (cleared on read)

Value Description
0 No timer rollover occurred since the last read of PIT64B_ISR.
1 A timer rollover occurred since the last read of PIT64B_ISR.
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20.6.9 PIT64B Timer LSB Register

Name: PIT64B_TLSBR
Offset: 0x20
Reset: 0x00000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
LSBTIMER[31:24]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
LSBTIMER[23:16]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
LSBTIMER[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
LSBTIMER][7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 31:0 — LSBTIMER[31:0] Current 32 LSB of the Timer
This field returns the 32 LSB of the current timer value.
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20.6.10 PIT64B Timer MSB Register

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Bit

Access
Reset

Name:
Offset:
Reset:
Property:

PIT64B_TMSBR
0x24
0x00000000
Read-only

When operating with a timer value greater than 32 bits (PIT64B_MSBPR.MSBPERIOD > 0), the PIT64B_TLSBR
must be read first, followed by the read of PIT64B_TMSBR. This sequence generates an atomic read of the 64-bit
timer value whatever the lapse of time between the accesses. When operating with a timer value up to 32 bits

(PIT64B_MSBPR.MSBPERIOD=0), reading PIT64B_TMSBR is not required.

31 30 29 28 27 26 25 24
[ MSBTIMER[31:24]

R R R R R R R R

0 0 0 0 0 0 0 0

23 22 21 20 19 18 17 16
MSBTIMER[23:16]

R R R R R R R R

0 0 0 0 0 0 0 0

15 14 13 12 11 10 9 8
MSBTIMER[15:8]

R R R R R R R R

0 0 0 0 0 0 0 0

7 6 5 4 3 2 1 0

MSBTIMER([7:0]
R R R R R R R R
0 0 0 0 0 0 0 0

Bits 31:0 - MSBTIMER[31:0] Current 32 MSB of the Timer
This field returns the 32 MSB of the current timer value.
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20.6.11 PIT64B Write Protection Mode Register

Name: PIT64B_WPMR
Offset: OxE4
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
WPKEY[23:16]

Access W w w w w w W w

Reset 0 0 0 0 0 0 0 0

Bit 23 22 21 20 19 18 17 16
WPKEY[15:8]

Access W w W w w W W w

Reset 0 0 0 0 0 0 0 0

Bit 15 14 13 12 11 10 9 8

WPKEY[7:0]

Access W w w w w w W w

Reset 0 0 0 0 0 0 0 0

Bit 7 6 5 4 3 2 1 0

FIRSTE WPCREN WPITEN WPEN
Access R/W R/W R/W R/W
Reset 0 0 0 0

Bits 31:8 - WPKEY[23:0] Write Protection Key

Value Name Description

0x504954 | PASSWD | Writing any other value in this field aborts the write operation of the WPCREN, WPITEN and
WPEN bits. Always reads as 0.

Bit 4 — FIRSTE First Error Report Enable
Value Description
0 The last write protection violation source is reported in PIT64B_WPSR.WPVSRC and the last software
control error type is reported in PIT64B_WPSR.SWETYP. The PIT64B_ISR.SECE flag is set at the first
error occurring within a series.
1 Only the first write protection violation source is reported in PIT64B_WPSR.WPVSRC and only the first
software control error type is reported in PIT64B_WPSR.SWETYP. The PIT64B_ISR.SECE flag is set
at the first error occurring within a series.

Bit 2—- WPCREN Write Protection Control Enable

Value Description
0 Disables the write protection on control register if WPKEY corresponds to 0x504954 (“PIT” in ASCII).
1 Enables the write protection on control register if WPKEY corresponds to 0x504954 (“PIT” in ASCII).

Bit 1 — WPITEN Write Protection Interruption Enable
Value Description
0 Disables the write protection on interrupt registers if WPKEY corresponds to 0x504954 (“PIT” in ASCII).
1 Enables the write protection on interrupt registers if WPKEY corresponds to 0x504954 (“PIT” in ASCII).

Bit 0 - WPEN Write Protection Enable

See Section 6.5 “Register Write Protection” for the list of registers that can be protected.
Value Description

0 Disables the write protection if WPKEY corresponds to 0x504954 (“PIT” in ASCII).
1 Enables the write protection if WPKEY corresponds to 0x504954 (“PIT” in ASCII).
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20.6.12 PIT64B Write Protection Status Register
Name: PIT64B_WPSR
Offset: OxE8
Reset: 0x00000000
Property: Read-only
Bit 31 30 29 28 27 26 25 24
ECLASS SWETYP[1:0]
Access R R R
Reset 0 0 0
Bit 23 22 21 20 19 18 17 16
WPVSRC[15:8]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 " 10 9 8
WPVSRC[7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
SWE | SEQE | CGD WPVS
Access R R R R
Reset 0 0 0 0

Bit 31 — ECLASS Software Error Class (cleared on read)

0 (WARNING): An abnormal access that does not affect system functionality.

1 (ERROR): A write access is performed into PIT64B_MR, PIT64B_LSBR, PIT64B_MSBR while the PIT64B is
running.

Bits 25:24 — SWETYP[1:0] Software Error Type (cleared on read)

Value Name Description

0 READ_WO A write-only register has been read (warning).

1 WRITE_RO A write access has been performed on a read-only register (warning).

2 UNDEF_RW Access to an undefined address (warning).

3 WEIRD_ACTION ' A write access is performed into PIT64B_MR, PIT64B_LSBR, PIT64B_MSBR while

the PIT64B is running (abnormal).

Bits 23:8 —- WPVSRC[15:0] Write Protection Violation Source

When WPVS=1, WPVSRC indicates the register address offset at which a write access has been attempted.

When WPVS=0 and SWE=1, WPVSRC reports the address of the incorrect software access. As soon as WPVS=1,
WPVSRC returns the address of the write-protected violation.

Bit 3 —- SWE Software Control Error (cleared on read)

Value Description

0 No software error has occurred since the last read of PIT64B_WPSR.

1 A software error has occurred since the last read of PIT64B_WPSR. The field SWETYP details the
type of software error; the associated incorrect software access is reported in the field WPVSRC (if
WPVS=0).

Bit 2 — SEQE Internal Sequencer Error (cleared on read)
Value Description
0 No peripheral internal sequencer error has occurred since the last read of PIT64B_WPSR.
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Value Description
1 A peripheral internal sequencer error has occurred since the last read of PIT64B_WPSR. This flag can
only be set under abnormal operating conditions.

Bit 1 — CGD Clock Glitch Detected (cleared on read)

Value Description

0 The clock monitoring circuitry has not been corrupted since the last read of PIT64B_WPSR. Under
normal operating conditions, this bit is always cleared.

1 The clock monitoring circuitry has been corrupted since the last read of PIT64B_WPSR. This flag can

only be set in case of abnormal clock signal waveform (glitch).

Bit 0 — WPVS Write Protection Violation Status (cleared on read)

Value Description

0 No write protection violation has occurred since the last read of the PIT64B_WPSR.

1 A write protection violation has occurred since the last read of the PIT64B_WPSR. If this violation is an
unauthorized attempt to write a protected register, the associated violation is reported into field
WPVSRC.
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Debug Unit (DBGU)

Description
The Debug Unit (DBGU) provides a single entry point from the processor for access to all the debug capabilities of
the product.

The DBGU features a two-pin UART that can be used for communication and trace purposes and offers an ideal
medium for in-situ programming solutions.

Moreover, the association with a DMA controller permits packet handling for these tasks with processor time reduced
to a minimum.

The DBGU also makes the Debug Communication Channel (DCC) signals provided by the In-circuit Emulator of the
ARM processor visible to the software. These signals indicate the status of the DCC read and write registers and
generate an interrupt to the ARM processor, making possible the handling of the DCC under interrupt control.

Chip identifier registers permit recognition of the device and its revision. These registers indicate the sizes and types
of the on-chip memories, as well as the set of embedded peripherals.

A Force NTRST capability enables the software to decide whether to prevent access to the system via the In-circuit
Emulator (ICE). This disables system access through the processor’s ICE, thus protecting the code stored in ROM by
asserting the NTRST line of the processor’s ICE.

Embedded Characteristics

* ICE Access Prevention

* Debug Communication Channel (DCC) Support

» Chip ID Registers

*  Two-pin UART
— Independent receiver and transmitter with a common programmable baud rate generator
— Baud rate can be driven by processor-independent generic source clock
— Even, odd, mark or space parity generation
— Parity, framing and overrun error detection
— Automatic Echo, Local loopback and Remote Loopback Channel modes
— Digital filter on receive line
— Interrupt generation
— Support for two DMA channels with connection to receiver and transmitter
— Receiver timeout
— Register write protection
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Block Diagram

Figure 21-1. DBGU Block Diagram

DBGU
; UART
tx trigger | DTXD
DMA rx trigger | . Transmit
< : —
Controller : Baud Rato it parallel |:|
: Generator T_) Input/
: Output I:l
' + <€ Receive
bus clock Bridge I DRXD
User
System Bus Interface
: Rig dbgu
. Interrupt interrunt
GCLKx ' > Control e p
PMC peripheral clock
come
ARM Handler
Processor
CHIP
nTRST D
ICE
Access
Power-on Handler
Reset

]

force_ntrst

Table 21-1. DBGU Pin Description

Piname—— Daseipion T e

DBGU Receive Data
DBGU Transmit Data

DRXD
DTXD

Product Dependencies

/0 Lines

The DBGU pins are multiplexed with P1O lines. The user must first configure the corresponding PIO Controller to
enable I/O line operations of the DBGU.

Input
Qutput

Power Management

The DBGU clock can be controlled through the Power Management Controller (PMC). In this case, the user must first
configure the PMC to enable the DBGU clock.

Interrupt Sources

The DBGU interrupt line is connected to one of the interrupt sources of the Interrupt Controller. Interrupt handling
requires programming of the Interrupt Controller before configuring the DBGU.
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Functional Description

The DBGU operates in Asynchronous mode only and supports only 8-bit character handling (with parity). It has no
clock pin.

The DBGU is made up of a receiver and a transmitter that operate independently, and a common baud rate
generator. Receiver timeout and transmitter time guard are not implemented. However, all the implemented features
are compatible with those of a standard USART.

Baud Rate Generator
The baud rate generator provides the bit period clock named baud rate clock to both the receiver and the transmitter.

The baud rate clock is the peripheral clock divided by 16 times the clock divisor (CD) value written in the Baud Rate
Generator register (DBGU_BRGR). If DBGU_BRGR is set to 0, the baud rate clock is disabled and the DBGU
remains inactive. The maximum allowable baud rate is peripheral clock or GCLK divided by 16. The minimum
allowable baud rate is peripheral clock divided by (16 x 65536). The clock source driving the baud rate generator
(peripheral clock or GCLK) can be selected by writing the bit BRSRCCK in DBGU_MR.

If GCLK is selected, the baud rate is independent of the processor/bus clock. Thus the processor clock can be
changed while DBGU is enabled. The processor clock frequency changes must be performed only by programming
the field PRES in PMC_MCKR (see PMC section). Other methods to modify the processor/bus clock frequency (PLL
multiplier, etc.) are forbidden when DBGU is enabled.

The peripheral clock frequency must be at least three times higher than GCLK.

Figure 21-2. Baud Rate Generator

o]

%

Peripheral clock ——>0

16-bit Counter
out
> o1
GCLK — 1 ivi
1 »»| Divide ,» Baud Rate
by 16 Clock
0 0
—>
L Receiver

Sampling Clock

Receiver

Receiver Reset, Enable and Disable

After device reset, the DBGU receiver is disabled and must be enabled before being used. The receiver can be
enabled by writing the Control Register (DBGU_CR) with the bit RXEN at 1. At this command, the receiver starts
looking for a start bit.

The programmer can disable the receiver by writing DBGU_CR with the bit RXDIS at 1. If the receiver is waiting for a
start bit, it is immediately stopped. However, if the receiver has already detected a start bit and is receiving the data, it
waits for the stop bit before actually stopping its operation.

The receiver can be put in reset state by writing DBGU_CR with the bit RSTRX at 1. In this case, the receiver
immediately stops its current operations and is disabled, whatever its current state. If RSTRX is applied when data is
being processed, this data is lost.

Start Detection and Data Sampling

The DBGU only supports asynchronous operations, and this affects only its receiver. The DBGU receiver detects the
start of a received character by sampling the DRXD signal until it detects a valid start bit. A low level (space) on
DRXD is interpreted as a valid start bit if it is detected for more than seven cycles of the sampling clock, which is 16
times the baud rate. Hence, a space that is longer than 7/16 of the bit period is detected as a valid start bit. A space
which is 7/16 of a bit period or shorter is ignored and the receiver continues to wait for a valid start bit.
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When a valid start bit has been detected, the receiver samples the DRXD at the theoretical midpoint of each bit. It is
assumed that each bit lasts 16 cycles of the sampling clock (1-bit period) so the bit sampling point is eight cycles
(0.5-bit period) after the start of the bit. The first sampling point is therefore 24 cycles (1.5-bit periods) after detecting
the falling edge of the start bit.

Each subsequent bit is sampled 16 cycles (1-bit period) after the previous one.

Figure 21-3. Start Bit Detection
DRXD | s [po] p1]p2] 03] p4] 5[ D6 [ 7] P [stop| s [ Do] D1] D2] D3] D4 D5] D6 ] D7] P Jstop]

RXRDY |

OVRE I_L
RSTSTA
Figure 21-4. Character Reception
Example: 8-bit, parity enabled 1 stop
0.5 bit 1 bit
perod‘ period‘
DRXD
[Pl e el e ife]
Sampling DO D1 D2 D3 D4 D5 D6 D7 St.op Bit

True Start Detection Parity Bit

Receiver Ready

When a complete character is received, it is transferred to the Receive Holding Register (DBGU_RHR) and the
RXRDY status bit in the Status Register (DBGU_SR) is set. The bit RXRDY is automatically cleared when
DBGU_RHR is read.

Figure 21-5. Receiver Ready

DRXD—I s [po|p1|p2| D3| psaf[ps|o6|[p7] P | |s [po]pi|p2|p3|[ps]|ps]|pe]|n7] P |

] [

RXRDY

Read UART_RHR

Receiver Overrun

The OVRE status bit in DBGU_SR is set if DBGU_RHR has not been read by the software (or the DMA Controller)
since the last transfer, the RXRDY bit is still set and a new character is received. OVRE is cleared when the software
writes a 1 to the bit RSTSTA (Reset Status) in DBGU_CR.

Figure 21-6. Receiver Overrun

DRXD—I s [po|p1|p2 | o3| p4]|ps|oe|o7| P [stop| s | Do| D1 D2] D3[D4]D5[D6] D7 P |stop]

RXRDY I

OVRE ’_|—
!

RSTSTA

Parity Error

Each time a character is received, the receiver calculates the parity of the received data bits, in accordance with the
field PAR in the Mode Register (DBGU_MR). It then compares the result with the received parity bit. If different, the
parity error bit PARE in DBGU_SR is set at the same time RXRDY is set. The parity bit is cleared when DBGU_CR is
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written with the bit RSTSTA (Reset Status) at 1. If a new character is received before the reset status command is
written, the PARE bit remains at 1.

Figure 21-7. Parity Error

DRXD—I S |D0|D1|D2|D3| D4|D5|D6|D7| P |Stop|
A

RXRDY l

PARE l I

!

Wrong Parity Bit RSTSTA

Receiver Framing Error

When a start bit is detected, it generates a character reception when all the data bits have been sampled. The stop
bit is also sampled and when it is detected at 0, the FRAME (Framing Error) bit in DBGU_SR is set at the same time
the RXRDY bit is set. The FRAME bit remains high until the Control Register (DBGU_CR) is written with the bit
RSTSTA at 1.

Figure 21-8. Receiver Framing Error

pRxD | s [po [ p1]p2 [ o3| pa]os[os[o7 | P |stop|
#

RXRDY

FRAME |

!

Stop Bit RSTSTA
Detected at 0

Receiver Digital Filter

The DBGU embeds a digital filter on the receive line. It is disabled by default and can be enabled by writing a logical
1 in the FILTER bit of DBGU_MR. When enabled, the receive line is sampled using the 16x bit clock and a three-
sample filter (majority 2 over 3) determines the value of the line.

Receiver Timeout

The Receiver Timeout provides support in handling variable-length frames. This feature detects an idle condition on
the DRXD line. When a timeout is detected, the bit TIMEOUT in DBGU_SR rises and can generate an interrupt, thus
indicating to the driver an end of frame.

The timeout delay period (during which the receiver waits for a new character) is programmed in the TO field of the
Receiver Timeout register (DBGU_RTOR). If the TO field is written to 0, the Receiver Timeout is disabled and no
timeout is detected. The TIMEOUT bit remains at 0. Otherwise, the receiver loads an 8-bit counter with the value
programmed in TO. This counter is decremented at each bit period and reloaded each time a new character is
received. If the counter reaches 0, the TIMEOUT bit rises. Then, the user can either:

» stop the counter clock until a new character is received. This is performed by writing a one to the STTTO (Start
timeout) bit in DBGU_CR. In this case, the idle state on DRXD before a new character is received does not
provide a timeout. This prevents having to handle an interrupt before a character is received and allows waiting
for the next idle state on DRXD after a frame is received, or

» obtain an interrupt while no character is received. This is performed by writing a one to the RETTO (Reload and
start timeout) bit in DBGU_CR. If RETTO is performed, the counter starts counting down immediately from the
TO value. This enables generation of a periodic interrupt so that a user timeout can be handled, for example
when no key is pressed on a keyboard.

If STTTO is performed, the counter clock is stopped until a first character is received. The idle state on DRXD before
the start of the frame does not provide a timeout. This prevents having to obtain a periodic interrupt and enables a
wait of the end of frame when the idle state on DRXD is detected.

If RETTO is performed, the counter starts counting down immediately from the TO value. This enables generation of
a periodic interrupt so that a user timeout can be handled, for example when no key is pressed on a keyboard.
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The following figure shows the block diagram of the Receiver Timeout feature.

Figure 21-9. Receiver Timeout Block Diagram

Baud Rate TO

Clock
8-bit
1—p q Clock 8-bit Time-out Value
Counter
STTTO > TIMEOUT
Load 0
Clear
Character
Received
RETTO

The following table gives the maximum timeout period for some standard baud rates.

Table 21-2. Maximum Timeout Period

Baud Rate (bit/s) Bit Time (ps) Timeout (ps)

600 1,667 425,085
1,200 833 212,415
2,400 417 106,335
4,800 208 53,040
9,600 104 26,520
14,400 69 17,595
19,200 52 13,260
28,800 35 8,925
38,400 26 6,630
56,000 18 4,590
57,600 17 4,335
200,000 5 1,275

Transmitter

Transmitter Reset, Enable and Disable

After device reset, the DBGU transmitter is disabled and must be enabled before being used. The transmitter is
enabled by writing DBGU_CR with the bit TXEN at 1. From this command, the transmitter waits for a character to be
written in the Transmit Holding Register (DBGU_THR) before actually starting the transmission.

The programmer can disable the transmitter by writing DBGU_CR with the bit TXDIS at 1. If the transmitter is not
operating, it is immediately stopped. However, if a character is being processed into the internal shift register and/or a
character has been written in the DBGU_THR, the characters are completed before the transmitter is actually
stopped.

The programmer can also put the transmitter in its reset state by writing the DBGU_CR with the bit RSTTX at 1. This
immediately stops the transmitter, whether or not it is processing characters.

Transmit Format

The DBGU transmitter drives the pin DTXD at the baud rate clock speed. The line is driven depending on the format
defined in DBGU_MR and the data stored in the internal shift register. One start bit at level 0, then the 8 data bits,
from the lowest to the highest bit, one optional parity bit and one stop bit at 1 are consecutively shifted out as shown
in the following figure. The field PARE in DBGU_MR defines whether or not a parity bit is shifted out. When a parity
bit is enabled, it can be selected between an odd parity, an even parity, or a fixed space or mark bit.
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Figure 21-10. Character Transmission

Example: Parity enabled

swegon ] LML ML LT L LT LTI
UTXD _|

! Start DO D1 D2 D3 D4 D5 D6 D7 : Parity Stop
Bit Bit Bit

21.5.3.3 Transmitter Control

2154

21.5.5

21.5.6

When the transmitter is enabled, the bit TXRDY (Transmitter Ready) is set in DBGU_SR. The transmission starts
when the programmer writes in the DBGU_THR, and after the written character is transferred from DBGU_THR to
the internal shift register. The TXRDY bit remains high until a second character is written in DBGU_THR. As soon as
the first character is completed, the last character written in DBGU_THR is transferred into the internal shift register
and TXRDY rises again, showing that the holding register is empty.

When both the internal shift register and DBGU_THR are empty, i.e., all the characters written in DBGU_THR have
been processed, the TXEMPTY bit rises after the last stop bit has been completed.

Figure 21-11. Transmitter Control

UART_THR D( patao X Data 1
{
Shift Register X Data 0 X Data 1
DTXD | S | Data 0 | P | stop | S Data 1 | P | stop l
|
TXRDY [ ] |
TXEMPTY [

Write Data O Write Data 1
in UART_THR in UART_THR

DMA Support
Both the receiver and the transmitter of the DBGU are connected to a DMA Controller (DMAC) channel.

The DMA Controller channels are programmed via registers that are mapped within the DMAC user interface.

Register Write Protection
To prevent any single software error from corrupting DBGU behavior, certain registers in the address space can be
write-protected by setting the WPEN bit in the DBGU Write Protection Mode Register.
The following registers can be write-protected:
+ DBGU Mode Register
+ DBGU Baud Rate Generator Register
» DBGU Receiver Timeout Register
* Debug Unit Force NTRST Register

Test Modes

The DBGU supports three test modes. These modes of operation are programmed by using the CHMODE field in
DBGU_MR.

The Automatic Echo mode allows a bit-by-bit retransmission. When a bit is received on the DRXD line, it is sent to
the DTXD line. The transmitter operates normally, but has no effect on the DTXD line.
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The Local loopback mode allows the transmitted characters to be received. DTXD and DRXD pins are not used and
the output of the transmitter is internally connected to the input of the receiver. The DRXD pin level has no effect and
the DTXD line is held high, as in idle state.

The Remote loopback mode directly connects the DRXD pin to the DTXD line. The transmitter and the receiver are
disabled and have no effect. This mode allows a bit-by-bit retransmission.

Figure 21-12. Test Modes
Automatic Echo

Receiver DRXD

Transmitter | Disabled_|_,. DTXD

Local Loopback

Receiver [¢——— "~~~ -" DRXD
Vbb
Transmitter Disabled DTXD
Remote Loopback Vbb
Disabled
Receiver [~ ----- +—— DRXD
Disabled
Transmitter [------ DTXD

Debug Communication Channel Support

The DBGU handles the COMMRX and COMMTX signals that come from the Debug Communication Channel of the
ARM processor and are driven by the In-circuit Emulator.

The Debug Communication Channel contains two registers that are accessible through the ICE Breaker on the JTAG
side and through the coprocessor 0 on the ARM processor side.

As a reminder, the following instructions are used to read and write the Debug Communication Channel:
MRC pl4, 0, Rd, cl, c0, O

Returns the debug communication data read register into Rd
MCR pl4, 0, Rd, cl, c0O, O

Writes the value in Rd to the debug communication data write register.

The COMMRX and COMMTX bits which indicate, respectively, that the read register has been written by the
debugger but not yet read by the processor, and that the write register has been written by the processor and not yet
read by the debugger, are wired on the two highest bits of DBGU_SR. These bits can generate an interrupt. This
feature can be used to handle under interrupt a debug link between a debug monitor running on the target system
and a debugger.
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21.5.8 Chip ldentifier
The DBGU features two chip identifier registers, DBGU Chip ID Register (DBGU_CIDR) and DBGU Extension ID
Register (DBGU_EXID). Both registers contain a hard-wired value that is read-only.

21.5.9 ICE Access Prevention

The DBGU allows blockage of access to the system through the ARM processor's ICE interface. This feature is
implemented via the Force NTRST Register (DBGU_FNR), that allows assertion of the NTRST signal of the ICE
Interface. Writing the bit FNTRST (Force NTRST) to 1 in this register prevents any activity on the TAP controller.

On standard devices, the FNTRST bit resets to 0 and thus does not prevent ICE access.

This feature is especially useful on custom ROM devices for customers who do not want their on-chip code to be
visible.
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Register Summary

I I = N I N AN N N N

0x00

0x04

0x08

0x0C

0x10

0x14

0x18

0x1C

0x20
0x24
0x27
0x28
0x2C
O0x3F

0x40

Ox44

DBGU_CR

DBGU_MR

DBGU_IER

DBGU_IDR

DBGU_IMR

DBGU_SR

DBGU_RHR

DBGU_THR

DBGU_BRGR

Reserved

DBGU_RTOR

Reserved

DBGU_CIDR

DBGU_EXID

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

31:24

23:16
15:8
7:0

31:24
23:16
15:8
7:0
31:24
23:16
15:8
7:0

TXDIS TXEN
CHMODE[1:0]
COMMRX | COMMTX
PARE FRAME
COMMRX | COMMTX
PARE FRAME
COMMRX | COMMTX
PARE FRAME
COMMRX | COMMTX
PARE FRAME

EXT

RXDIS

OVRE

OVRE

OVRE

OVRE

STTTO
RXEN RSTTX

BRSRCCK
FILTER

RXCHR[7:0]

TXCHR(7:0]

CD[15:8]
CD[7:0]

TO[7:0]

CHID[30:24]

CHID[23:16]
CHID[15:8]
CHID[7:0]
EXID[31:24]
EXID[23:16]
EXID[15:8]
EXID[7:0]

RETTO
RSTRX

PAR[2:0]

TXEMPTY
TXRDY

TXEMPTY
TXRDY

TXEMPTY
TXRDY

TXEMPTY
TXRDY

RSTSTA

TIMEOUT
RXRDY

TIMEOUT
RXRDY

TIMEOUT
RXRDY

TIMEOUT
RXRDY
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........... continued
=0 =N = [ A A AR A N
31:24
23:16
0x48 DBGU_FNR
- 15:8
7:0 FNTRST
0x4C
Reserved
O0xE3
31:24 WPKEY[23:16]
23:16 WPKEY[15:8]
OxE4 DBGU_WPMR
- 15:8 WPKEY[7:0]
7:0 WPEN
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21.6.1 DBGU Control Register
Name: DBGU_CR
Offset: 0x0000
Reset: -
Property: Write-only
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
STTTO RETTO RSTSTA
Access W W w
Reset - - -
Bit 7 6 5 4 3 2 1 0
TXDIS TXEN RXDIS RXEN RSTTX RSTRX
Access W w w w w W
Reset - — - — - —

Bit 11 — STTTO Start Timeout

Value Description
0 No effect.
1 Starts waiting for a character before clocking the timeout counter. Resets status bit

DBGU_SR.TIMEOUT.

Bit 10 —- RETTO Rearm Timeout

Value Description
0 No effect.
1 Restarts timeout.

Bit 8 —- RSTSTA Reset Status

Value Description
0 No effect.
1 Resets the status bits PARE, FRAME and OVRE in DBGU_SR.

Bit 7 — TXDIS Transmitter Disable

Value Description
0 No effect.
1 The transmitter is disabled. If a character is being processed and a character has been written in

DBGU_THR and RSTTX is not set, both characters are completed before the transmitter is stopped.

Bit 6 — TXEN Transmitter Enable

Value Description
0 No effect.
1 The transmitter is enabled if TXDIS is 0.

Bit 5 — RXDIS Receiver Disable
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Value Description
0 No effect.
1 The receiver is disabled. If a character is being processed and RSTRX is not set, the character is

completed before the receiver is stopped.

Bit 4 —- RXEN Receiver Enable

Value Description
0 No effect.
1 The receiver is enabled if RXDIS is 0.

Bit 3 — RSTTX Reset Transmitter

Value Description

0 No effect.

1 The transmitter logic is reset and disabled. If a character is being transmitted, the transmission is
aborted.

Bit 2 - RSTRX Reset Receiver

Value Description
0 No effect.
1 The receiver logic is reset and disabled. If a character is being received, the reception is aborted.
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21.6.2 DBGU Mode Register
Name: DBGU_MR
Offset: 0x0004
Reset: 0x0000000
Property: Read/Write
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1" 10 9 8
CHMODE[1:0] BRSRCCK PAR[2:0]
Access R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
FILTER
Access R/W
Reset 0

Bits 15:14 — CHMODE[1:0] Channel Mode

Value Name Description

0 NORMAL Normal mode

1 AUTOMATIC Automatic echo

2 LOCAL_LOOPBACK Local loopback

3 REMOTE_LOOPBACK Remote loopback

Bit 12 - BRSRCCK Baud Rate Source Clock

0 (PERIPH_CLK): The baud rate is driven by the peripheral clock

1 (GCLK): The baud rate is driven by a PMC-programmable clock GCLK (see section Power Management Controller
(PMQC)).

Bits 11:9 — PAR[2:0] Parity Type

Value Name Description

0 EVEN Even Parity

1 ODD Odd Parity

2 SPACE Space: parity forced to 0
3 MARK Mark: parity forced to 1
4 NO No parity

Bit 4 — FILTER Receiver Digital Filter
0 (DISABLED): DBGU does not filter the receive line.
1 (ENABLED): DBGU filters the receive line using a three-sample filter (16x-bit clock) (2 over 3 majority).
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21.6.3 DBGU Interrupt Enable Register

Name: DBGU_IER
Offset: 0x0008
Reset: -

Property: Write-only

The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Enables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
| COMMRX | COMMTX |
Access W W
Reset — -
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
TXEMPTY TIMEOUT
Access W W
Reset - —
Bit 7 6 5 4 3 2 1 0
PARE FRAME OVRE TXRDY RXRDY
Access W w W W w
Reset - - - - —

Bit 31 - COMMRX Enable COMMRX (from ARM) Interrupt
Bit 30 —- COMMTX Enable COMMTX (from ARM) Interrupt
Bit 9 — TXEMPTY Enable TXEMPTY Interrupt

Bit 8 —- TIMEOUT Enable Timeout Interrupt

Bit 7 — PARE Enable Parity Error Interrupt

Bit 6 - FRAME Enable Framing Error Interrupt

Bit 5 — OVRE Enable Overrun Error Interrupt

Bit 1 — TXRDY Enable TXRDY Interrupt

Bit 0 — RXRDY Enable RXRDY Interrupt
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21.6.4 DBGU Interrupt Disable Register

Name: DBGU_IDR
Offset: 0x000C
Reset: -

Property: Write-only

The following configuration values are valid for all listed bit names of this register:

0: No effect.

1: Disables the corresponding interrupt.

Bit 31 30 29 28 27 26 25 24
| COMMRX | COMMTX |
Access W W
Reset — -
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
TXEMPTY TIMEOUT
Access W W
Reset - —
Bit 7 6 5 4 3 2 1 0
PARE FRAME OVRE TXRDY RXRDY
Access W w W W w
Reset - - - - —

Bit 31 - COMMRX Disable COMMRX (from ARM) Interrupt
Bit 30 - COMMTX Disable COMMTX (from ARM) Interrupt
Bit 9 — TXEMPTY Disable TXEMPTY Interrupt

Bit 8 — TIMEOUT Disable Timeout Interrupt

Bit 7 — PARE Disable Parity Error Interrupt

Bit 6 — FRAME Disable Framing Error Interrupt

Bit 5 — OVRE Disable Overrun Error Interrupt

Bit 1 — TXRDY Disable TXRDY Interrupt

Bit 0 — RXRDY Disable RXRDY Interrupt
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21.6.5 DBGU Interrupt Mask Register

Name: DBGU_IMR
Offset: 0x0010
Reset: 0x0000000

Property: Read-only

The following configuration values are valid for all listed bit names of this register:
0: The corresponding interrupt is disabled.

1: The corresponding interrupt is enabled.

Bit 31 30 29 28 27 26 25 24
| COMMRX | COMMTX | |
Access R R
Reset 0 0
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
TXEMPTY TIMEOUT
Access R R
Reset 0 0
Bit 7 6 5 4 3 2 1 0
PARE FRAME OVRE TXRDY RXRDY
Access R R R R R
Reset 0 0 0 0 0

Bit 31 - COMMRX Mask COMMRX (from ARM) Interrupt
Bit 30 - COMMTX Mask COMMTX (from ARM) Interrupt
Bit 9 — TXEMPTY Mask TXEMPTY Interrupt

Bit 8 —- TIMEOUT Mask Timeout Interrupt

Bit 7 — PARE Mask Parity Error Interrupt

Bit 6 - FRAME Mask Framing Error Interrupt

Bit 5 — OVRE Mask Overrun Error Interrupt

Bit 1 — TXRDY Disable TXRDY Interrupt

Bit 0 — RXRDY Mask RXRDY Interrupt
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21.6.6 DBGU Status Register
Name: DBGU_SR
Offset: 0x0014
Reset: -
Property: Read-only
Bit 31 30 29 28 27 26 25 24
COMMRX COMMTX
Access R R
Reset - —
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
TXEMPTY TIMEOUT
Access R R
Reset - -
Bit 7 6 5 4 3 2 1 0
PARE FRAME OVRE TXRDY RXRDY
Access R R R R R
Reset - — - - —

Bit 31 - COMMRX Debug Communication Channel Read Status
Value Description

0 COMMRX from the ARM processor is inactive.

1 COMMRX from the ARM processor is active.

Bit 30 - COMMTX Debug Communication Channel Write Status
Value Description

0 COMMTX from the ARM processor is inactive.

1 COMMTX from the ARM processor is active.

Bit 9 — TXEMPTY Transmitter Empty
Value Description

0 There are characters in DBGU_THR, or characters are being processed by the transmitter, or the
transmitter is disabled.
1 There are no characters in DBGU_THR and there are no characters being processed by the

transmitter.

Bit 8 — TIMEOUT Receiver Timeout

0 There has not been any timeout since the last Start timeout command (DBGU_CR.STTTO), or the
Timeout register is 0.
1 There has been a timeout since the last Start timeout command (DBGU_CR.STTTO).

Bit 7 — PARE Parity Error

Value Description

0 No parity error has occurred since the last RSTSTA.

1 At least one parity error has occurred since the last RSTSTA.

Bit 6 — FRAME Framing Error
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Value Description
0 No framing error has occurred since the last RSTSTA.
1 At least one framing error has occurred since the last RSTSTA.

Bit 5 — OVRE Overrun Error

Value Description
0 No overrun error has occurred since the last RSTSTA.
1 At least one overrun error has occurred since the last RSTSTA.

Bit 1 - TXRDY Transmitter Ready
Value Description

0 A character has been written to DBGU_THR and not yet transferred to the internal shift register, or the
transmitter is disabled.
1 There is no character written to DBGU_THR that is not yet transferred to the internal shift register.

Bit 0 —- RXRDY Receiver Ready

Value Description
0 No character has been received since the last read of DBGU_RHR, or the receiver is disabled.
1 At least one complete character has been received, transferred to DBGU_RHR, and not yet read.
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21.6.7 DBGU Receiver Holding Register

Name: DBGU_RHR
Offset: 0x0018
Reset: 0x0000000

Property: Read-only

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
RXCHR([7:0]
Access R R R R R R R R
Reset 0 0 0 0 0 0 0 0

Bits 7:0 — RXCHR[7:0] Received Character
Last received character if RXRDY is set.
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21.6.8 DBGU Transmit Holding Register

Name: DBGU_THR
Offset: 0x001C
Reset: -
Property: Write-only
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 11 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
TXCHRJ7:0]
Access W w W W W w W W
Reset - - - - - - - -

Bits 7:0 — TXCHR[7:0] Character to be Transmitted

Next character to be transmitted after the current character if TXRDY is not set.
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21.6.9 DBGU Baud Rate Generator Register
Name: DBGU_BRGR
Offset: 0x0020
Reset: 0x0000000
Property: Read/Write
Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1 10 9 8
CD[15:8]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
CDI[7:0]
Access R/W R/W R/W R/W R/W R/W R/W RW
Reset 0 0 0 0 0 0 0 0

Bits 15:0 — CD[15:0] Clock Divisor

Value Description

0 Baud rate clock is disabled.
1 1 to 65,535:
If BRSRCCK = 0:

CD = fperipheral clock

~ 16 x Baud Rate

If BRSRCCK = 1:

f
T — GCLKx

" 16 x Baud Rate
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21.6.10 DBGU Receiver Timeout Register

Name: DBGU_RTOR
Offset: 0x0028
Reset: 0x0000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1" 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
TO[7:0]
Access R/W R/W R/W R/W R/W R/W R/W R/W
Reset 0 0 0 0 0 0 0 0

Bits 7:0 — TO[7:0] Timeout Value

Value Description

0 The receiver timeout is disabled.
1-255 The receiver timeout is enabled and the timeout delay is TO x bit period.
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21.6.11 DBGU Chip ID Register

Name: DBGU_CIDR
Offset: 0x0040
Reset: 0x819B35A1

Property: Read-only

Bit 31 30 29 28 27 26 25 24
EXT CHID[30:24]
Access R R R R R R R R
Reset
Bit 23 22 21 20 19 18 17 16
CHID[23:16]
Access R R R R R R R R
Reset
Bit 15 14 13 12 " 10 9 8
CHIDI[15:8]
Access R R R R R R R R
Reset
Bit 7 6 5 4 3 2 1 0
CHIDI[7:0]
Access R R R R R R R R
Reset

Bit 31 — EXT Extension Flag

Value Description

0 Chip ID has a single register definition without extension.
1 An extended Chip ID exists.

Bits 30:0 — CHID[30:0] Chip ID Value
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21.6.12 DBGU Chip ID Extension Register

Name: DBGU_EXID
Offset: 0x0044
Reset: -

Property: Read-only

Bit 31 30 29 28 27 26 25 24
EXID[31:24]
Access R R R R R R R R
Reset - — - - - - - -
Bit 23 22 21 20 19 18 17 16
EXID[23:16]
Access R R R R R R R R
Reset — — — — — — - —
Bit 15 14 13 12 11 10 9 8
EXID[15:8]
Access R R R R R R R R
Reset - — - - - - - -
Bit 7 6 5 4 3 2 1 0
EXID[7:0]
Access R R R R R R R R
Reset — — — — — — - —

Bits 31:0 — EXID[31:0] Chip ID Extension
Read as 0 if the bit EXT in DBGU_CIDR is 0.
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21.6.13 Debug Unit Force NTRST Register

Name: DBGU_FNR
Offset: 0x0048
Reset: 0x00000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
Access
Reset
Bit 23 22 21 20 19 18 17 16
Access
Reset
Bit 15 14 13 12 1 10 9 8
Access
Reset
Bit 7 6 5 4 3 2 1 0
FNTRST
Access R/W
Reset 0
Bit 0 — FNTRST Force NTRST
Value Description
0 NTRST of the ARM processor’s TAP controller is driven by the power_on_reset signal.
1 NTRST of the ARM processor’s TAP controller is held low.
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21.6.14 DBGU Write Protection Mode Register

Name: DBGU_WPMR
Offset: 0x00E4
Reset: 0x0000000

Property: Read/Write

Bit 31 30 29 28 27 26 25 24
WPKEY[23:16]
Access W w w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 23 22 21 20 19 18 17 16
WPKEY[15:8]
Access W w W w w W W w
Reset 0 0 0 0 0 0 0 0
Bit 15 14 13 12 11 10 9 8
WPKEY[7:0]
Access W w w w w w W w
Reset 0 0 0 0 0 0 0 0
Bit 7 6 5 4 3 2 1 0
WPEN
Access R/W
Reset 0

Bits 31:8 - WPKEY[23:0] Write Protection Key
Value Name Description
0x554152 PASSWD Writing any other value in this field aborts the write operation.

Always reads as 0.

Bit 0 - WPEN Write Protection Enable
See Register Write Protection for the list of registers that can be protected.

Value Description
0 Disables the write protection if WPKEY corresponds to 0x554152 (DBGU in ASCII).
1 Enables the write protection if WPKEY corresponds to 0x554152 (DBGU in ASCII).
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OTP Memory Controller (OTPC)

Description
The OTP Memory Controller (OTPC) is the secure interface between the system and the OTP memory.

The default value of a memory bit is logic ‘0’ (not programmed). A programmed memory bit is logic ‘1°.

An OTP matrix is a type of non-volatile memory. Each bit in the matrix can be programmed only once. The bits are
used to store data such as:

calibration bits for analog cells (e.g. RC oscillators, etc.),
hardware configuration settings (e.g. JTAG disable, etc.),
chip identifiers,

key data invisible by software,

user data.

Embedded Characteristics

Programs and Reads the Memory by Software
Emulation Mode
Automatic Check of Programmed Bits on Startup for Safe Operation
User Area Organized by Packet for Flexibility on Size and Security:
— Individual packet locking possibility (with checksum check)
— Individual packet read access through only Private Key bus or System bus
— Individual packet hiding (for packet with System bus access only)
— Individual packet size of 32 bits to 8192 bits in 32-bit steps
— Individual packet invalidation
Firewall: Software/Hardware Protection Against Unexpected Read/Write
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Block Diagram
Figure 22-1. OTPC Block Diagram
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Functional Description

Bus Interfaces

The OTPC features four bus interfaces to access the OTP memory:
» Master System bus
» Slave System bus

» Master Key bus (Private Key bus)
» Slave Key bus (Private Key bus)

The Master System bus is used in Emulation mode to write and read data to/from the Emulation memory instead of
the OTP memory. The Master System bus can only access the Emulation memory.

The Slave System bus is available to access to the user interface.

The Master Key bus is available to read keys stored in the User area of the OTP memory and transfer them to the
slave crypto-engines connected to this bus (e.g. AES). No data accessible to the Master Key bus are accessible to
the System bus.

The Slave Key bus is available to write some data to the User area of the OTP memory. No data coming from the
Slave Key bus are accessible to the System bus.

OTP Memory Partitioning
The OTP memory is partitioned into different areas:

* Reserved area
*  11-Kbyte User area
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The initial value of the OTP memory is ‘0’ but the memory may contain some “defective” bits already set to the
value ‘1°.

The memory is organized into 32-bit words.

User Area

Area Configuration and Control
The User area is controlled and configured through the OTPC Control (OTPC_CR), OTPC Mode (OTPC_MR) and
OTPC Data (OTPC_DR) registers.

Area Mapping
The entire User area space is mapped into 32-bit words. Each 32-bit word is part of one packet.

Each packet contains a 32-bit header and 32-bit words of payload (data). The number of payload words is defined in
the header.
This mapping system allows three important functions for an OTP memory:
* Gives a flexible size for any type of data
» Improves the security by identifying and masking key areas to the System bus,
» Provides an easy way to invalidate a packet and create a replacement packet (key, data) while free space is
available in OTP.
The packet organization into the User area is shown in the figure below.

Figure 22-2. User Area Memory Mapping
31 0

0x00 Header 0

0x01
Payload 0

Header 1

Payload 1

Header 2

Payload 2

Header 3

Payload 3
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The number of packets depends on the size of the User area and the size of each packet.

22.4.3.3 Packet Definition
Each packet contains:

« One
« One

32-bit header field
payload field containing at least 32 bits of data and up to 256 x 32 bits of data (8192 bits)

The payload field has no effect on the hardware except for “special” packets.

22.4.3.3.1 Header F

ield

The following table provides the definition of the header content.

31

23

15

7
ONE

30 29 28 27 26 25 24
CHECKSUM
22 21 20 19 18 17 16
CHECKSUM
14 13 12 1 10 9 8
SIZE
6 5 4 3 2 1 0
- INVLD LOCK PACKET

» PACKET: Indicates the packet type. Six types are available:

REGULAR packet (value 1) accessible through the User Interface
KEY packet (value 2) accessible only through the Private Key buses
BOOT_CONFIGURATION *“special” packet (value 3)
SECURE_BOOT_CONFIGURATION “special” packet (value 4)
HARDWARE_CONFIGURATION “special”