1 2 3 4 5 6
"LCD" AREA V33 "PUSHBUTTON" AREA "LED" AREA
RI
DNI
LCD1
P27 SCL2 [ ¢
A —espas™ SCL A
P26 SDAS] opa i RSTN
¢ { vour
71 cir a R2
R 2 RED V33 V33 RED
Cl c2 8 | G G Provision Invalidate 3 L\
1uF Wk [ el B R4 . - P21 LED DI T Temperature Alarm
GREEN 3 N V—Ki
NHD-C0220BiZ-FS(RGB)-FBW-3VM s 10k sW1 10k sw2 :{‘;k KK
N PUSH PUSH P23 LED D2 Filter Life Alarm
12C addr = 78h Y BLUE = P15 PUS = Nl K
604 h RED
0.1uF 0.1uF
&
ul
BSTN 1ofper o scL foll P21 SCL
P26 S i - y
2 PI/INT SDA 9 P26_SDA V33 RESET SYSTEM
31 GNp vop |2 5
BLUE 4 7 0.1uF
P2/OSCIN  ADO RN
5 GREEN 5 P3/OSCOUT P4 6 RED R
GND MAX7306AUB+ GND
P25 INT_LCD 12C addr = 98h, 9Ah, 9Ch, 9Eh "WIFI" AREA
R9 DNI
PWM CHIP
"Peripheral Plug" AREA "NFC" AREA 7
P10 TX GND
w P13 CH PD_} f
SDA 4 3 GPIO ! P12 RST
SCL___ 5 | :gi :gf [Z 1-WIRE L 1 ;' PI1_RX
[ 1 T— 1.8 o —
GND vCC Vi3 BLM2IPG221SNID ESP8266 Socket
MAXI13204E T
0.1uF V33
U] R10
e 8 P26 SDA 10k
i voe  pusoa b lm
Em| 75 P210 |ae__P2ZINT NFC V33 0.1uF
2 Z3 : § 3
2 10 P24_GPIO SADERVOUT]
2 RIT 0 P27 SCL MAX66242 RI2 DNI GND
a 10, R13__ P26 SDA
Peripheral Connector g R4 = 12C addr =32h
3 GND
c f R m_ Vi C
4 e Note: Place MAX66242's Antenna in such a position as no power or ground planes will block the NFC antenna reception.
CON6 <]
PTC Fuse MF-NSMF012-2 Note: Place ESP8266 Module in such a position as no power or ground planes will block the WiFi antenna reception.
"1-WIRE" AREA "SHIELD" AREA 12C PULLUP
B
— SCL —
7 soa |9
Arduino R3 AREF
V33 i ; GND 3 SDA
RSTN D13 TP V33
V33 j D12 g‘
SLPZ s pir | 3 P26 SDA
P2 1-WIRE GND 6 D10 3
RI7 jigl GND 2 D9 3
P17 SLPZ 3 sat D8 H P27 SCL
P26 SDA ::.)I;Z V‘fg 2 10 1-WIRE *8 D7 ! 4
P27 SCL SCL GND GND_RTN = CON: CONIO :
GND
8 DS2465 15 16
D 0.1uF = sel ] a0 D7 5 7 SLPZ D
12C addr = 30h 0.IuF | GND ol A D6 B GPIO2
5| m DS 4 P15 PUSH
R19 R20 DNI joab gt D4 o GPIOO
s ™S 26 SDA MY D3 A PI3 CH _PD Title o
GNDRTN P27 SCL 6| A3 D2 3 P12 RST DeepCover Embedded Security in IoT .
D1 = T RX Auth d Sensing and N¢
R21 DNI CON DO g 0 TX Size Number Revision
MAXREFDES143#
Tabloid
Date: [ Sheet Tof 2
File: hD. | Drawn By: Sewass Horker
1 2 3 4 5 6




3 4 6
A A
— Protected Sensor Node —
VCC_PSN
Us
6 Q| el 1
SDA  VCC
o 2o SCL __
VCC_PSN Sl a0 T 4 o
G 0.1uF
MAX44009EDT
= 12C addr =94h D_PSN
GND_PSN
B B
/CC_PSN
U6
Lo spa vee ﬁ
$o1 SCL A0 fop ci2
79 98 s 0.1uF
GND A2
DS75050+
12C addr = 90h
GND_PSN
DS28E15Q+U
¢ = c
GND_PSN
D D
Title .
DeepCover Embedded Security in Io .
Auth d Sensing and N
Size Number Revision
MAXREFDES143#
Tabloid
Date: 4/2512016 [ Sheet 2of 2
File: C:\Users' S SchDoc | Drawn By Ftowart Weadel
3 4 ‘ 6




	Schematic Prints("All Documents",Physical)
	mbedShield.SchDoc(mbedShield)
	Components
	C1
	C1-1
	C1-2

	C2
	C2-1
	C2-2

	C3
	C3-1
	C3-2

	C4
	C4-1
	C4-2

	C5
	C5-1
	C5-2

	C6
	C6-1
	C6-2

	C7
	C7-1
	C7-2

	C8
	C8-1
	C8-2

	C9
	C9-1
	C9-2

	C10
	C10-1
	C10-2

	D1
	D1-1
	D1-2

	D2
	D2-1
	D2-2

	FB1
	FB1-1
	FB1-2

	FB2
	FB2-1
	FB2-2

	J1
	J1-1
	J1-2
	J1-3
	J1-4
	J1-5
	J1-6
	J1-7
	J1-8

	J2
	J2-1
	J2-2
	J2-3
	J2-4
	J2-5
	J2-6

	J3
	J3-1
	J3-2
	J3-3
	J3-4
	J3-5
	J3-6
	J3-7
	J3-8
	J3-9
	J3-10

	J4
	J4-1
	J4-2
	J4-3
	J4-4
	J4-5
	J4-6
	J4-7
	J4-8

	J5
	J5-1
	J5-2
	J5-3
	J5-4
	J5-5
	J5-6

	J6
	J6-1
	J6-2
	J6-3
	J6-4
	J6-5
	J6-6
	J6-7
	J6-8

	LCD1
	LCD1-1
	LCD1-2
	LCD1-3
	LCD1-4
	LCD1-5
	LCD1-6
	LCD1-7
	LCD1-8
	LCD1-A
	LCD1-B
	LCD1-G
	LCD1-R

	R1
	R1-1
	R1-2

	R2
	R2-1
	R2-2

	R3
	R3-1
	R3-2

	R4
	R4-1
	R4-2

	R5
	R5-1
	R5-2

	R6
	R6-1
	R6-2

	R7
	R7-1
	R7-2

	R8
	R8-1
	R8-2

	R9
	R9-1
	R9-2

	R10
	R10-1
	R10-2

	R11
	R11-1
	R11-2

	R12
	R12-1
	R12-2

	R13
	R13-1
	R13-2

	R14
	R14-1
	R14-2

	R15
	R15-1
	R15-2

	R16
	R16-1
	R16-2

	R17
	R17-1
	R17-2

	R18
	R18-1
	R18-2

	R19
	R19-1
	R19-2

	R20
	R20-1
	R20-2

	R21
	R21-1
	R21-2

	RT1
	RT1-1
	RT1-2

	SW1
	SW1-1
	SW1-2

	SW2
	SW2-1
	SW2-2

	SW3
	SW3-1
	SW3-2

	TP1
	TP1-1

	TP2
	TP2-1

	TP3
	TP3-1

	TP4
	TP4-1

	TP5
	TP5-1

	U1
	U1-1
	U1-2
	U1-3
	U1-4
	U1-5
	U1-6
	U1-7
	U1-8
	U1-9
	U1-10
	U1-EP

	U2
	U2-1
	U2-2
	U2-3
	U2-4
	U2-5
	U2-6

	U3
	U3-1
	U3-2
	U3-3
	U3-4
	U3-5
	U3-6
	U3-7
	U3-8

	U4
	U4-1
	U4-2
	U4-3
	U4-4
	U4-5
	U4-6



	ProtectedSensorNode.SchDoc(ProtectedSensorNode)
	Components
	C11
	C11-1
	C11-2

	C12
	C12-1
	C12-2

	J7
	J7-1
	J7-2
	J7-3
	J7-4
	J7-5
	J7-6

	R22
	R22-1
	R22-2

	R23
	R23-1
	R23-2

	R24
	R24-1
	R24-2

	R25
	R25-1
	R25-2

	U5
	U5-1
	U5-2
	U5-3
	U5-4
	U5-5
	U5-6
	U5-EP

	U6
	U6-1
	U6-2
	U6-3
	U6-4
	U6-5
	U6-6
	U6-7
	U6-8

	U7
	U7-1
	U7-2
	U7-3
	U7-4
	U7-5
	U7-6





