
STSAFE-A

Features
• On-board STSAFE-A110 customized with a standard evaluation profile
• HE10 extension connector to mount additional STSAFE devices
• Arduino UNO R3 connector
• Free drivers, middleware and software samples compatible with the STM32

ODE
• RoHS and WEEE compliant

Description
The X-NUCLEO-SAFEA1 expansion board is based on the STSAFE-A110 secure
element. It can be used with any STM32 Nucleo development board.

The on-board STSAFE-A110 is customized with a standard profile for evaluation and
is compatible with the Arduino UNO R3 connector.

The X-NUCLEO-SAFEA1 expansion board is used with free X-CUBE-SAFEA1 or X-
CUBE-SBSFU software packages containing sample code to demonstrate how to
implement security applications.

Product summary

Secure element expansion
board based on STSAFE-
A110

X-NUCLEO-
SAFEA1

Authentication and brand
protection secure solution

STSAFE-
A110

Provides drivers,
middleware and several
code examples to
demonstrate the features
of the STSAFE-A110
device from a STM32 host
microcontroller

X-CUBE-
SAFEA1

Secure boot and secure
firmware update software
expansion for STM32Cube

X-CUBE-
SBSFU

Secure element expansion board based on STSAFE-A110

X-NUCLEO-SAFEA1
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For further information contact your local STMicroelectronics sales office.
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1 Schematic diagrams

Figure 1. X-NUCLEO-SAFEA1 circuit schematic - STSAFE-A chips
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Figure 2. X-NUCLEO-SAFEA1 circuit schematic - Arduino and morpho connectors

m
or

ph
o 

co
nn

ec
to

r

8

32

18

13

CN10

CN9

10

28

9
4

PA9

7

2

3

16

GND

33
34

21 22

14

CN6

3V3

2
3
4
5

5

Arduino connector

2

17

12

Header 19x2

9
3 5

GND

1

21 22

25

SPI_CLK

27

34

11

1

1
8

29 30

4

23 24

1

4

13
12

35 36

11

20

31

PC0
PC1

2

1

CN5

SPI_MOSI
SPI_MISO

SPI_NSS 16 6
7
8

Header 19x2

26

6

CN8

8
7
6

10

15
19

7

9

5

28
29

3837

CN7

25

PA10

7

2

19

E5V

30

10

5

1

3

3

14
15

5V

PA11
PA12

PH1
PH0

m
or

ph
o 

co
nn

ec
to

r

2

27

SDA
SCL

31

5

826

4

3

6

20

6
4

CN5-6

32
33

6

35 36

1817

23 24

3837

Arduino connector Ar
du

in
o 

co
nn

ec
to

r
Ar

du
in

o 
co

nn
ec

to
r

X-NUCLEO-SAFEA1
Schematic diagrams

DB4051 - Rev 2 page 3/6



Figure 3. X-NUCLEO-SAFEA1 circuit schematic - LEDs and jumpers

1K
R8

2K21%

2

P4

2

R5
1KR

PC0

(CN8-Pin 6)
LD3

SDA

3V3

1%
RST1

SDA

SCL pull-up

SCL

61.9R

1

Amber LED
P7

RESET-C1

1%

1

1%

2

P5

SDA pull-up

GND

8

GND

3V3

1

9

4R3

CN5-6

3V33V3

R7

R1

SPI_MOSI

2

P1

SB5

Sel SCL Sel SDA
pull-up

RST1 CMD

pull-up

SPI_MISO
SPI_CLK
SPI_NSS

2

820R

1
3

3V3

1%User Led

Header 5X2 male

6

GND

10

J2
SCL

7

(CN5-Pin 9)

SB13

1%

LD1

2K2
5

1

R4

(CN5-Pin 10)

Green LED

SB2SB1

X-NUCLEO-SAFEA1
Schematic diagrams

DB4051 - Rev 2 page 4/6



Revision history

Table 1. Document revision history

Date Version Changes

11-Oct-2019 1 Initial release.

14-Jan-2020 2

Updated information to reflect upgraded STSAFE-A110 device

Added X-CUBE-SAFEA1 software compatibility information

Minor text edits

X-NUCLEO-SAFEA1
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IMPORTANT NOTICE – PLEASE READ CAREFULLY

STMicroelectronics NV and its subsidiaries (“ST”) reserve the right to make changes, corrections, enhancements, modifications, and improvements to ST
products and/or to this document at any time without notice. Purchasers should obtain the latest relevant information on ST products before placing orders. ST
products are sold pursuant to ST’s terms and conditions of sale in place at the time of order acknowledgement.

Purchasers are solely responsible for the choice, selection, and use of ST products and ST assumes no liability for application assistance or the design of
Purchasers’ products.

No license, express or implied, to any intellectual property right is granted by ST herein.

Resale of ST products with provisions different from the information set forth herein shall void any warranty granted by ST for such product.

ST and the ST logo are trademarks of ST. For additional information about ST trademarks, please refer to www.st.com/trademarks. All other product or service
names are the property of their respective owners.

Information in this document supersedes and replaces information previously supplied in any prior versions of this document.

© 2020 STMicroelectronics – All rights reserved
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