ﬁ— AN4433
” life.augmented Application note

Storing data into the NDEF memory of M24SR

Introduction

M24SRxx-Y is a family of dynamic NFC Forum Type 4 Tags, based on ISO/IEC 14443 Type
A technology:
- Dynamic tag: EEPROM area can be accessed either from 12C or RF interface
- NFC Forum Type 4 Tag: memory organization and access complies with the
associated NFC Forum specification

The purpose of this application note is to give some guidelines on how to access and
organize the memory of M24SRxx-Y products, as per the NFC Forum standards and
M24SRxx-Y specificities.

This document specifically proposes some mechanisms to store proprietary data, with or
without standard NFC data (NDEF).
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Reminder on NFC Forum Type 4 Tag and NDEF data
structure

Memory organization

Memory of an NFC Forum Type 4 Tag is organized in several files:

e 1 “Capability Container” (CC) file: this read-only file describes the other files that are
present in the memory, by consecutive description blocks (called TLV blocks, 1 TLV
block per file)

e 1 mandatory NDEF file: this file is necessarily the first one described in CC file

e 0, 1 ormore proprietary files: if any, proprietary files are described in following TLV
blocks

e A TLV block gives information on a file: file ID, file length, read and write access rights.

See doc [2]. for more information on NFC Forum Type 4 Tag files organization.

In addition to these files, M24SRxx-Y products contain a proprietary System file, to handle
M24SR specific advanced parameters/features (see doc [6].).

An NDEF file contains the NDEF message length in the first 2 bytes, and an NDEF message
of 1 or more NDEF records.

Each record contains a consistent set of data, of a specific type (Text, URI, MIME type...)

These data types are what we call “standard NDEF data”.

Figure 1. Example of an NDEF message with a set of records

NDEF Message

R; MB=1 R, Ry R MB=1

A set of data can be split into several records, called “chunk” records.

The length of a record can be deduced by the interpretation of its header: this implies that
one needs to parse the headers of the “n-1" records, to get record number “n”.

For more information on NDEF message format, see doc [3].
A Proprietary file contains the length of the data on the 2 first bytes, then proprietary data
(see doc [2].).
In this document, “proprietary data” refer to any data set, not standardized by NFC Forum in
NDEF format.
These data can be, for example:

—  User settings

—  User data

—  Calibration data

— Eventlogs

—  System information

3
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Figure 2. NFC Forum Type 4 Tag memory

CC File: NDEF File:

NDEF message

NDEF record

TLV Block: NDEF file
) NDEF record (*)
- FilelD

- File lengh

- Access rights

NDEF record (*)

NCF Forum Type 4 Tag memory

(*) If several records in the message MS833817V1

Memory access

An NFC Forum Type 4 Tag can be accessed only through a “file access” interface: no direct
addressing of memory area is possible.
File access allows to:

— have direct access to a specific area of the memory, without parsing the other part

—  separate the memory areas for different applications/data (with no accidental
overread/overwrite of the memory)

— give read/write access rights per memory area

To interact with an NFC Forum Type 4 Tag, a reader/writer device must:

— apply the “Listen, RF Collision Avoidance, Technology Detection, Collision
Resolution” activity for suitable technology (NFC-A technology for M24SRxx-Y
products), as defined in doc [1].

—  perform the “Device Activation” activity for suitable Device Platform (Type 4A Tag
Platform for M24SRxx-Y products), as defined in doc[1].
— apply the “NDEF Detection Procedure” (and Proprietary files read, if any), as
defined in doc [2]., inside ISODEP protocol (see doc [1].).
For examples of file accesses:
—  See Appendix A and Appendix B.

Reader/Writer behavior in front of NFC Forum Type 4 Tag

NFC is now widely deployed on both common platforms (smartphones and tablets) with
well-known OS (Android™, Windows® Phone 7.5/8.0, BlackBerry® 10), and proprietary
NFC/RFID readers.

NFC Forum Type 4 Tag and NDEF data format offer native interoperability to exchange
standard NDEF data between these devices.

In front of an NFC Forum Type 4 Tag, any reader will natively interpret the standard NDEF
data, and start the application, registered for the data type of the first record of the NDEF
file.
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If no application is registered for the data type, default behavior will be executed:
— launch web browser for an URL;

— route audio from loudspeaker to distant box, in case of BT pairing to audio capable
module;

— initiate a phone call, if telephone number is stored;

3
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M24SR specificities

Memory access through I2C

An NFC Forum Type 4 Tag can be read through RF interface, by applying procedure
described in Section 1.2

M24SRxx-Y products offer an 12C interface, that gives the same “file access” possibility: an
application has to apply the “NDEF Detection Procedure”, inside ISODEP protocol, on top of
I2C protocol.

This serial interface makes the tag “dynamic”, as its content can be changed by the
application, all along the tag lifetime.

— See doc [2]. for “NDEF Detection Procedure”.
— See doc [1]. for ISODEP protocol.
—  See doc [6]. for I2C protocol.

For examples of file accesses through I2C.
—  See Appendix C.

ExtendedReadBinary command

Basically, when reading data in an NDEF file of an NFC Forum Type 4 Tag, the ReadBinary
command only allows reading the NDEF message of the file.

The Write command (UpdateBinary) allows writing data on the whole file.

See Section 2.4 for more visibility on NDEF file / NDEF message / memory beyond NDEF
message.

See doc. [2]. for these procedures.

But this lets unused memory area at the end of the NDEF file.
For example:
—  M24SR64-Y: 8190 available bytes for NDEF message
— Message content: URL “http://www.st.com/nfc-rfid”
— NDEF message length (1 NDEF record): 20 bytes
— 8170 remaining non-readable bytes in NDEF file

DocID025791 Rev 1 9/34
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Figure 3. NDEF file layout

- 0xD1 0x01 O0x10 Ox55 OxO1 Ox73 Ox74 Ox2E 0x63 Ox6F Ox6D Ox2F OX6E O0x66
ORI 3 0D 02 0x66 0x69 0x64 Ok Ox- Ox- Ox- Ox- Ox- Ox- Ox- Ox- Ox-

0x-- Ox--  Ox- Ox- Ox- Ox- Ox- Ox- Ox- Ox- Ox- Ox- Ox- Ox- Ox-—-

MS33818V1

In Figure 3, the colors have the following meaning:
- : NDEF message length,
—  Green: NDEF message content,
— Red: remaining non-readable bytes)

To be able to read beyond NDEF message, M24SRxx-Y products offer a proprietary
command: ExtendedReadBinary command.

This command can read the bytes beyond NDEF message, until the end of the file.

See doc [6]. for more information on this command.

UpdateFileType command

NFC Forum Type 4 Tag has 2 types of data files: NDEF and Proprietary files.
Natively, M24SRxx-Y products contain 1 mandatory NDEF file.

M24SRxx-Y products offer a proprietary command to turn the type of the file from one type
to the other UpdatedFiletype

For more details on this command, see doc. [6].

Warning:

—  Turning NDEF file to Proprietary one, makes the tag no more NFC compliant; only
proprietary application will be able to deal with the tag (see Section 1.1).

3
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2.4 M24SR memory overview

Figure 4. M24SR memory overview

CC File: —> NDEF File: System File (**):
NDEF message - I2C config
- GPIO config
- UID
NDEF record - Product code

TLV Block: NDEF file
*

- Fileld NDEF record (*)

- File lengh

- Access rights

NDEF record (*)

Beyond NDEF
Message (**)

MS24SR memory

(*) If several records in the message
(**) Not Standardized by NFC Forum MS33919V1

Warning:
— M24SR memory cannot be accessed (read and write) through RF interface, if an
I2C session is opened.

— M24SR memory cannot be accessed (read and write) by default through 12C
interface, if an RF session is opened.

— I2C interface benefits from an advanced command (KillRFSession), to force the
end of the RF session, and open its own one.

—  For more details about M24SR specificities see [6].
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Storing proprietary data in M24SR

Beyond NDEF message

As seen in Section 2, memory area beyond NDEF message can be used to store data, apart
from standard NDEF data.

A Proprietary application using ST Proprietary ExtendedReadMemory command, can
access this area (read and write) for its own purpose.

Warning:
— A non-proprietary application will not be aware about the use of this area.

— Ifit has write access rights to the NDEF file, an application may corrupt the
proprietary data when writing an NDEF message.

Proprietary NDEF record

When defining NDEF format, NFC Forum thought about providing a way to store proprietary
data in a specific record of an NDEF message.

This is possible by using a record with:
e  TNF =“NFC Forum external type” (0x04)
e  Type refers to a proprietary domain, and associated application

For more details about the way to construct such a record, see docs [2]. and [4].

A commonly used example of a proprietary NDEF record, is the Android Application Record
(AAR): this record is intended to Android system, and stores the name of the preferred
application to execute, when this tag is read by an Android device.

An AAR has:

e  TNF = 0x04 (“NFC Forum external type”)

e  Type = “android.com:pkg”

e Payload = package name of the application

For more information on AAR, refer to Android documentation.

See Appendix B for an example of NDEF proprietary record, in an NFC Forum Type 4 Tag.

Proprietary file

With the help of ST proprietary UpdateFileType command, a M24SR memory administrator
can turn the M24SR file into a Proprietary one (see Section 2.3)

Advantages:
— Tag can be fully dedicated to proprietary data with immediate access to the data,
from the beginning of the file

DoclD025791 Rev 1 ‘Yl
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Drawbacks:

—  Not NFC compliant: 1% file of the tag must be an NDEF one (see Section 1.1)

— Needs a proprietary application to interact with it: proprietary reader or proprietary
application on Android device (needed Android device should be fully chosen and
validated, as some may not recognize the tag, depending on NFC chipset and
stack)

3
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4 Combining standard NDEF and proprietary data in
M24SR

4.1 Using an NDEF file and bytes beyond NDEF message

Configuration:
—  Standard NDEF data in NDEF message

—  Proprietary data in bytes “beyond NDEF message” see Section 3.2

Advantages:
—  NFC compliant

—  Supported by all common platforms (Android, WP)

—  “Fast” accessibility (read/write) to proprietary data, by memory addressing in
NDEF file

Drawbacks:
— Noisolation of the read/write access rights per data type

—  Proprietary data accessible only if the platform API allows proprietary commands
(not possible on Windows® Phone 8)

— If third-party application has write access rights to NDEF file, proprietary data may
be corrupted.

Tip:
— Itisrecommended to use this configuration, when NDEF file is set in Read only
for third-party application
— A proprietary application may have suitable access rights to change the content of
the NDEF file (known write password).
4.2 Using an NDEF file with a proprietary NDEF record

Configuration:
—  Standard NDEF data in NDEF record

—  Proprietary data in NDEF proprietary record (see Section 3.2)

Advantages:
— NFC compliant: NDEF data structure is still as specified by NFC Forum (see
Section 1.1)

— Standard NDEF data can natively be read by all common platforms (Android™,
WP)

—  Proprietary data can be read and written by a proprietary application on all
common platforms (Android™, WP)
Drawbacks:

— Accessibility to last record(s) may be slow, as there needs to parse all headers of
previous records, to identify the position of the expected one

— No isolation of the read/write access rights per data type

— An application shall take care of all records of the message, if dealing with only
one of these (as said in doc [3].)
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In case of several NDEF records in the NDEF message, an “association by
containment” may be worth, as defined in doc[4].

This can be realized, for example, through a “SmartPoster” record, as specified in
doc[5]. Length of this “SmartPoster” record will immediately give the position of
following record(s)

3
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Decision matrix

Hereafter is a matrix that suggests a solution, according to the configuration and
environment of the targeted application.

Remarks:

"standard" application refers to default behavior of the targeted platform (tag
detection and default read), and third-parties softwares (NDEF data read/write)
"proprietary" application refers to software developed for a specific product with
M24SR (for standard NDEF and proprietary data read/write)

3
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AN4433 Decision matrix
Table 1. Decision Matrix
Application environment Memory configuration
Proprietar 1
NDEF data gata y Reader/Writer Application | 1 NDEF file | proprietary 1 NDEF file + beyond NDEF message
file
RF or I12C proprietary | Proprietary
Standard
Yes in Android device -
Read/Write No Proprietary
Standard
WP8 device
Proprietary
RF or I2C proprietary | Proprietary
Standard
Yes in Android device -
Read/Write Yes Proprietary
Standard
WP8 device
Proprietary
RF or 12C proprietary | Proprietary
Standard
Yes in Android device -
Read Only Yes Proprietary
Standard
WP8 device
Proprietary
RF or I2C proprietary | Proprietary
Standard
No (NDEF Android device
area in Yes Proprietary
Read Onl
Y) Standard
WP8 device
Proprietary
Legend:
Compatible
Compatible with strong restrictions
Not applicable
1. Proprietary data in proprietary NDEF record(s) (See Section 4.2)
2. Proprietary data may be corrupted by overlapping write operation.
3. Proprietary commands/files cannot be invoked/accessed in WP8 environment; access to NDEF data only
4. Standard NDEF data writeable with proprietary application.
5. Not NFC Forum compliant

3
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Appendix A Example: NDEF file read sequence over RF
interface

A.l M24SRxx-Y tag configuration:

° 64 K-bit EEPROM size;
e NDEF file contains:
— Record #1: URL http://www.st.com/nfc-rfid;

— Beyond NDEF message, @ address 0x1000: Proprietary data, with raw data =
0x4D 0x32 0x34 0x53 0x52 0x20 0x70 0x72 Ox6F 0x70 0x72 0x69 0x65 0x74
0x61 0x72 0x79 0x20 0x64 0x61 0x74 O0x61 (= String “M24SR proprietary data”)

e NDEF file is locked in Read-Only

A.2 Format of the below represented frames:

e ‘“Listen, RF Collision Avoidance, Technology Detection, Collision Resolution” and
“Device Activation” activities are supposed to be done

e ISODEP protocol bytes (PCB, CRC)
e NFC Forum Type 4 Tag commands and responses (C-APDU, R-APDU)

3
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Table 2. NDEF file read sequence over RF interface

Command (C-APDU)

PCB CRC
SeIECt. NF.C T4 CLA INS P1 P2 Lc Data Le
application
0x02 | 0x00 | OxA4 | 0x04 | 0x00 | 0x07 | OxD2 | 0x76 | Ox00 | Ox00 | 0x85 | Ox01 | Ox01 | Ox00 | 0x35 | OxCO
Response
(R-APDU)
PCB CRC
M24SRxx-Y swi | swe
answer
0x02 | 0x90 | Ox00 | OxF1 | 0x09
Command (C-APDU)
PCB CRC
Select CC file CLA | INS P1 P2 Lc Data
0x03 | 0x00 | OxA4 | Ox00 | OXOC | 0x02 | OXE1l | Ox03 | OxD2 | OXAF
Response (R-
PCB APDU)
CRC
M24SRxx-Y swi | swe
answer
0x03 | 0x90 | Ox00 | Ox2D | 0x53

29.JI81UI 4y J9A0 8ouanbas peal a1} 43AN :9|dwex3

EEYYNV



v€/0C

T A9d 16.5204l°0d

Table 2. NDEF file read sequence over RF interface (continued)

Command (C-APDU)
_ PCB CRC
Read CC file CLA| INS | P1 | P2 Le
length
0x02 | Ox00 | OxBO | Ox00 | Ox00 | 0x02 | Ox6B | OX7D
Response (R-APDU)
PCB CRC
M24SRxx-Y Data Swl | Sw2
answer
0x02 | 0x00 | OxOF | 0x90 | 0x00 | Ox44 | Ox45
Command (C-APDU)
PCB CRC
Read CC file CLA| INS | P1L | P2 Le
0x03 | 0x00 | 0xBO | Ox00 | OX00 | OXOF | OXA5 | OXA2
Response (R-APDU)
PCB CRC
M24SRxx-Y Data Swl | Sw2
answer
0x03 | 0x00 | OXOF | 0x20 | 0x00 | OxF6 | Ox00 | OxF6 | 0x04 | 0x06 | 0x00 | 0x01 |0x20(D|0x00®)| 0x00 |0x80@)| 0x90 | 000 | 0x45 | OXFF
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Table 2. NDEF file read sequence over RF interface (continued)

Command (C-APDU)

PCB CRC
SelecF NDEF CLA | INS P1 P2 Lc Data
file
0x02 | Ox00 | OxA4 | Ox00 | OXOC | 0x02 | Ox00 | Ox01 | Ox3E | OxFD
Response
(R-APDU)
PCB CRC
M24SRxx-Y swi | swe
answer
0x02 | 0x90 | 0x00 | OxF1 | 0x09
Command (C-APDU)
Read NDEF | PCB CRC
message CLA | INS P1 P2 Le
length
0x03 | O0x00 | OxBO | Ox00 | Ox00 | Ox02 | 0x40 | Ox79
Response (R-APDU)
PCB CRC
M24SRoxx-Y Data Swl | Sw2
answer
0x03 | Ox00 | Ox14 | Ox90 | Ox00 | 0x33 | OxE2
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Table 2. NDEF file read sequence over RF interface (continued)

Command (C-APDU)

PCB CRC
Read NDEF CLA| INS | PL | P2 | Le
message
0x02 | Ox00 | OxBO | Ox00 | Ox02 | 0x14 | Ox6C | 0x3B
Response (R-APDU)
PCB
Data
0x02 xD1®)0x01® [ox10®)|0x55®@|0x013)|0x73®)|0x743 ox2E®)|0x63@|0x6 FD|ox6 D@ 0x2F ) |ox6ER)|0x66(|0x63(3|0x2D @) 0x 723 |0x66(3)|0x69(3)
M24SRxx-Y
answer
Response (R-APDU)
CRC
Data | Swl | Sw2
4
0%04 | 0x90 | 0x00 | ox6C | oxFs
Command (C-APDU)
PCB CRC
Read beyond
NDEF messagel CLA| INS | PL | P2 | Le
0x03 [0xA2¥)|0xB0®|0x10™)|0x00@)| 0x16 | 0x3C | Ox56
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Table 2. NDEF file read sequence over RF interface (continued)

Response (R-APDU)
PCB
Data
0x03 [0x4D™)|0x324) [0x34™|0x53@)|0x52*|0x20™|0x 70 |0x72™)|0x6FW|0x70®|0x72™)|0x69()|0x65 ™| 0x 74@|0x61P|0x 72| 0x 79 |0x20)|0x644)
M24SRxx-Y
answer
Response (R-APDU)
CRC
Data Swl | Sw2
0x61@|0x74@|0x614)| 0x90 | 0x00 | OXC8 | OxF1
PCB CRC
Deselect
0xC2 | OXEO | 0xB4
PCB CRC
M24SRxx-Y
answer
0xC2 | OXEO | 0xB4

A w N R

64 K-bit EEPROM size

NDEF file is locked in Read-Only

NDEF File Record #1

String “M24SR proprietary data in the area “beyond the NDEF message”
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Appendix B Example: NDEF file write sequence over RF
interface

B.1 M24SRxx-Y tag configuration:

e 4 K-bit EEPROM size
. NDEF file contains:
— Record #1: URL http://www.st.com/nfc-rfid

— Record #2: Proprietary data of type “st.com:m24sr_proprietary”, with raw data =
0x4D 0x32 0x34 0x53 0x52 0x20 0x70 0x72 0x6F 0x70 0x72 0x69 0x65 0x74
0x61 0x72 0x79 0x20 0x64 0x61 0x74 0x61 (= String “M24SR proprietary data”)

B.2 Format of the below represented frames:

“Listen, RF Collision Avoidance, Technology Detection, Collision
Resolution” and “Device Activation” activities are supposed to be done

- ISODEP protocol bytes (PCB, CRC)

- NFC Forum Type 4 Tag commands and responses (C-APDU, R-APDU)

3
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Table 3. NDEF file write sequence over RF interface

Command (C-APDU)

PCB CRC
Select_ NF.C T4 CLA | INS P1 P2 Lc Data Le
application
0x02 | 0x00 | OxA4 | 0x04 | 0x00 | 0x07 | OxD2 | 0X76 | 0x00 | 0x00 | 0x85 | 0x01 | 0x01 | 0x00 | 0x35 | 0xCO
Response
M24SRxx-Y | PcB |_(R-APDU) CRC
answer Swl | Sw2
0x02 | 0x90 | 0x00 | OxF1 | 0x09
Command (C-APDU)
| PcB CRC
Select CC file CLA | INS P1 P2 Lc Data
0x03 | 0x00 | OxA4 | Ox00 | OxOC | Ox02 | OxE1l | 0x03 | OxD2 | OXAF
Response (R-
M24SRxx-Y | PCB [_APDU) CRC
answer Swl | Sw2
0x03 | 0x90 | Ox00 | 0x2D | 0x53
c Command (C-APDU) CRC
i PCB R
Read CC file CLA| INS | P1L | P2 Le
length
0x02 | 0x00 | OxBO | 0x00 | 0x00 | 0x02 | Ox6B | 0x7D
Response (R-APDU)
M24SRxx-Y | PCB Oat sl T swz CRC
answer ata w w
0x02 | 0x00 | OXOF | 0x90 | 0x00 | 0x44 | 0x45
Command (C-APDU)
PCB CRC
Read CC file CLA | INS P1 P2 Le
0x03 | 0x00 | OxBO | Ox00 | Ox00 | OxOF | OxA5 | OxA2
PCB Response (R-APDU) CRC
Miﬁ;]Ss\ll?v)é)r(-Y Data Swl | Sw2
0x03 | 0x00 | OXOF | 0x20 | 0x00 | OXF6 | 0x00 | OXF6 | 0x04 | 0x06 | 0x00 | 0x01 |0x02(1)|0x00(1)| 0x00 | 0x00 | 0x90 | 0x00 | Ox9F | OX7E
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Table 3. NDEF file write sequence over RF interface (continued) (continued)

c Command (C-APDU) CRC
PCB R
Sele%g]DEF CLA| INS | P1L | P2 Lc Data
0x02 | 0x00 | OxA4 | 0x00 | 0xOC | 0x02 | 0x00 | 0x01 | OX3E | OxFD
Response (R-
M24SRxx-Y | PCB | APDU) CRC
answer Swl | Sw2
0x02 | 0x90 | 0x00 | OxF1 | 0x09
Command (C-APDU)
Erase NDEF | p-p | CRC
message CLA| INS | P1L | P2 Lc Data
length 0x03 | 0x00 | OxD6 | 0x00 | 0x00 | 0x02 | 0x00 | 0x00 | OxD4 | 0xB6
Response (R-
M24SRxx-Y | PCB |__APDU) CRC
answer Swl | sw2
0x03 | 0x90 | 0x00 | OxF1 | 0x09
Command (C-APDU)
PCB
CLA[INS | P1L | P2 Lc Data
0x02 | 0x00 | 0xD6 | 0x00 | 0x02 | Ox45 0x91(2)|0x01(2)|0x10(2)|0x55(2)|0x01(2)|0x73(2)|0x74(2)|0x2E(2)|0x63(2)|0x6F(2)|0x6D(2)|0x2F(2)|0x6E(2)|0x66(2)
Command (C-APDU)
Data
Write NDEF 0x63(2)|0xzD(2)|0x72(2)|0x66(2)|0x69(2)|0x64(2)|0x54(3)|0x18(3)|0x16(3)|0x73(3)|0x74(3)|0x2E(3)|0x63(3)|0x6|:(3)|0x6D(3)|0x3A(3)|0x6D(3)|0x32(3)|0x34(3)
message Command (C-APDU)
Data
0x73(3>|0x72(3)|0x5F(3)|0x70(3>|0x72(3)|0x6F(3)|0x7o(3>|0x72(3)|0x69(3)|0x65(3>|0x74(3)|0x61(3)|0x72(3)|0x73(3>|0x4D(3)|0x32(3>|0x34(3> 0x53(3)|0x52(3>
Command (C-APDU)
CRC
Data
0x20(3)|0x70(3) 0x72(3)|0x6|:(3) 0x70(3)|0x72(3)|0x69(3)|0x65(3)|0x74(3)|0x61(3)|0x72(3)|0x79(3)|0x20(3)|0x64(3)|0x61(3)|0x74(3)|0x61(3) 0x7C | 0XFO
Response
M24SRxx-Y | PCB | (R-APDU) CRC
answer Swl | Sw2
0x02 | 0x90 | 0x00 | OxF1 | 0x09
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Table 3. NDEF file write sequence over RF interface (continued) (continued)

Command (C-APDU)

Write NDEF PCB CRC
message ctA| INs | P | P2 | Lc Data
length 0x03 | 0x00 | OxD6 | 0x00 | 0x00 | 0x02 | 0x00 | 0x45 | 0xC2 | 0x22
Respowse (R-
M24SRxx-Y | PCB |_APDU) CRC
answer Swl | Sw2
0x03 | 0x90 | 0x00 | OxF1 | 0x09
PCB CRC
Deselect
0xC2 | OXEO | 0xB4
M24SRxx-Y | PCB CRC
answer 0xC2 | OXEO | 0xB4

1. 4 K-bit EEPROM size
2. NDEF File Record #1

3. String “M24SR proprietary data”
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Appendix C  Example: NDEF file read sequence over [2C
protocol

C.1 M24SRxx-Y tag configuration:

- 4 K-bit EEPROM size
- NDEF file contains:
0 Record #1: URL http://www.st.com/nfc-rfid

Format of the below represented frames:
- I2C specific bits sequences (Start, Stop, Ack)
- I2C protocol bytes (Device Select)
- ISODEP protocol bytes (PCB, CRC)
- NFC Forum Type 4 Tag commands and responses (C-APDU, R-APDU)

3
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Table 4. Example: NDEF file read sequence over I12C protocol

Device
| Command
Session
OxAC | |0x52
Command (C-APDU)
Device
Select NFC | Select | PCB CRC
T4 CLA INS| [P1| | P2 || Lc Data Le
application
OxAC | |0x02 0x00 OxA4| |0x04| |0x00| [0x07| [0xD2| [0x76| [0x00| |0x00| |0x85| |0x01l| |Ox01l| [0x00| [0x35| |0xCO
Response
i R-APDU
e o8 ore K
M24SRxx-Y Swi Sw2
answer
IOxAD 0x02I 0x90 I0xooI0xF1I0x09 '
Device Command (C-APDU)
|| | lpcB CRC
Se'?i‘l’;cc Select CLA INS| [P1] [P2] ] Lc Data
IOXAC 0x03 0x00 oxA4| |oxoo| |oxoC| [ox02 0xE1’ ‘0x03 OxDZ‘ ’0xAF
Devi Response
evice _
M24SRxx-Y [ sejct | PCB| I (RAPDY) CRC |
answer Swil Sw?2
I OXAD 0x03I 0x90 IOxOOIOxZDIOxSS m
Device Command (C-APDU)
e I-|PCB CRC
Re?:nzﬁ]f"e Select CLA INS[ [PL] P2 ] Le
l OxAC | |ox02 0x00 0xB0| |0x00| |0x00[ |0x02 0x6B’ ‘Ox?D
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Table 4. Example: NDEF file read sequence over I12C protocol (continued)

T A9d 16.5204l°0d

|000104d D J19A0 82uanbas peas a1y 43aN :8|dwex3

Device Response (R-APDU)
M24SRxX-Y  sggct | PCB Data Sswi| [sw2 CRC
answer
I OxAD | |0x02 0x00 OxOF| |0x90} [0x00 0x44u 0x45
i Command (C-APDU
. _Devnce_PCB ( ) CRC
Read CC file| |Select CLA INS| [PL] [ P2 Le
I OxAC | |ox03 0x00 0xBO| |0x00| |ox00| |oxOF OXAS‘ ‘OXAZ
i Response (R-APDU
| |Device| |,g p ( )
Select Data
M24SRxx-Y. OxAD | |0x03 Fg);sosonse(omi: Ox20|_|0x00 OxF6 OxOO|_|OxF6’_|0xO4ﬂ0x06|_|0x00|_|0x01’_|0x02HOXOOHOXOOHOXOO
answer -
APDU CRC
Swil Sw?2
0x90 0x00 0x9F|_|0x7E
i Command (C-APDU
Select | |Device| |,g ( ) CRC
elec Select CLA INS| | P1 P2 Lc Data
NDEF file OXE
IOxAC 0x02 0x00 OxA4| |0x00| 0xOC [0x02| {0x00| 0x01| OX3E| |~ .
Devi Response
evice
M24SRxx-Y|_| saject | PCB (R-APDU) CRC | |
answer Swl Sw2
IOxAD 0x02 0x90 0x00 OxF1|_|0x09 m
Read NDEF| | Device_ PCEB Command (C-APDU) CRC
message | |Select CLA INS| [P1]| |[P2] ] Le
length IOXAC 0x03 0x00 0xBO| [0x00| [0x00| |0x02| [0x6B]| [0x7D|
Device Response (R-APDU)
M24SRxX-Y  sggct | PCB Data swi| [sw2 CRC
answer
l OxAD | [0x03 0x00 0x14[ |ox90[ |ox00 0x77ﬂ0xE9
Device Command (C-APDU)
Read NDEF i —gg|gct —PCB CLA INS[[PL] P2 Le CRC
message
. OxAC | |ox02 0x00 0xBO| |0x00| |ox02| |ox14| | Ox ‘ ‘Ox
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Table 4. Example: NDEF file read sequence over I12C protocol (continued)

Device

Response (R-APDU)

|| Select| | PCB

Data

M24SRxx-Y [§ 0xAD 0x02.

answer

0xD1 I0x01l0x10I0x55.0x01I0x73 IOx74H0x2EIOx63 Ox6FIOx6D.0x2FIOx6EIOx66I0x63

Response (R-APDU) RC

Data Swl| [Sw2
0x2D I0x72.0x66.0x69.0x64 0x90 [ ox00 Ox62IOxF3

bevicel |50 CRC
Deselect Select
OXAC | |oxc2 OXEOQ HOXB4
Device
M24SRxx-Y| | gelect PCB CRC

answer l OxAD 0xc32I

0XEO IOXB4

Glossary

Start

Stop
ACK(Slave-->Master)
ACK(Master-->Slave)

NO ACK(Master-->Slave)
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